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1. Overview

1.1 Scope
This document specifies identity-based cryptographic schemes based on the bilinear mappings over elliptic curves known as pairings. Specific techniques include algorithms to compute the pairings, and specification of recommended elliptic curves and curve parameters over which the pairings are defined. Class of computer and communications systems is not restricted.
1.2 Purpose
The proliferation of electronic communication and the internet brings with it the need for privacy and data protection. Public Key Cryptography offers fundamental technology addressing this need. Many alternative public-key techniques have been proposed, each with its own benefits. IEEE Std 1363-2000 and IEEE Std 1363a-2004 have produced a comprehensive reference defining a range of common public-key techniques covering key agreement, public-key encryption and digital signatures from several families, namely the discrete logarithm, integer factorization, and elliptic curve families. IEEE P1363.3 will specify Identity-Based Cryptographic techniques based on Pairings. These offer advantages over classic public key techniques specified in IEEE 1363. Examples are the lack of a requirement to exchange or look up public keys of a recipient and the simplified use of short-lived keys. 
It is not the purpose of this project to mandate any particular set of identity-based public-key techniques, or particular attributes of public-key techniques such as key sizes. Rather, the purpose is to provide a reference for specifications of a variety of techniques from which applications may select. 

1.3 Organization of the Document

This standard contains two parts: the main document and annexes.

1.3.1 Structure of the Main Document 

—
Section 1 is a general overview.

—
Section 2 provides references to other standards and publications.

—
Section 3 defines some terms used throughout this standard.

—
Section 4 gives an overview of the types of cryptographic techniques that are defined in this standard.

· Section 5 describes certain mathematical conventions used in the standard, including notation and representation of mathematical objects.  It also defines formats to be used in communicating the mathematical objects as well as primitives for data type conversion.

· Section 6 describes certain pairing based cryptographic primitives that are used to build the complete algorithms described in subsequent sections.

· Sections 7, 8, 9, 10 and 11 define three families of cryptographic techniques: identity-based key management schemes, which includes identity-based encryption (IBE) and identity-based key encapulsation mechanisms (KEM); pairing-based signature schemes; and pairing-based signcryption schemes, which combine the properties of encryption and signature in a single operation.

—
Section 10 defines certain auxiliary functions supporting the techniques in Sections 12 and 13.

1.3.2 Structure of the Annexes

The annexes provide background and helpful information for the users of the standard and include the following sections.

Annex A (Informative)
Number-Theoretic Background

Annex B (Normative)
Conformance 

Annex C (Informative)
Rationale

Annex D (Informative)
Security Considerations

Annex E (Informative)
Formats

Annex F (Informative)
Bibliography

2. References

This standard shall be used in conjunction with following publications:

FIPS 180-1, Secure Hash Standard, Federal Information Processing Standards Publication 180-1, U.S. Department of Commerce/National Institute of Standards and Technology, National Technical Information Service, Springfield, Virginia, April 17, 1995 (supersedes FIPS PUB 180).  Available at http://www.itl.nist.gov/div897/pubs/fip180-1.htm.

ISO/IEC 10118-3:1998 Information Technology – Security techniques – Hash-functions – Part 3: Dedicated hash-functions.

Notes 

1—The above references are required for implementing some of the techniques in this document, but not all the techniques.  

2—The mention of any standard in this document is for reference only, and does not imply conformance with that standard. Readers should refer to the relevant standard for full information on conformance with that standard.

3—Bibliography is provided in Annex F.  

3. Definitions

For the purposes of this standard, the following terms and definitions apply.

IEEE Std 100-1996 should be referenced for terms not defined in this clause.

4. Types of Cryptographic Techniques

This section gives an overview of the types of cryptographic techniques that are specified in this standard as well as some requirements for conformance with those techniques.  See Annex B for more on conformance.

4.1 General Model

As stated in Section 1, the purpose of this standard is to provide a reference for specifications of a variety of pairing-based public-key cryptographic techniques from which applications may select. Therefore, it is desirable to define these techniques in a framework that would allow selection of techniques appropriate for particular applications. The framework for pairing-based cryptographic techniques is similar to that defined in IEEE 1363a, in that number-theoretic hard problems are used as the basis for cryptographic schemes that are incorporated into protocols.  Pairing-based cryptography uses a different, but related, set of problems that are presumed to be computationally infeasible at appropriate sizes.  These problems, typically variants of the Bilinear Diffie-Hellman (BDH) problem, are close relatives of the Diffie-Hellman problem cited in 1363a.

An implementer may be motivated to choose a pairing-based technique over a traditional integer, lattice or elliptic curve based technique on the basis of the unique functionality provided in these techniques.  Specifically, pairing-based cryptography enables either more compact versions of traditional cryptographic methods, such as short signature schemes, or key management techniques that can mathematically map some kind of application chosen identity string onto a public key.  In some circumstances, these identity-based techniques can yield more efficient or easier to use protocols.

Different types of cryptographic techniques can be viewed abstractly according to the following three-level general model.

—
Primitives – basic mathematical operations. Historically, they were discovered based on number-theoretic hard problems. Primitives are not meant to achieve security just by themselves, but they serve as building blocks for schemes.

—
Schemes – a collection of related operations combining primitives and additional methods (Section 4.4). Schemes can provide complexity-theoretic security which is enhanced when they are appropriately applied in protocols.

—
Protocols – sequences of operations to be performed by multiple parties to achieve some security goal. Protocols can achieve desired security for applications if implemented correctly.

From an implementation viewpoint, primitives can be viewed as low-level implementations (e.g., implemented within cryptographic accelerators, or software modules), schemes can be viewed as medium-level implementations (e.g., implemented within cryptographic service libraries), and protocols can be viewed as high-level implementations (e.g., implemented within entire sets of applications).

General frameworks for primitives, schemes, and additional methods are provided in Sections 4.2, 4.3, and 4.4, and specific techniques are defined in Sections 6 through 14. This standard, however, does not define protocols, mainly because they tend to be application-specific and hence are outside the scope of the standard. Nevertheless, the techniques defined in this standard are key components for constructing various cryptographic protocols. Also, Annex D discusses security considerations related to how the techniques can be used in protocols to achieve certain security attributes.

4.2 Primitives

The following primitives are defined in this standard:

· Pairing-based Diffie-Hellman, in randomized and non-randomized formulations

· Pairing-based commutative blinding

· Pairing-based full domain hash

Each of these primitive types has four component primitives:

· Generation.  This is typically used to extract a private key at a key server

· Verification of generated value

· Encryption

· Decryption

Primitives in this standard are presented as mathematical operations, and are only useful as building blocks for the full schemes that follow.  

Primitives assume that their inputs satisfy certain assumptions, as listed with the specification of each primitive.  An implementation of a primitive is unconstrained on an input not satisfying the assumptions, as long as it does not adversely affect future operation of the implementation; the implementation may or may not return an error condition.  For example, an implementation of a signature primitive may return something that looks like a signature even if its input was not a valid private key.  It may also reject the input.  It is up to the user of the primitive to guarantee that the input will satisfy the constraints or to include the relevant checks.  For example, the user may choose to use the relevant key and domain parameter validation techniques.

The specification of a primitive consists of the following information:

—
input to the primitive

—
assumptions about the input made in the description of the operation performed by the primitive

—
output from the primitive

—
operation performed by the primitive, expressed as a series of steps
—
conformance region recommendations describing the minimum recommended set of inputs for which an implementation should operate in conformance with the primitive (see Annex B for more on conformance)

The specifications are functional specifications, not interface specifications. As such, the format of inputs and outputs and the procedure by which an implementation primitive is invoked are outside the scope of this standard. See Annex E for more information on input and output formats.

4.3 Schemes

The following types of schemes are defined in this standard:

—
Pairing-based Key Management, with sub-schemes for Identity-Based Encryption and Identity-Based Key Encapsulation.  The goal of these schemes to is allow encrypted communication between multiple parties assuming the presence of one or more trusted key servers.

These schemes allow the sending party to transform a string representing the identity of the receiving party a set of key server parameters into a public key. This public key can then be used to encrypt or derive a symmetric key, typically used with a symmetric encryption algorithm to encrypt a message to the second party.  The receiving party must then request a private key for that identity string from a key server.  The key server uses a derivation operation to calculate the receiver’s private key, which is communicated back to the receiver.  Subsequent communications to the receiver which use the same identity string can be decrypted with a stored version of this key.

—
Pairing-based Signature Schemes

—
Pairing-based Signcryption Schemes

Schemes in this standard are presented in a general form based on certain primitives and additional methods, such as message encoding methods. For example, an encryption scheme is based on an encryption primitive, a decryption primitive, and an appropriate message encoding method. 

Schemes also include key management operations, such as selecting a private key or obtaining another party’s public key. For proper security, a party needs to be assured of the true owners of the keys and domain parameters and of their validity.  Generation of domain parameters and keys needs to performed properly, and in some cases validation also needs to be performed.  While outside the scope of this standard, proper key management is essential for security.  It is addressed in more detail in Annex D.

The specification of a scheme consists of the following information:

—
scheme options, such as choices for  primitives and additional methods

—
one or more operations, depending on the scheme, expressed as a series of steps

—
conformance region recommendations for implementations conforming with the scheme (see Annex B for more on conformance)

As for primitives, the specifications are functional specifications, not interface specifications. As such, the format of inputs and outputs and the procedure by which an implementation of a scheme is invoked are outside the scope of this standard. See Annex E for more information on input and output formats.

4.4 Additional Methods

4.5 Table Summary

This section gives a summary of all the schemes in this standard, together with the primitives and additional methods that are invoked within a scheme. 

	Scheme Name
	Primitives
	Additional Methods

	key management schemes

	BBKM-IBE-CB

BBKM-KEM-CB
	P-CB-E, P-CB-D, P-CB-G
	IHF1 (uses a hash function)

	BFKM-IBE-FDH
	P-FDH-E, P-FDH-D, P-FDH-G
	IHF1 (uses a hash function)

	SKKM-KEM-DHI

SKKM-KEM-DHI
	P-DHI-E, P-DHI-D, P-DHI-G
	 


5. Mathematical Conventions

This section describes certain mathematical conventions used in the standard, including notation, terminology and representation of mathematical objects.  It also contains primitives for data type conversion.  Note that the internal representation of mathematical objects is left entirely to the implementation, and may or may not follow the one described below.

5.1 Mathematical Notation

The following mathematical notation is used throughout the document.

0
Denotes the integer 0, the bit 0, or the additive identity (the element zero) of a finite field.  See Section 5.3 for more on finite fields.

1
Denotes the integer 1, the bit 1, or the multiplicative identity (the element one) of a finite field.  See Section 5.3 for more on finite fields.

a ( b
The product of a and b, where a and b are either both integers, or both finite field elements.  When it does not cause confusion, ( is omitted and the notation ab is used.  See Section 5.3 for more on finite fields.

a ( P
Scalar multiplication of an elliptic curve point P by a non-negative integer a.  When it does not cause confusion, ( is omitted and the notation aP is used.  See Section 5.4 for more on elliptic curves.

(x(
The smallest integer greater than or equal to the real number x.  For example, (5( = 5 and (5.3( = 6.

(x(
The largest integer less than or equal to the real number x.  For example, (5( = 5 and  (5.3( = 5.

[a, b]
The interval of integers between and including the integers a and b.

LCM (a, b)
For two positive integers a and b, denotes the least common multiple of a and b, i.e., the least positive integer that is divisible by both a and b.  See Annex A.1.1 and A.2.2 for an algorithm to compute the LCM.

GCD (a, b)
For two positive integers a and b, denotes the greatest common divisor of a and b, i.e., the largest positive integer that divides both a and b.  See Annex A.1.1 and A.2.2 for an algorithm to compute the GCD.

X ( Y
Bitwise exclusive-or (XOR) of two bit strings or two octet strings X and Y of the same length.

X || Y
Ordered concatenation of two strings X and Y.  X and Y are either both bit strings, or both octet strings.

lg x
The logarithmic function of a positive number x to the base 2.

log256 x
The logarithmic function of a positive number x to the base 256.

a mod n
The unique remainder r, 0 ( r < n, when the integer a is divided by the positive integer n.  For example, 23 mod 7 = 2.  The operator “mod” has the lowest precedence of all arithmetic operators (e.g., 5 + 8 mod 3 is equal to 13 mod 3, not 5 + 2).  See Annex A.1.1 for more details.

a ( b (mod n)
The integers a and b have the same remainder when divided by the positive integer n.  Pronounced “a is congruent to b modulo n.”  This is equivalent to (a mod n) = (b mod n).  See Annex A.1.1 for more details.

a eq \o((,() b (mod n)
The integers a and b have different remainders when divided by the positive integer n. Pronounced “a is not congruent to b modulo n.”  This is equivalent to (a mod n) ( (b mod n).

a –1 mod n
A positive integer b < n, if it exists, such that ab mod n = 1.  Prounouced “the (multiplicative) inverse of a modulo n.”  Also denoted by 1/a mod n.  See Annex A.1.1 and A.2.2 for a more detailed description and an algorithm for computing it.

a/b mod n
An integer a multiplied by the inverse of the integer b modulo n.  Equivalent to ab –1 mod n.

GF (p)
The finite field of p elements, represented as the integers modulo p, where p is an odd prime number.  Also known as a prime finite field, or as the base field.  See Section 5.3.1 for more information.

GF (pm)
The finite field containing pm elements for some integer m > 1, where p is an odd prime. Also known as an extension field.
GF (q)
The finite field containing q elements.  For this standard, q will be a power of an odd prime number (p).

E[GF(q)]
An elliptic curve defined over the field GF (q).

Et[GF(q)]
The t-th order twist of the elliptic curve E[GF(q)].
#E[GF(q)]
The number of points on an elliptic curve defined over the field GF (q). Sometimes this will be abbreviated to #E when the context is clear.

e(P,Q)
A pairing, taking as parameters elliptic curve points P and Q, and evaluating as an element in the extension field GF(pk), where k is known as the embedding degree, or as the security multiplier. 

ê(P,Q)
A modified pairing, taking as parameters elliptic curve points P and Q , where P,Q are points on a super-singular elliptic curve E[GF(p)].

e2(P,Q)
A pairing compressed times 2, and represented as an element in GF(pk/2)
e3(P,Q)
A pairing compressed times 3, and represented as an element in GF(pk/3)

φ(.)  
A distortion map, which maps a point from E[GF(p)] to a point on  E[GF(p2)].
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The Jacobi symbol of the integer x with respect to the integer n.  See Annex A.1.4 for a detailed description and A.2.3 for an algorithm to compute the Jacobi symbol.

O 
The elliptic curve point at infinity.  See Section 5.4 for more information.

exp(a, b)
The result of raising a to the power b, where a is an integer or a finite field element, and b is an integer.  Also denoted by a b.

NOTE—Throughout this main document, integers and field elements are denoted with lower-case letters; while octet strings and elliptic curve points are denoted with upper-case letters. 

5.2 Bit Strings and Octet Strings

Bit strings and octet strings are ordered sequences.  The terms “first” and “last,” “leftmost” and “rightmost,” and “leading” and “trailing” are used to distinguish the ends of these sequences (“first,” “leftmost” and “leading” are equivalent; “last,” “rightmost” and “trailing” are equivalent; other publications sometimes use “most significant,” which is synonymous with “leading,” and “least significant,” which is synonymous with “trailing”).  

Note that when a string is represented as a sequence, it may be indexed from right to left or from left to right, starting with any index; this does not change the meaning of the terms above.  For example, consider the octet string of 4 octets: 1c 76 3b e4.  One can represent it as a string a0 a1 a2 a3 with a0 = 1c, a1 = 76, a2 = 3b, and a3 = e4.  In this case, a0 represents the first octet, and a3 represents the last octet.  Alternatively, one can represent it as a string a1 a2 a3 a4 with a1 = 1c, a2 = 76, a3 = 3b, and a4 = e4.  In this case, a1 represents the first octet, and a4 represents the last octet.  Yet another possibility would be to represent it as a3 a2 a1 a0 with a3 = 1c, a2 = 76, a1 = 3b, and a0 = e4.  In this case, a3 represents the first octet and a0 represents the last octet.  No matter how this string is represented, the value of the first octet is always 1c and the value of the last octet is always e4.

5.3 Finite Fields

This section describes the kinds of underlying finite fields GF(q) that shall be used, and how they are to be represented for purposes of conversion with the primitives in Section 5.5. As noted above, the internal representation of objects is left to the implementation, and may be different. If the internal representation is different, conversion to the representation defined here may be needed at certain points in cryptographic operations.

5.3.1 Prime Finite Fields

A prime finite field is a field containing a prime number of elements.  If p is an odd prime number, then there is a unique field GF(p) with p elements.  For purposes of conversion, the elements of GF(p) shall be represented by the integers 0, 1, 2..., p – 1.

A description of the arithmetic of GF(p) is given in IEEE-1363 Annex A.1 and A.2.

5.3.2 Odd characteristic extension fields

An odd characteristic extension field is a finite field whose number of elements is a power of an odd prime. If k > 1, then there is a unique field (up to isomorphism) GF(pk) with pk elements. For purposes of conversion, the elements of GF(pk) shall be represented in a polynomial basis. For the purposes of this standard the representation is determined by choosing a suitable irreducible binomial f(x) of degree k/d over GF(pd)  for some exact divisor d of k. Then GF(pk) is isomorphic to GF(pd)[x]/f(x). An element is represented as a vector

[am–1, am–1,… a2, a1 a0]
of m=k/d elements from the field GF(pd). This subfield in turn may be represented recursively in a similar way. At the bottom of this “tower of extensions”, we eventually arrive at a vector of GF(p) elements. An element of GF(pk) can be represented  by the single integer

 ak-1  pk-1 + .. a2p2 +a1 p+a0
where the ai range between 0 and p-1. (The coefficients can be recovered from this integer by successively dividing by p and keeping the remainders.)  The towering method used is represented in the form a/b/c… where a, b, c etc. are integers whose product is k. For example for k=12, a 3/2/2 representation means that an element in GF(pk) is represented as a cubic extension, over a quadratic extension, over another quadratic extension over the base field. The ai values are then picked off from left to right as the values at the bottom of this tower, from most significant to least significant.. Note that towering is not mandatory: a simple flat representation is allowed (d=1). However towering is strongly recommended.

The (small) constants required by the irreducible binomials also form a part of the extension field representation. 
A description of the arithmetic of GF(pk) is given in A.?.

5.3.2.1 Unitary extension fields

An element of an extension field that is unitary can be compressed. This form of compression is lossy. However in its compressed form the element can still be accurately exponentiated using special algorithms. The result of pairing calculations of the types described in this standard are always unitary, and hence compression of the pairing value is always possible, and may be desirable. If the embedding degree is a multiple of 2 then compression times 2 is possible, and the LUC method of exponentiation can be used.  If the embedding degree is a multiple of 3, then compression times 3 is possible, and the XTR method of exponentiation can be used.  

The compressed representation will either be the GF(pk/2) or the GF(pk/3) trace of an element in GF(pk). 
See A.1.? and A.1.? for definitions of the term unitary and for a description of the trace function.
5.4 Pairings

The pairing-friendly elliptic curves for use with this standard will be either

1. Supersingular curves with embedding degree of k=2

2. Non-supersingular curves with embedding degree of k=2i3j, where i>0 and j≥0.

Details of recommended families of pairing-friendly curves can be found in Appendix A.?

The supersingular curves always use a suitable distortion map denoted φ(.) which takes as input a point on the curve over the base field E[GF(p)] and maps it to a point on the curve over the quadratic extension field E[GF(p2)]. A pairing on a supersingular curve is denoted ê(P,Q) = e(P, φ(Q)), where e(P,Q) is the underlying pairing (in the case of supersingular curves always the Tate pairing). For the modified pairing ê(P,Q)  both P and Q parameters are points on the elliptic curve E[GF(p)].
Additive notation will always be used for elliptic curve points, and multiplicative notation will always be used for pairings. For example the bilinear property will be described as

e(aP,bQ) = e(P,Q)ab
In the case of non-supersingular curves one or other of the parameters to the pairing will always be a point on the elliptic curve taken over the base field E[GF(p)]. The other parameter will always be a point on the t-th order twist of the same curve taken over some extension field Et[GF(pk/t)], where t is 2, 4  or 6, and t divides the embedding degree of the pairing k.
The first parameter to the pairing will always be a point of prime order r. The pairing evaluates as a unique element in GF(pk)  of order r (which may optionally be represented in compressed form,  compressed times 2 or times 3).
5.5 Elliptic Curves and Points

An elliptic curve E[GF(q)] is a set of points P = (xP, yP) where xP and yP are elements of GF (q) that satisfy a certain equation, together with the point at infinity denoted by O.  For the purposes of this standard, it is specified by two field elements a(GF(q) and b(GF(q), called the coefficients of E.  The field elements xP  and yP are called the x-coordinate of P and the y-coordinate of P, respectively.

If q = pm, p > 3, m ( 1, then a and b shall satisfy 4a3+27b2(0 in GF(q), and every point P=(xP, yP) on E (other than the point O) shall satisfy the following equation in GF(q):

yP2 = xP3+a xP+b.

See IEEE-1363 Annex A.9 and A.10 for more on elliptic curves and elliptic curve arithmetic.

5.6 Data Type Conversion

This section describes the primitives that shall be used to convert between different types of objects and strings when such conversion is required in primitives, schemes or encoding techniques.  Representation of mathematical and cryptographic objects as octet strings is not specifically addressed here; rather, it is discussed in the informative Annex E.  The following diagram describes the primitives presented in this section.
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5.6.1 Converting Between Integers and Bit Strings (I2BSP and BS2IP)

In performing cryptographic operations, bit strings sometimes need to be converted to non-negative integers and vice versa.

To convert a non-negative integer x to a bit string of length l (l has to be such that 2 l > x), the integer shall be written in its unique l-digit representation base 2:

x = xl–1 2 l–1 + xl–2 2 l–2 + … + x1 2 + x0
where xi is either 0 or 1 (note that one or more leading digits will be zero if x < 2 l–1).  Then let the bit bi have the value xl–i for 1 ( i ( l.  The bit string shall be b1 b2 … bl.

For example, the integer 10945 is represented by a bit string of length 19 as 000 0010 1010 1100 0001.

The primitive that converts integers to bit strings is called Integer to Bit String Conversion Primitive or I2BSP.  It takes an integer x and the desired length l as input and outputs the bit string if 2 l > x.  It shall output “error” otherwise.

The primitive that converts bit strings to integers is called Bit String to Integer Conversion Primitive or BS2IP.  It takes a bit string as input and outputs the corresponding integer.   Note that the bit string of length zero (the empty bit string) is converted to the integer 0.

5.6.2 Converting Between Bit Strings and Octet Strings (BS2OSP and OS2BSP)

To represent a bit string as an octet string, one simply pads enough zeroes on the left to make the number of bits a multiple of 8, and then breaks it up into octets.  More precisely, a bit string bl–1 bl–2 … b0 of length l shall be converted to an octet string Md–1 Md–2 … M0 of length d = (l/8( as follows: for 0 ( i < d – 1, let the octet Mi = b8i+7 b8i+6 ... b8i.  The leftmost octet Md–1 shall have its leftmost 8d – l bits set to 0; its rightmost 8 – (8d – l) bits shall be bl–1 bl–2 … b8d–8.

The primitive that converts bit strings to octet strings is called Bit String to Octet String Conversion Primitive or BS2OSP.  It takes the bit string as input and outputs the octet string.

The primitive that converts octet strings to bit strings is called Octet String to Bit String Conversion Primitive or OS2BSP.  It takes an octet string of length d and the desired length l of the bit string as input.  It shall output the bit string if d = (l/8( and if the leftmost 8d – l bits of the leftmost octet are zero; it shall output “error” otherwise.

5.6.3 Converting between Integers and Octet Strings (I2OSP and OS2IP)

To represent a non-negative integer x as an octet string of length l (l has to be such that 256 l > x), the integer shall be written in its unique l-digit representation base 256:

x = xl–1 256 l–1 + xl–2 256 l–2 + … + x1 256 + x0
where 0 ( xi < 256 (note that one or more leading digits will be zero if x < 256 l–1).  Then let the octet Mi have the value xi for0 ( i ( l-1.  The octet string shall be Ml-1 Ml-2 … M0.

For example, the integer 10945 is represented by an octet string of length 3 as 00 2A C1.

The primitive that converts integers to octet strings is called Integer to Octet String Conversion Primitive or I2OSP.  It takes an integer x and the desired length l as input and outputs the octet string if 256 l > x.  It shall output “error” otherwise.

The primitive that converts octet strings to integers is called Octet String to Integer Conversion Primitive or OS2IP.  It takes an octet string as input and outputs the corresponding integer.  Note that the octet string of length zero (the empty octet string) is converted to the integer 0.

5.6.4 Converting between finite field elements and octet strings (FE2OSP and OS2FEP)

An element x of a finite field GF(q), for purposes of conversion, is represented by an integer if q is an odd prime or an odd prime power (see 5.3.1 and 5.3.2). If q is an odd prime or an odd prime power, then to represent x as an octet string, I2OSP shall be used with the integer value representing x and the length (log256 q( as inputs. 

The primitive that converts finite field elements to octet strings is called the Field Element to Octet String Conversion Primitive or FE2OSP. It takes a field element x, the field size q, and both the field characteristic p and the extension degree k if q is an odd prime-power as inputs, and outputs the corresponding octet string.

To convert an octet string back to a field element, if q is an odd prime or an odd prime power, then OS2IP shall be used with the octet string as the input. The primitive that converts octet strings to finite field elements is called the Octet String to Field Element Conversion Primitive or OS2FEP. It takes the octet string and the field size q as inputs and outputs the corresponding field element. It shall output “error” if OS2BSP or OS2IP outputs “error.”

5.6.5 Converting Finite Field Elements to Integers (FE2IP)

In performing cryptographic operations, finite field elements sometimes need to be converted to non-negative integers.  The primitive that performs this is called Field Element to Integer Conversion Primitive or FE2IP. 

A element j of a finite field GF (q) shall be converted to a non-negative integer i by the following, or an equivalent, procedure:

1.
Convert the element j to an octet string using FE2OSP.

2.
Convert the resulting octet string to an integer i using OS2IP.

3.
Output i.

Note that if q is an odd prime, j is already represented as an integer and FE2IP merely outputs that representation.  If q is a power of 2, then FE2IP outputs an integer whose binary representation is the same as the bit string representing j.

5.6.6 Converting between elliptic curve points and octet strings

An elliptic curve point P (which is not the point at infinity O) can be represented in either compressed or uncompressed form. (For internal calculations, it may be advantageous to use other representations; e.g., the projective coordinates of A.9.6. Also see A.9.6 also for more information on point compression.) The uncompressed form of P is simply given by its two coordinates. The compressed form is presented below. The octet string format is defined to support both compressed and uncompressed points.

5.6.6.1 Compressed elliptic curve points

The compressed form of an elliptic curve point P ( O defined over GF(p)  is the pair (xP, \eq \o(y,~)P) where xP is the x-coordinate of P, and \eq \o(y,~)P is a bit which is computed as defined next.

Two compressed forms are defined: an LSB compressed form defined for elliptic curves over GF(p), and an SORT compressed form is defined for elliptic curves over GF(pm).

5.6.6.1.1 LSB compressed form

Over GF(p), the LSB compressed form has \eq \o(y,~)P = FE2IP (yP) mod 2. Put another way, \eq \o(y,~)P is the rightmost bit of yP.

Procedures for point decompression (i.e., recovering yP given xP and \eq \o(y,~)P) are given in A.12.8.

NOTE—The name “LSB” refers to the fact that the compressed bit is the least significant bit of the integer representation of yP or yPxP–1.

5.5.6.1.2 SORT compressed form

Let (xP, y(P) be the inverse of the point (xP, yP) where y(P = (yP.

The SORT compressed form has \eq \o(y,~)P = 1 if FE2IP (yP) > FE2IP (y(P), and \eq \o(y,~)P = 0 otherwise.

A procedure for point decompression is given in A.12.11.

NOTES

1—It may be more efficient to determine \eq \o(y,~)P by comparing the coefficients of yP and y(P directly, rather than first computing FE2IP (yP) and FE2IP (y(P).

2—Although the SORT compressed form is defined here for any field, in the representations below it is only employed for elliptic curves over GF(pm).

3—The name “SORT” refers to the fact that the compressed bit is based on comparing the integer representations of yP and y(P.

5.5.6.2 Two-coordinate point representations

For all the conversion primitives in this subclause, the point O shall be represented by an octet string containing a single 0 octet. The rest of this subclause discusses octet string representation of a point P ( O. Let the x-coordinate of P be xP and the y-coordinate of P be yP. Let (xP, \eq \o(y,~)P) be the compressed representation of P in one of the forms above.

The representations in this subclause are all “lossless,” i.e., the elliptic curve point can be uniquely recovered from its octet string representation, because both coordinates are represented.

An octet string PO representing P shall have one of the following three formats: compressed, uncompressed, or hybrid. (The hybrid format contains information of both compressed and uncompressed form.) For all primitives in this subclause, PO shall have the following general form

PO = PC || X || Y

where

PC is a single octet of the form 0000SUC\eq \o(Y,\s\up6(~)) defined as follows:

—
Bit S is 1 if the format uses the SORT compressed form; 0 otherwise.

—
Bit U is 1 if the format is uncompressed or hybrid; 0 otherwise.

—
Bit C is 1 if the format is compressed or hybrid; 0 otherwise.

—
Bit \eq \o(Y,\s\up6(~)) is equal to the bit \eq \o(y,~)P if the format is compressed or hybrid; 0 otherwise.

X is the octet string of length (log256 q( representing xP according to FE2OSP (see 5.5.4).

Y is the octet string of length (log256 q( representing yP of P according to FE2OSP (see 5.5.4) if the format is uncompressed or hybrid; Y is an empty string if the format is compressed.

The primitive that converts elliptic curve points to octet strings for a given representation is called Elliptic Curve Point to Octet String Conversion Primitive–R, or EC2OSP–R, where R is the representation. It takes an elliptic curve point P and the size q of the underlying field as input and outputs the corresponding octet string PO.

The primitive that converts octet strings to elliptic curve points is called Octet String to Elliptic Curve Point Conversion Primitive–R, or OS2ECP–R. It takes the octet string and the field size q as inputs and outputs the corresponding elliptic curve point, or “error.” It shall use OS2FEP to get xP. It shall use OS2FEP to get yP if the format is uncompressed, and may output “error” if the recovered point is not on the elliptic curve. It shall use point decompression (see 5.5.6.1) to get yP if the format is compressed. It can get yP by either of these two means if the format is hybrid, and, if the format is hybrid, may output “error” if different values are obtained by the two means. It shall output “error” in the following cases:

—
If the first octet is not as expected for the representation

—
If the octet string length is not as expected for the representation

—
If an invocation of OS2FEP outputs “error”

—
If an invocation of the point decompression algorithm outputs “error”

The pairs of primitives for each of five representations are defined in the following subclauses.

5.5.6.2.1 Uncompressed representation: EC2OSP-XY and OS2ECP-XY

This representation is defined for elliptic curves over all finite fields in this standard.

In this representation, the octet PC shall have binary value 0000 0100 and the octet strings X and Y shall represent xP and yP respectively. The length of the octet string PO shall be 1+ 2 (log256 q(. The corresponding primitives are called EC2OSP-XY and OS2ECP-XY.

5.5.6.2.2 LSB compressed representation: EC2OSP-XL and OS2ECP-XL

This representation is defined for elliptic curves over GF(p) only.

In this representation, the octet PC shall have binary value 0000 001\eq \o(Y,\s\up6(~)) where \eq \o(Y,\s\up6(~)) is equal to the bit \eq \o(y,~)P in the LSB compressed form, the octet string X shall represent xP, and the octet string Y shall be the empty string. The length of the octet string PO shall be 1+ (log256 q(. The corresponding primitives are called EC2OSP-XL and OS2ECP-XL.

5.5.6.2.3 SORT compressed representation: EC2OSP-XS and OS2ECP-XS

This representation is defined for elliptic curves over GF(pm) only.

In this representation, the octet PC shall have binary value 0000 101\eq \o(Y,\s\up6(~)) where \eq \o(Y,\s\up6(~)) is equal to the bit \eq \o(y,~)P in the SORT compressed form, the octet string X shall represent xP, and the octet string Y shall be the empty string. The length of the octet string PO shall be 1+ (log256 q(. The corresponding primitives are called EC2OSP-XS and OS2ECP-XS.

5.5.6.2.4 LSB hybrid representation: EC2OSP-XYL and OS2ECP-XYL

This representation is defined for elliptic curves over GF(p) only.

In this representation, the octet PC shall have binary value 0000 011\eq \o(Y,\s\up6(~)) where \eq \o(Y,\s\up6(~)) is equal to the bit \eq \o(y,~)P in the LSB compressed form, and the octet strings X and Y shall represent xP and yP respectively. The length of the octet string PO shall be 1+ 2 (log256 q(. The corresponding primitives are called EC2OSP-XYL and OS2ECP-XYL.

5.5.6.2.5 SORT hybrid representation: EC2OSP-XYS and OS2ECP-XYS

This representation is defined for elliptic curves over GF(pm) only.

In this representation, the octet PC shall have binary value 0000 111\eq \o(Y,\s\up6(~)) where \eq \o(Y,\s\up6(~)) is equal to the bit \eq \o(y,~)P in the SORT compressed form, and the octet strings X and Y shall represent xP and yP respectively. The length of the octet string PO shall be 1+ 2 (log256 q(. The corresponding primitives are called EC2OSP-XYS and OS2ECP-XYS.

5.5.6.3 x-coordinate only representation: EC2OSP-X and OS2ECP-X

The x-coordinate only representation in this subclause is “lossy,” i.e., the elliptic curve point cannot be uniquely recovered from its octet string representation, because only the x-coordinate is represented.

This representation is defined for elliptic curves over all fields in this standard.

In this representation, the octet PC shall have binary value 0000 0001, the octet string X shall represent xP, and the octet string Y shall be empty. The length of the octet string PO shall be 1+ (log256 q(. The corresponding primitives are called EC2OSP-X and OSC2ECP-X.

OS2ECP-X may output any of the (at most two) elliptic curve points with the given x-coordinate. Thus, the original y-coordinate is not necessarily recovered.

This representation should be employed only if the recipient of the octet string PO does not need to resolve the ambiguity in the y-coordinate, or can do so by other means.

NOTE—In some situations, only the x-coordinate is needed. For instance, a shared secret value computed may only on the x-coordinate of other party’s public key, not the y-coordinate. If this representation is employed in such a situation, then when the “octet-string-to-point” conversion primitive is called, the implementation need not compute a y-coordinate at all (though it may output “error” if no point exists with the given x-coordinate).

5.5.6.4 Summary of representations

Table 2 summarizes the point representations in 5.5.6.2 and 5.5.6.3.

Table 2 — Elliptic curve point representations


	Representation
	Primitives
	PC
	X
	Y
	Finite fields

	Uncompressed
	EC2OSP-XY and OS2ECP-XY
	0000 0100
	xP
	yP
	All

	LSB compressed
	EC2OSP-XL and OS2ECP-XL
	0000 001\eq \o(Y,\s\up6(~))
	xP
	Empty
	GF(p) 

	SORT compressed
	EC2OSP-XS and OS2ECP-XS
	0000 101\eq \o(Y,\s\up6(~))
	xP
	Empty
	GF(pm)

	LSB hybrid
	EC2OSP-XYL and OS2ECP-XYL
	0000 011\eq \o(Y,\s\up6(~))
	xP
	yP
	GF(p)

	SORT hybrid
	EC2OSP-XYS and OS2ECP-XYS
	0000 111\eq \o(Y,\s\up6(~))
	xP
	yP
	GF(pm)

	x-coordinate-only
	EC2OSP-X and OS2ECP-X
	0000 0001
	xP
	Empty
	All

	Point O
	All
	0000 0000
	Empty
	Empty
	All

	NOTES

1—The first four bits of the first octet PC are reserved and may be used in future formats defined in an amendment to, or in future versions of, this standard. It is essential that they be set to 0 and checked for 0 in order to distinguish the formats defined here from other formats. Of course, implementations may support other, non-standard formats that employ the reserved bits, but these formats would not conform with the ones defined in this clause.

2—The various representations employ distinct values for the first octet PC, so the octet strings produced by the different representations are non-overlapping, except at the point O. Consequently, a “generic” OS2ECP primitive may be constructed that handles all of the representations.


6.  Pairing-based Primitives

This section describes the mathematical operations that are used to build the pairing-based algorithms described in sections 7, 8, and 9.   The primitives are divided into four families, each based on a different security assumption.  Each family defines a generation, verification, encryption, and decryption operation.  Note that the operations must be used as a set, and cannot be intermixed.

The operations are defined in a setting containing a sender, a receiver, and a key server.  The key server possesses some secret information s, and publishes some set of public parameters P.  The receiver is named by some bit string ID.  The four operations perform the following actions in this setting:

Generation:  This operation is performed by the key server.  It combines the string ID with the secret information s to derive the receiver’s private key KID.

Verification:  This operation is performed by the receiver.  It combines KID, ID, P, and, with some primitives, the encrypted message c.  It outputs “valid” if the KID corresponds to ID and P.  It outputs “invalid” otherwise.  This operation is optional to the operation of most of the schemes.

Encryption: The operation is performed by the sender.  It combines P, a plaintext message m, and ID to construct the ciphertext message c.  Note that “encryption” as defined here is only the basis for an actual key encapsulation or encryption schema defined later.

Decryption:  This operation is performed by the receiver.  It combines P, KID and the ciphertext message c to compute the plaintext message m.  As with encryption, this decryption operation is the basis for an implemented key decapsulation or decryption operation defined by the scheme.

In all the primitives below, the following elements are required to be defined:

G1 : a group of prime order p

G2 : a group of prime order p

G3 : a group of prime order p

e(G1, G1) -> G2 : a pairing from G1 to G2
The selection of the groups and specific pairing is left as a parameter to the schemes using these primitives.  Annex X defines various recommended choices for these elements, depending on the performance and security requirements of the specific application.

6.1 Pairing-based Diffie-Hellman Inversion primitives

These primitives define operations with cryptographic strength defined by reduction to the q-Bilinear Diffie-Hellman Inverse (q-BDHI) problem, defined as:


Given group elements g1, g2, g2x, g2x^2, .. g2x^q, compute e(g1, g2)1/x
For more information on this problem, the proof that reduces the problem of breaking these primitives to q-BDHI, and information on the associated primitives, see [Chen2005].

For all these operations, the systems parameters are assumed to be defined as:

The server secret s is a random element of Zp.

The public parameters P are defined to be:

G1, G2, G3, e: the system parameters as defined above in (6)


Q1: a generator of G1

Q2: a generator of G2, defined such that Q1 = phi(Q2)


R: sQ1
6.1.1 Pairing-based Diffie-Hellman Inversion: Generation  (P-DHI-G)

Input:

- the parameters P;

- the server secret s;

- an encoded identity M in Zp, typically derived from an identity string

Assumptions: the P parameters describe a valid bilinear group; s is the private key corresponding to R, so that R = sQ1 ; and M is an element of Zp.

Output: the derived secret key KM, an element of G2, or “error”.

Operation: Use the following steps to compute KID.

1. If M+s = 0 mod p, output "error" and stop.

2. Compute i as the inverse of (M+x) in Zp
3. Compute KM = iQ2
4. Output KM.

6.1.3 Pairing-based Diffie-Hellman Inversion: Verification (P-DHI-V)

Input:

- the parameters P;

- a public key element M in Zp
- the corresponding key KM
Assumptions: the P parameters describe a valid bilinear group; R is the public parameter associated with s; M is an element of Zp; and KM is an element of G.

Output: "valid" if KM is consistent with R and M; "invalid" otherwise.

Operation: Use the following steps.

1. Compute T1 = e(KM, MQ2+R).

2. Compute T2 = e(Q1,Q2).

2. If T1 = T2, output "valid"; otherwise, output "invalid".

Notes: The value T2 = e(Q1,Q2) is a group parameter, and can be precomputed once and cached, saving a pairing operation.

6.1.5 Pairing-based Diffie-Hellman Inversion: Encryption (P-DHI-E)

Input:

- the parameters P
- the public key element M
- message randomizer r, an integer

Assumptions: the P parameters describe a valid bilinear group; R is the public parameter associated with s; M is an element of Zp.

Output: an encryption E, where E is an element of G1, along with a blinding factor B, an element of G3.

Operation: Use the following steps.

1. Compute E = r(MQ1+R).

2. Compute B = e(p1,p2)r.

2. Output E and B.

Notes: The blinding factor B is the same as that obtained in P-DHI-D, below.

6.1.6 Pairing-based Diffie-Hellman Inversion: Decryption (P-DHI-D)

Input:

- the parameters P
- the public key element M
- the associated private key KM
- an encryption E
Assumptions: the P parameters describe a valid bilinear group; R is a public key, an element of G; M is an element of Zp; KID, an element of G, is a valid generated value for M according to P-DHI-GV; and E is an element of G1.

Output: a blinding factor B, an element of G3.

Operation: Use the following steps.

1. Compute B = e(E, KM).

2. Output B.

Notes: If both parties follow the algorithms specified, the value B computed here is e(p1,p2)r, the same as that obtained in P-DHI-E, above.

6.3 Pairing-based commutative blinding primitives
These primitives define operations with cryptographic strength defined by reduction to the Bilinear Diffie-Hellman (BDH) problem, defined as:


Given group elements g1, g2, g1x, g1y, g2x, g2z, compute e(g1, g2)xyz
For more information on this problem, the proof that reduces the problem of breaking these primitives to BDH, and information on the associated primitives, see [BB2004].

For all these operations, the systems parameters are assumed to be defined as:

The server secret s consists of three random elements, s1, s2, s3, of Zp.

The public parameters P are defined to be:

G1, G2, G3, e: the system parameters as defined above in (6)


Q1 : a generator of G1


Q2 : a generator of G2


R = s1Q1


T = s3Q1


V = e(R, s2Q2)

Note: there exists an implicit isomorphism phi such that Q1 = phi(Q2), but the commutative blinding primitives do not require its explicit knowledge.

6.3.1 Pairing-based Commutative Blinding: Generation  (P-CB-G)

Input:

- the parameters P;

- the server secret s;

- a randomizer r, an integer in Zp;

- an encoded identity M in Zp, typically derived from an identity string

Assumptions: the P parameters describe a valid bilinear group; s is the private key corresponding to P; and M is an element of Zp.

Output: the derived secret key, K0,M and K1,M, two elements of G2.

Operation: Use the following steps to compute K0,M and K1,M .

1. Compute i = s1s2 +r (s1M+s3), in Zp.

2. Compute K0,M = iQ2.

3. Compute K1,M = rQ2.

4. Output K0,M and K1,M .

6.3.2 Pairing-based Commutative Blinding: Verification (P-CB-V)

Input:

- the parameters P;

- a public key element M in Zp
- the corresponding key K0,M and K1,M
Assumptions: the P parameters describe a valid bilinear group and correspond to the secret key s; M is an element of Zp; and K0,M and K1,M are two elements of G2 .

Output: "valid" if K0,M and K1,M are consistent with P and M; "invalid" otherwise.

Operation: Use the following steps.

1. Compute T0 = e(Q1, K0,M).

2. Compute T1 = e(MR+T, K1,M).

3. If T0 = T1 V, output "valid"; otherwise, output "invalid".

6.3.3 Pairing-based Commutative Blinding: Encryption (P-CB-E)

Input:

- the parameters P;

- the public key element M in Zp;

- message randomizer r, an integer in Zp.

Assumptions: the P parameters describe a valid bilinear group and the public parameters associated with the secret s; M is an element of Zp.

Output: an encryption E0 and E1, both elements of G1, along with a blinding factor B, an element of G3.

Operation: Use the following steps.

1. Compute E0 = rQ1.

2. Compute E1 = (rM)R+rT.

3. Compute B = Vr.

4. Output E0 and E1, and B.

Note: the point multiplications in steps 1 and 2 and the field exponentiation in step 3 can be performed very efficiently using classic pre-computation algorithms.  Pre-computation is viable and inexpensive because the base elements Q1, R, T, and V, are all part of the public parameters and do not depend on the recipient identity.

6.3.4 Pairing-based Commutative Blinding: Decryption (P-CB-D)

Input:

- the parameters P;

- the public key element M;

- the associated private key K0,M and K1,M;

- an encryption E0 and E1 .

Assumptions: the P parameters describe a valid bilinear group and public parameters; M is an element of Zp; K0,M and K1,M  are elements of G2 corresponding to M according to P-CB-V; and E0 and E1  are elements of G1.

Output: a blinding factor B, an element of G3.

Operation: Use the following steps.

1. Compute B = e(E0, K0,M) / e(E1, K1,M).

2. Output B.

Note: If both parties follow the algorithms specified, the value B computed here is Vr, the same as that obtained in P-CB-E, above.  
6.4 Pairing-based full-domain hash primitives
These primitives define operations with cryptographic strength defined by reduction to the Bilinear Diffie-Hellman problem, defined as:


Given group elements g, g2x, g2y, g2z, compute e(g, g)xyz
For more information on this assumption, and the proof that these operations reduce to this problem, see [Boneh2001.]  This system differs from the primitives above in that the identity is encoded into an element of G1, instead of into Zp.  The mapping from a string to an element of G1, which is typically an elliptic curve group, is more complex than mapping onto an integer in Zp, which is where these primitives get their name.  

For all these operations, the systems parameters are assumed to be defined as:

The server secret s is a random element of Zp.

The public parameters P are defined to be:

G1, G2, G3, e: the system parameters as defined above in (6)


Q : a generator of G2

R : sQ, an element of G2.
6.3.1 Pairing-based full domain hash, generation (P-FDH-G)

Input:

- the parameters P;

- the server secret s;

- an encoded identity M in G1, typically derived from a string identity. 

Assumptions: the P parameters describe a valid bilinear group; s is the server private key corresponding to R; and M is an element of G1.

Output: the derived secret KM, an element of G1.

Operation: Use the following steps.

1. Compute KM = sM.

2. Output D.

Notes: The details of encoding identities into values M vary depending on the construction that employs the P-FDH primitives.  Not all possible encoding methods will yield secure schemes.  Some constructions will include additional elements in the FDH public key to be used in computing M.

6.3.2 Pairing-based full domain hash, verification of generated value (P-FDH-V)

Input:

- the public parameters P;

- an encoded identity M, an element of G1.

- the purported generated key KM
Assumptions: the P parameters describe a valid bilinear group; M is an FDH public key, and thus an element of G; M is an element of G1; and D is an element of G1.

Output: "valid" if D is consistent with M and R; "invalid" otherwise.

Operation: Use the following steps.

1. Compute T1 = e(DM, Q).

2. Compute T2 = e(M, R).

3. If T1 = T2, output "valid"; otherwise, output "invalid".

6.3.3 Pairing-based full domain hash, encryption (P-FDH-E)

Input:

- the public parameters P;

- an encoded identity M, an element of G1.

- per-message random integer r
Assumptions: the P parameters describe a valid bilinear group; X is an FDH public key, and thus an element of G; U is an element of G; and s is an element of Zp.

Output: an encryption E, an element of G, along with a blinding factor B, an element of G3.

Operation: Use the following steps.

1. Compute E = rQ.

2. Compute B = e(rM, R).

3. Output E and B.

Notes: The blinding factor B is the same as that obtained in P-FDH-D, below.

6.3.4 Pairing-based full domain hash, decryption (P-FDH-D)

Input:

- the public parameters P;

- an encoded identity M, an element of G1.

- the generated value DM
- an encryption C
Assumptions: the P parameters describe a valid bilinear group; X is an FDH public key, and thus an element of G; U is an element of G; d, an element of G, is a valid generated value for U according to P-FDH-GV; and C is an element of G.

Output: a blinding factor B, an element of G3.

Operation: Use the following steps.

1. Compute B = e(C, DM)

2. Output B.

Notes: If both parties follow the algorithms specified, the value B computed here is e(U,X)s, the same blinding factor obtained in P-FDH-E, above.
7. Pairing-based Identity Based Encryption Algorithms
This section describes Identity-Based Encryption (IBE) methods and Identity-Based Key Encapsulation Mechanisms (ID-KEM) for each of the family of primitives described in section 6.  The setting is the same as the primitives, in that the schemes assume that there are three parties involved in the operations:  a key server, a sender and a recipient.  Each IBE scheme is described in terms of four operations: setup, extract, encrypt and decrypt.  Each ID-KEM scheme is described with the same setup and extract operations, but with encapsulate and decapsulate operations instead of encryption and decryption.

The IBE and ID-KEM operations are similar, but have different performance characteristics suited to different applications.  IBE has the ability to directly encrypt a message, while ID-KEM can be used in modes where encryption to multiple recipients can be done in a more efficient way. 

7.1 Operations

7.1.1 Shared operations

The following operations are common to IBE and ID-KEM schemes.

Setup:  This operation is performed at the key server.  This operation generates the secret and public parameters for the key server and establishes the parameters for all subsequent operations using that key server.  This standard does not describe the necessary security design elements needed to protect the key server’s secret keying material, or the mechanisms needed to transmit the public parameter information to the sender and recipient.  These are both crucial elements, but are dependent on the specific security requirements of the application.

Extract:  This operation is performed at the key server, typically after an authenticated request from the recipient.  This operation takes an identity string ID and uses the key server secret to compute the private key corresponding to the identity string.  This standard does not describe the authentication mechanism used to insure that private keys are only given to the proper recipients.  The specific methods and protocols used for authentication are critical to system security, but are dependent on the requirements of the application.

7.1.2 IBE Operations

The following operations are unique to IBE schemes.

Encrypt:  This operation is performed at the sender.  Given an identity string, a set of public parameters from a key server, and a message m, this operation encrypts the message.  Note that, in practice, the message m will be a session key used to encrypt a larger message, although this is not mandatory.

Decrypt:  This operation is performed at the recipient.  Given a messaged encrypted with a set of server parameters and identity string ID, this operation uses the corresponding private key KID, generated during an Extract operation, to decrypt the message.

7.1.3 ID-KEM Operations

The following operations are unique to ID-KEM schemes.

Encapsulate:  This operation is performed at the sender.  Given an identity string ID and a set of public parameters from a key server, this operation outputs a pair (k, c) where k is an encryption key used to encrypt the message with a symmetric algorithm, and c is the encapsulation of key k.  The encapsulation c and the message encrypted with k are typically delivered to the recipient. 

Decapsulate:  This operation is performed at the recipient.  Given an encapsulation c encrypted with an identity string ID, and the corresponding private key KID, generated during an Extract operation, returns the decryption key k.

7.2 DHI Schemes
7.2 DHI-KEM
DHI-KEM uses the DHI family of primitives to construct an ID-KEM mechanism that has a security reduction to the q-BDHI problem.  This KEM is based on the work of Sakai and Kasahara [SAKAI03], and is described in full with security proofs in [CHEN05].  The scheme takes a security parameter t,  and a key size parameter n.  

It requires the definition of four hash functions:

H1 : Hashes from {0,1}* -> Zp
H2 : Hashes from G3 -> {0,1}n
H3 : Hashes from {0,1}* -> Zq
H​4 : Hashes from {0,1}* -> {0,1}n
The scheme also requires a random bit generation algorithm:

R1 : source of random values in the space {0,1}n.

7.2.1 Setup : DKI-KEM-S

The setup operation requires random generation of the parameters needed to operate the rest of the scheme steps.  This operation creates a server secret which must be secured, as all private keys calculated within the system depend on it.  It is recommended that applications establish a methodology for changing the server secret and public parameters on a regular basis, and have a methodology for handling the disclosure of a server secret. 

The steps to setup the key server and system parameters are:

1. 
Establish the set of base groups and pairing:  G1, G2, G3, and e.  Annex X contains recommendations for the generation of these objects.

2.  
Select a random generator Q1 in G1.  <TODO: incorporate by reference the 1363a method for finding a random generator.>  Calculate the corresponding generator Q2 in G2.  <TODO: specify the mapping phi explicitly.  As a primitive?>

3.  
Generate a random server secret s in Zp*.  Calculate the corresponding R as sQ1.

4.  
Pre-calculate the pairing value O = e(p1, p2)

5.  
Make the public parameter set <R, O, Q1, Q2, G1, G2, G3, e> available.  Secure the server secret s in a way appropriate to the application.

7.2.2 Extract : DKI-KEM-EX

The extract operation takes an arbitrary identity string ID in {0,1}* and calculates the corresponding private key KID in G2.  It is recommended that applications establish a methodology for authenticating access to private keys by using the ID string as an identity in a trusted authentication system.  The details of authenticating the key request are beyond the scope of this document, but are critical for the security of an implemented application.

The steps to compute the private key KID corresponding to an identity string ID are:

1. 
Compute the identity element M = H1(ID)

2. 
Use the P-DHI-G primitive to compute KID using M and the server secret s and public system parameters.

7.2.3 Encapsulate: DKI-KEM-EN

The encapsulate operation takes an arbitrary identity string ID in {0,1}* and the public parameters for a key server, and outputs the pair (k, c), where k is a key to be used to encrypt a message, and c is the encapsulation of k to be transmitted to the receiver.

The steps to compute the encapsulation values are:

1. Using R1, generate a random n bit message m
2. Compute r = H3(m)

3. Compute P-DHI-E, using r as the message randomizer

4. Output c as the pair (E, B XOR m)

5. Output k as H4(m)

7.2.4 Decapsulate: DKI-KEM-DE
The decapsulate operation takes a encapsulated value c computed for identity ID, and the private key KID that corresponds to ID, and computes the key value k that can be used to decrypt the message that was encrypted by the sender.

The steps to compute the decapsulated key are:

1.  Parse c as the pair (U, V)

2.  Compute P-DHI-D on U, returning the value B
3.  Compute m = H2(B) XOR V
4.  Compute r = H3(m)

5.  << calculate verification value, return “error” if not == (U, V) >>

6.  Return k = H4(m)

7.3 Commutative Blinding Schemes

7.3 Commutative Blinding Schemes

7.3.1  CB-IBKEM

CB-IBKEM uses the CB family of primitives to construct an IBKEM mechanism that has a security reduction to the BDH problem.  This KEM is based on the work of Boneh and Boyen [BB04], and is explicitly described in [BOYEN06].  The scheme takes a security parameter t, and a key size parameter n.  

It requires the definition of two hash functions:

H1: Hashes from {0,1}* -> Zp
H2: Hashes from G3 -> {0,1}n
The scheme also requires a random bit generation algorithm:

R1 : source of random values in the space Zp.

7.3.1.1 Setup : CB-IBKEM-S

The setup operation requires random generation of the parameters needed to operate the rest of the scheme steps.  This operation creates a server secret which must be secured, as all private keys calculated within the system depend on it.  It is recommended that applications establish a methodology for changing the server secret and public parameters on a regular basis, and have a methodology for handling the disclosure of a server secret. 

The steps to setup the key server and system parameters are:

1. 
Establish the set of base groups and pairing:  G1, G2, G3, and e. Annex X contains recommendations for the generation of these objects.

2.  
Select a random generator Q1 in G1.  <TODO: incorporate by reference the 1363a method for finding a random generator.>  Select also a random generator Q2 in G2, which may but need not be related to Q1 by an explicit mapping phi.

3.  
Generate random server secrets, s1, s2, s3, in Zp.

4.  
Calculate the corresponding R as s1Q1 and T as s3Q1.

5.  
Calculate the pairing value V as e(s1Q1, s2Q2).

6.  
Make the public parameter set <Q1, Q2, R, T, V, G1, G2, G3, e> available.  Secure the server secrets, s1, s2, s3, in a way appropriate to the application.

7.3.1.2 Extract : CB-IBKEM-EX

The extract operation takes an arbitrary identity string ID in {0,1}* and calculates the corresponding private key elements K0,ID and K1,ID in G2.  It is recommended that applications establish a methodology for authenticating access to private keys by using the ID string as an identity in a trusted authentication system.  The details of authenticating the key request are beyond the scope of this document, but are critical for the security of an implemented application.

The steps to compute the private key K0,ID and K1,ID corresponding to an identity string ID are:

1. 
Compute the identity element M = H1(ID)

2. 
Use the P-CB-G primitive to compute K0,ID and K1,ID using M, the server secrets, s1, s2, s3, and the public system parameters.

7.3.1.3 Encapsulate: CB-IBKEM-EN

The encapsulate operation takes an arbitrary identity string ID in {0,1}* and the public parameters for a key server, and outputs the pair (k, c), where k is a key to be used to encrypt a message, and c is the encapsulation of k to be transmitted to the receiver.

The steps to compute the encapsulation values are:

1. Using R1, generate a random integer r
2. Compute P-CB-E, using r as the message randomizer

3. Output c as the pair (E0, E1)

4. Output k as H2(B)

7.3.1.4 Decapsulate: CB-IBKEM-DE

The decapsulate operation takes a encapsulated value c computed for identity ID, and the private key K0,ID and K1,ID that corresponds to ID, and computes the key value k that can be used to decrypt the message that was encrypted by the sender.

The steps to compute the decapsulated key are:

1.  Parse c as the pair (E0, E1)

2.  Compute P-CB-D on (E0, E1), to obtain the value B
3.  Return k = H2(B)

7.3.2  CB-IBE

CB-IBE uses the CB family of primitives to construct an IBKEM mechanism that has a security reduction to the BDH problem.  This cryptosystem is based on the work of Boneh and Boyen [BB04], and is explicitly described in [BOYEN06].  The scheme takes a security parameter t, and a key size parameter n.  

It requires the definition of two hash functions:

H1: Hashes from {0,1}* -> Zp
H2: Hashes from G3 -> {0,1}n
H3: Hashes from G3 x{0,1}n x G1 x G1 -> Zp
The scheme also requires a random bit generation algorithm:

R1: source of random values in the space Zp.

7.3.2.1 Setup: CB-IBE-S

The setup operation requires random generation of the parameters needed to operate the rest of the scheme steps.  This operation creates a server secret which must be secured, as all private keys calculated within the system depend on it.  It is recommended that applications establish a methodology for changing the server secret and public parameters on a regular basis, and have a methodology for handling the disclosure of a server secret. 

The steps to setup the key server and system parameters are:

1. 
Establish the set of base groups and pairing:  G1, G2, G3, and e. Annex X contains recommendations for the generation of these objects.

2.  
Select a random generator Q1 in G1.  <TODO: incorporate by reference the 1363a method for finding a random generator.>  Select also a random generator Q2 in G2, which may but need not be related to Q1 by an explicit mapping phi.

3.  
Generate random server secrets, s1, s2, s3, in Zp.

4.  
Calculate the corresponding R as s1Q1 and T as s3Q1.

5.  
Calculate the pairing value V as e(s1Q1, s2Q2).

6.  
Make the public parameter set <Q1, Q2, R, T, V, G1, G2, G3, e> available.  Secure the server secrets, s1, s2, s3, in a way appropriate to the application.

7.3.2.2 Extract : CB-IBE-EX

The extract operation takes an arbitrary identity string ID in {0,1}* and calculates the corresponding private key elements K0,ID and K1,ID in G2.  It is recommended that applications establish a methodology for authenticating access to private keys by using the ID string as an identity in a trusted authentication system.  The details of authenticating the key request are beyond the scope of this document, but are critical for the security of an implemented application.

The steps to compute the private key K0,ID and K1,ID corresponding to an identity string ID are:

1. 
Compute the identity element M = H1(ID)

2. 
Use the P-CB-G primitive to compute K0,ID and K1,ID using M, the server secrets, s1, s2, s3, and the public system parameters.

7.3.2.3 Encrypt: CB-IBE-EN

The encryption operation takes an arbitrary identity string ID in {0,1}*, a message M in {0,1}n, and the public parameters for a key server, and outputs a ciphertext c to be transmitted to the receiver.

The steps to compute the ciphertext are:

1. Using R1, generate a random integer r in Zp
2. Compute P-CB-E, using r as the message randomizer

3. Compute Y = H2(B) XOR M
4. Compute t = r + H3(B, Y, E0, E1) in Zp
5. Output c as the quadruple (Y, E0, E1, t)

7.3.2.4 Decrypt: CB-IBE-DE

The decryption operation takes a ciphertext c computed for identity ID, and the private key K0,ID and K1,ID that corresponds to ID, and computes the message M that was encrypted by the sender, or an “error” signal.

The steps to compute the decapsulated key are:

1.  Parse c as the quadruple (Y, E0, E1, t)

2.  Compute P-CB-D on (E0, E1), to obtain the value B
3.  Compute r = t - H3(B, Y, E0, E1) in Zp 
4.  Verify that B = Vr, and that E0 = rQ1 .  If not, output “error” and stop.

5.  Return M = Y XOR H2(B).

Note: the verifications in step 4 can be performed very efficiently using classic pre-computation methods for field exponentiation and curve multiplication.  Pre-computation is viable because the base elements V and Q1 are part of the public parameters and thus constant and independent of the recipient identity.

7.4  Full Domain Hash Schemes

7.5  FD-IBE

FD-IBE uses the FDH family of primitives to construct an IBE scheme that has a security reduction to the Bilinear Diffie-Hellman (BDH) problem.  This IBE scheme is based on the work of Boneh and Franklin [Boneh2001] and is described with full security proofs in that work.  The scheme takes a security parameter t, and a key size parameter n.  The following scheme uses the Fujisaki-Okamoto transform to create an IND-CCA secure IBE scheme.

FD-IBE requires the definition of a two hash functions:

H1 : Hashes from {0,1}* -> G2
H2 : Hashes from G3 -> {0,1}n
H3 : Hashes from {0,1}n x {0,1}n -> Z*p
H4 : Hashes from {0,1}n -> {0,1}n
The scheme also requires a random bit generation algorithm:

R1 : source of random bits in {0,l}n
7.5.1 Setup: FDH-IBE-S

The setup operation requires random generation of the parameters needed to operate the rest of the scheme steps.  This operation creates a server secret which must be secured, as all private keys calculated within the system depend on it.  It is recommended that applications establish a methodology for changing the server secret and public parameters on a regular basis, and have a methodology for handling the disclosure of a server secret. 

The steps to setup the key server and system parameters are:

1. 
Establish the set of base groups and pairing:  G1, G​2, G3, and e().  Annex X contains recommendations for the generation of these objects.

2.  
Select a random generator Q in G2.  <TODO: give an algorithm for finding an appropriate random generator>

3.  
Generate a random server secret s in Zp*.  Calculate the corresponding R as sQ.

4.  
Make the public parameter set <R, Q, G1, G2, G3, e> available.  Secure the server secret s in a way appropriate to the application.
7.5.2 Extract: FDH-IBE-EX

The extract operation takes an arbitrary identity string ID in {0,1}* and calculates the corresponding private key KID in G2.  It is recommended that applications establish a methodology for authenticating access to private keys by using the ID string as an identity in a trusted authentication system.  The details of authenticating the key request are beyond the scope of this document, but are critical for the security of an implemented application.

The steps to compute the private key KID corresponding to an identity string ID are:

1. 
Compute the identity element M = H1(ID)

2. 
Use the P-FDH-G primitive to compute KID using M and the server secret s and public system parameters.
7.5.3 Encrypt: FDH-IBE-EN

The encrypt operation takes an arbitrary identity string ID in {0,1}*, the set of public parameters P, and a message m of length n, and calculates the encryption E of the message.  The intention is that only the possessor of the corresponding private key KID will be able to decrypt E to recover m.  Note that, in practice, m will typically be a symmetric encryption key used to encrypt a larger data block typically transmitted or stored with E.

The steps to compute the encryption E are:

1.  
Using R1, compute an n bit message randomizer o.

2.  
Compute M = H1(ID).

3.  
Compute r = H3(o, M)

4.  
Compute C1 = rQ
5.  
Compute the blinding value B using P-FDH-EN with M, r and the public parameters P.

6.  
Compute C2 = o XOR H2(B)

7.  
Compute C3 = m XOR H4(o)

8.
Output <C1, C2, C3> as the ciphertext E
7.5.4 Decrypt: FDH-IBE-DE

The decrypt operation takes an encryption E and the private key KID from the FDH-IBE-EX operation, and either recovers the message m or outputs “error.”  

The steps to decrypt E into m are:

1.
Using P-FDH-D with C1 as the ciphertext, and KID as the key, compute the blinding value B.

2.
Compute o = C2 XOR H2(B)

3.
Compute m = C​3 XOR H4(o)

4.
Compute r = H3(o, m)

5.
Test if C1 = rQ.  If not, output “error” and stop.

6.
Output m as the decrypted message

8. Pairing-based Signature Schemes

9. Pairing-based Signcryption Schemes

10. Auxilary Functions

Annex A. Number Theoretic Background

Annex A1. Computing Bilinear Maps

1. Pairing Types Overview

2. Tate Pairing

3. Eta Pairing

4. Ate Pairing

Annex A2.  Curve Types for Bilinear Maps

Annex A3.  Field Arithmetic for Bilinear Maps

Annex B.  Security Assumptions

1. Overview

2. Assumptions

2.1. Decision Diffie-Hellman (DDH)

2.2. q-Bilinear Diffie-Hellman Inversion (q-BDHI)

2.3. Bilinear Diffie-Hellman (BDH)
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