IEEE P1363: Standard Specifications for Public Key Cryptography
CALL FOR SUBMISSIONS, August 18th 2006
Introduction

Contributions are requested for the review of IEEE Std 1363-2000 and its merger with Std 1363a-2004.

IEEE Std 1363-2000 provides standard specifications for public key cryptography based on the integer factorization, discrete log, and elliptic curve discrete log problems. Std 1363a-2004 extends the collection of techniques standardized by Std 1363-2000, so that the two standards together give approved techniques based on all three problems for:

· Public-key encryption

· Signature Schemes with Appendix

· Signature Schemes with Message Recovery

Additionally, the standards specify key exchange schemes based on discrete log and elliptic curve discrete log.

Submissions are requested in the following areas:

· Comments on security considerations for existing schemes
· Suggestions for modification to discussion of security considerations

· Suggestions for modifications to current schemes to improve security

· Suggestions for schemes to be withdrawn on security grounds

· Comments on efficiency for existing schemes

· Suggestions for modifications to schemes to improve efficiency

· Suggestions for alternative key exchange, encryption, and signature schemes with better efficiency and/or security properties.
Submission format
Comments on Existing Schemes

A submission commenting on an existing scheme may contain any or all of the following elements:

1. Identification of the existing scheme under consideration
2. Statement of the security or efficiency issues, with appropriate citations.
3. Proposed modification, which if present should include:

a. Security assessment and considerations.

b. Known limitations and disadvantages.

c. Intellectual property issues. Any patents or patent applications relating to the technique should be identified. If the submission is accepted as part of the addendum, a letter of assurance of "reasonable and non-discriminatory" patent licensing will be required, per IEEE policy. A copyright transfer to IEEE may also be required, if text from the submission is incorporated into the standard.

Submission of Alternative Schemes
A submission suggesting an alternative scheme should consist of the following sections:

1. Description of the cryptographic technique. While references are encouraged for background, the description should be understandable without the references.

2. Claimed attributes and advantages of the technique. Advantages may be stated in comparison to other cryptographic techniques as well as to related public-key techniques in the literature or in other standards.
3. Security assessment and considerations.

4. Known limitations and disadvantages.

5. Intellectual property issues. Any patents or patent applications relating to the technique should be identified. If the submission is accepted as part of the addendum, a letter of assurance of "reasonable and non-discriminatory" patent licensing will be required, per IEEE policy. A copyright transfer to IEEE may also be required, if text from the submission is incorporated into the standard.

Submissions of alternative schemes are encouraged, but not required, to be formatted in the same way as the existing 1363 standard.

Submission period
Submissions will be accepted from August 1, 2006 to January 31, 2007. 
Where to send submissions
Submissions should be sent electronically to the IEEE P1363 chair. Instructions can be found on the IEEE 1363 web site. Submissions received will become part of the IEEE P1363 working group's public record and, if in electronic form, will be posted on the working group's Web page.
Presentations
Presentation of the submissions to the IEEE P1363 working group is encouraged but not required. Time for such presentations may be set aside at the working group meetings. If you would like to schedule a presentation, please contact the working group's chair.

More information on IEEE P1363
Information on the IEEE P1363 project and the addendum is available through http://grouper.ieee.org/groups/1363/
   William Whyte – Chair IEEE 1363 – email: wwhyte@ntru.com
