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3. Definitions (updated)

binomial: apolynomial of the form t™ —w.

characterigtic: thelargest prime divisor of theinteger p for the field GF(p™).
Frobeniusmap: themapa ® a P foral GF(p™), for primep.

Hamming weight: the number of 1sin the binary representation of an integer. Represented with the
notation H,,.

Norm: thefunctionNorm(@)=a  a? ..” a%™Y=a' r=(q"-1/(q-1),al GF(pM.
pseudo-M ersenne prime: a positive rational integer of the form 2"+ ¢, log, ¢ £ &V/20

Optimal Extension Field: a finite fidld GF(p™ with p a pseudo-Mersenne prime and an irreducible
binomial asthe field polynomial.

Copyright © 2000 IEEE. All rights reserved.
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5. Mathematical Conventions (updated)
5.3.2.3 Composite Basis over GF(2") (new)

This representation is possible for fields GF(2™) if m is a composite integer. The representation is
determined by choosing a subfield GF(2") of GF(2™), where 1 < r < m, and m=rs. Elements of GF(2™)
are then represented as vectors of s dements from GF(2') using any basis representation, including those
in Section 5.3.2.3.1 or 5.3.2.3.2. Elements of GF(2") may in turn be represented in any basis, including
those in Section 5.3.2.3.1 or 5.3.2.3.2, or with another composite basis if r is a composite integer. This
process of choosing representations for subfields of GF(2") may be repeated for each of the divisorsof r.

5.3.2.3.1 Polynomial Basis over GF(2") (new)

This representation is similar to that defined in Section 5.3.2.1 with the difference that r 3 1. This
representation is determined by choosing an irreducible polynomial p(t) over GF(2") of degree s = mr.
Then GF(2™) isisomorphic to GF(2)[t]/p(t).

Then if the polynomial basis representation over GF(2') is used, for purposes of conversion, the string
(851 ... ;& &g)
where each a isabit string of length r shall be taken to represent the polynomial
at S+ L+ ati+at +a

where the coefficients a; are elements of GF(2"). The coefficients a; will in turn be represented with some
basis over some subfield of GF(2').

Asin Section 5.3.2.1, the additive identity (zero) element of the field GF(2™) is represented by a string of
s representations of the zero dement in the chosen representation for GF(2'). Thus, if GF(2) is
represented with a polynomial or normal basis, the zero dement of GF(2™) is represented by a string of
all zero bits. Similarly, the multiplicative identity (one) element of GF(2™) is represented by a string of (s
—1) representations of the zero eement of GF(2") followed by the representation of the one eement of
GF(2). Thus, if GF(2") is represented with a polynomial basis, the one eement of GF(2") is represented
by a string of m-1 zero bits followed by a one hit. 1f GF(2") is represented by a normal basis, the one
element of GF(2™) is represented by a string of (s— 1)r zero bits followed by r one bits.

The arithmetic in this basis is identical to that of Section 5.3.2.1 with the exception that all coefficient
operations are performed in the field GF(2").

5.3.2.3.2 Normal Basis over GF(2") (new)

This representation is similar to that defined in Section 5.3.2.2 with the difference that r 3 1. This
representation is determined by choosing a normal polynomial p(t) of degree s = m/r. Then GF(2") is
isomorphic to GF(2')[t]/p(t).

Then if the normal basis representation over GF(2') is used, for purposes of conversion, the string

(a0 ay... as1)
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where each g is an bit string of length r shall be taken to represent the element

2 s-1

aq+aq’ +aq’ + ... +as.q° ,

where q isaroot of p(t) in GF (2°). The coefficients a will in turn be represented with some basis over
some subfield of GF(2").

Asin Section 5.3.2.2, the additive identity (zero) element of the field GF(2™) is represented by a string of
s representations of zero in GF(2"). For example, if GF(2") is represented with a polynomial or normal
basis, a string of zero bits represents zero in GF(2™). The multiplicative identity (one) element of the fidld
isrepresented by a string of s representations of onein GF(2). For example, if GF(2') is represented with
a polynomial basis, the string consists of the pattern: (r — 1) zero bits followed by a one bit. The pattern
repeated s times represents one in GF(2™). If GF(2') is represented with a normal basis, the one element
of GF(2™) is represented with a string of all one bits.

The arithmetic in this basis is identical to that of Section 5.3.2.1 with the exception that all coefficient
operations are performed in the field GF(2").

5.3.3 Odd Characteristic Extension Fields (new)

An odd characteristic extension field is a finite field whose number of elements is a power of an odd
prime. If m3 1, then thereis a unique field GF(p™) with p™ dlements. For purposes of conversion, the
elements of GF(p™ shall be represented in a polynomial basis. This representation is determined by
choosing an irreducible polynomial p(t) over GF(p). Then GF(p™) is isomorphic to GF(p)[t]/p(t). This
interpretation shall be the bit string formed by concatenating the values of the coefficients represented as
integers. Thus the polynomial

ant ™+ L+ ati+at +a
isrepresented by the bit string
(Qm1 ... @ &1 &)

where each of the g are positive integers less than p, padded with leading O bits so that each & is
represented with édog, pubits.

A description of the arithmetic of GF(p™) isgivenin A.17.
Update Section 5.4 of IEEE P1363 as follows:

Add the following before the final paragraph:

If gisapower of 3, then b shall be nonzero in GF (q), and every point P = (xp, yp) on E (other than the
point O) shall satisfy the following equation in GF (q):

yp2= Xp3+ a sz + b.
Update Section 5.5.4 of IEEE P1363 as follows:

Change the first paragraph to read:

Copyright © 2000 IEEE. All rights reserved.
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An eement x of afinite field GF (q), for the purposes of this standard, is represented by an integer if qis
an odd prime (see Section 5.3.1); by a bit string if q is a power of 2 (see Section 5.3.2); and a vector of
coefficientsif g isan odd prime-power (see Section 5.3.3). If gisan odd prime, then to represent x as an
octet string, 120SP shall be used with the integer value of x and the length dogass quas inputs. If gisa
power of 2, then to represent x as an octet string, BS20SP shall be applied to the bit string representing x.
If qisan odd prime-power, OCEFE20SP shall be used with the element x, p, and mwhere g = p™.
Change the second sentence of the second paragraph to read:

It takes a field element X, the field size g, and both the field characteristic p and the extension degree m if
g isan odd prime-power asinputs and outputs the corresponding octet string.

Add the following after the second sentence of the third paragraph:

If qisan odd prime-power, OS20CEFEP shall be used with the octet string, p, and mwhere g = p".
Update Section 5.5 of IEEE P1363 as follows:

Add the following new section:

5.5.6 Converting between Odd Characteristic Extension Field Elements and Octet Strings
(OCEFE20SP and OS20CEFEP) (new)

To represent an eement of GF(p™), p> 2, m> 1, as an octet string, represent the polynomial
angt ™+ L+ ati+at +a
by the integer
m-1

amip ™+ ... +ap’ tap + ao

The resulting octet string is obtained from thisinteger using the 120SP method in Section 5.5.3.

Copyright © 2000 IEEE. All rights reserved.
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6. Primitives Based on the Discrete Logarithm Problem (updated)

Update Section 6.1.2 of IEEE P1363 as follows:

Replace the second sentence with the following:

A set of DL domain parameters specifies afield GF (q), where q is a positive odd prime integer p, 2™ for

some positive integer m, or p™ for odd p and positive integer m; a positive primeinteger r dividing (g — 1);
and afield element g of multiplicative order r (g is called the generator of the subgroup of order r).

Copyright © 2000 IEEE. All rights reserved.
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7. Primitives Based on the Elliptic Curve Discrete Logarithm Problem
(updated)

Update Section 7.1.2 of IEEE P1363 as follows:
Replace the second sentence with the following:
A set of EC domain parameters specifies afidld GF (q), where q is a positive odd prime integer p, 2™ for
some positive integer mor p™ for odd p and some positive integer m; two dlliptic curve coefficients a and

b, dements of GF (q), that define an dliptic curve E; a positive prime integer r dividing the number of
points on E; and a curve point G of order r (G is called the generator of a subgroup of order r).

Copyright © 2000 IEEE. All rights reserved.
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Annex A (Informative) Number-Theoretic Background (updated)

Update Section A.3.1 of IEEE P1363 as indicated bel ow.

Add a newitem at the bottom of the bulleted list:

— When g = p™ for some m> 1 and some odd prime p, the field GF (p™) is called an odd characteristic
extension field. The field GF (p™) is typically represented by polynomials modulo an irreducible field
polynomial.

Update Section A.5 of IEEE P1363 as indicated bel ow.

Add a new subsection:

A.5.8 Checking Binomials over GF (q™) for Irreducibility (new)

Let f(t) be a polynomial with coefficients in the field GF(q) and let f(t) have the form t™ — w for w 1
GF(q)" andm> 1. Let whaveorder ein GF(q). Then f(t) isirreducibleif and only if [LN94]:

1. Each prime factor of mdivides e, but not (g —1)/e
2. 1fm° 0 (mod 4), then q° 1 (mod 4).

These conditions imply that m divides (g — 1). In addition, they imply that no irreducible binomials exist
over GF(2).

Update Section A.9 of IEEE P1363 as indicated bel ow.
Change the first bulleted itemto read:
— For the finite fidlds GF (p™) with p> 3, m? 1, the Weierstrass equation is
Add the following bulleted item:
— For the finite fidlds GF (p™) with p=3, m? 1, the Weierstrass equation is [Kob98]
yZ=x*+ax’+b
Update Section A.9.2 of IEEE P1363 as indicated bel ow.
Update the eguation in the second paragraph to read:

_1(x-y)ifg=p", pt2

-P=i :
T(x,x+y)ifqg=2"

Update Section A.10.1 of IEEE P1363 as indicated below:

Change the A.10.1 heading to read:

Copyright © 2000 IEEE. All rights reserved.
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A.10.1 Full Addition and Subtraction (p > 3) (updated)
Change the first line to read:

The following algorithm implements a full addition (on a curve over GF(p™), p > 3) in terms of affine
coordinates.

Change the Input: line of the algorithm to read:

3

Input: primep> 3, m3 1, wherethefidd is GF(p™); coefficients a, b for an dlipticcurve E: y2=x3+

ax + b over GF(p™); points Py = (Xo, Yo) and Py = (X1, 1) on E.

Change line 3.1 of the algorithm to read:

31 sl o (o—yi)/(o—x) | T GF(E™’

Change the second to last line to read:

The above algorithm requires 3 or 4 multiplications and an inversion in GF(p™).
Update Section A.10 of IEEE P1363 by adding the following:

A.10.9 Full Addition and Subtraction (p = 3) (new)

The following algorithm implements a full addition (on a curve over GF(3™)) in terms of affine
coordinates. All arithmetic operations are performed in the field.

Input: afidd GF(3"™); coefficients a, b for an dliptic curve E: y ? = x®+ ax? + b over GF(3™); points Py
= (Xo, Yo) and Py = (X, y1) on E.

Output: thepoint P, := Py + P;.

1. If Py = Othen output P, = P; and stop

2. If P, = Othen output P, = Py and stop

3. If Xg1 X; then

31 sl = (Yo—yi)/ (o—x), | T GF3")
3.2 gotostep8

If yo! y; then output P, = Oand stop

If y; = O then output P, = Oand stop

Setl = (@ —b)/Yo

No oA~

71 setx- | 2—a—-2x
7.2 gotostep9
8. Setx- | Z-xy—-x —a
9. Sety,- (a—x) | —Yo
10.  Output P, = (Xo, ¥a)

The above algorithm requires 3 or 4 field multiplications and afield inversion.

To subtract the point P = (X, y), one adds the point —P = (x, —y).

10
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Replace A.11.5 with the following:
A.11.5 Curve Orders over Extension Fields (updated)

Given the order of an dlliptic curve E over a finite field GF (p“), the following algorithm computes the
order of E over the extension field GF (p™).

Input: aprimep? 2, positiveintegers d and e, an elliptic curve E defined over GF (p?), and the order w
of E over GF (pY).

Output: the order u of E over GF (p®).

SetP- pl+1-wandQ- p.

Compute via A.2.4 the Lucas sequence d ement V.
Computeu := p* + 1 -V,

Output u.

AwWDdE

Replace A.16.6 of IEEE P1363 with the following:

A.16.6 Algorithms for Validating DL Public Keys (updated)
The following algorithm verifiesif aDL public key isvalid.

Input: valid DL parameters g, r and g; the public key w.

Output: “True” or “False.”

1 If g=pisan odd prime, check that wisan integer such that 1 <w<p.
2. If g=p"for m>1, p? 2, check that wis an dement of GF (p™) and that w2 Oandw?! 1in

GF (pM.
3.  Check that that w" = 1in GF (g).

4. Output “True” if the checks work, and “False” otherwise.

The following algorithm does not verify the validity of a DL public key, but merely checks if it isin the
multiplicative group of GF (g). It may be used in conjunction with DLSVDP-DHC and DLSVDP-MQVC
primitives.

Input: valid DL parameters g, r and g; the public key w.

Output: “True” or “False.”

1 If g=pisan odd prime, check that wisan integer such that 0 <w<p.

2. If g=p"form>1, p2 2, check that wis an element of GF (p™) and that w 0in GF (p™).

3. Output “True” if the checks work, and “False” otherwise.

Update A.16.10 of IEEE P1363 as indicated below.

A.16.10 Algorithms for Validating EC Public Keys (updated)

Thefollowing algorithm verifiesif an EC public key isvalid.

11
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Input: valid EC parametersq, a, b, r, G and k such that r does not divide k; a public key W.
Output: “True” or “False.”

Check that W1 O. Let W= (x,Y).

If q=p™ p> 3, check that x and y are elements of GF(p™ and y*=x3+ ax+ b1 GF(p™).

If q = 2", check that x and y are elements of GF (2™) and that y* + xy =x3+ ax*+ b1 GF(2™).
If g = 3", check that x and y are elements of GF (3™ and that y* = x*+ ax*+ b1 GF(3").
Check that rw= O,

Output “True” if the checks work, and “False” otherwise.

ouk~wpdpE

The following algorithm does not verify the validity of an EC public key, but merely checks if it is a non-
identity point on the dliptic curve specified by the parameters. It may be used in conjunction with
ECSVDP-DHC and ECSVDP-MQVC primitives.

Input: valid EC parameters g, a, b, r, and G; a public key W.
Output: “True” or “False.”

Check that W1 O. Let W=(x,Y)

If q=p™ p> 3, check that x and y are elements of GF (p™) and that y*° x>+ ax+ b1 GF(p™).
If g = 2", check that x and y are elements of GF (2™) and that y* + xy =x3+ ax*+ b1 GF(2™).
If g = 3", check that x and y are elements of GF (3™ and that y* = x*+ ax®+ b1 GF(3").
Output “True” if the checks work, and “False” otherwise.

agrwpdpE

Update Section A.16 of IEEE P1363 by adding the following new section:
A.16.13 An Algorithm for Validating DL Parameters (prime-power case) (new)

Input: DL parameters p, m, for the field GF(p™; the field polynomial p(t); r; g; the cofactor k (optional);
and whether or not the parameters will be used for DLSVDP-DHC or DLSVDP-MQVC.

Output: “True” or “False.”

1 Check that pisan odd integer and p > 2. Check primality of pviaA.15.3.

2. Check that r isan odd integer and r > 2. Check primality of r via A.15.3.

3.  Check that gisan eement of GF(p™ andthat gt Oandg?! 1in GF(p™.

4.  Check that g ° 1 (mod p(t)).

5.  Checkthatr |(p" - 1).

6. Check that mis a positive integer and that p(t) is of degree m. Check that p(t) isirreducible.

7. If kissupplied, check that k is an integer such that kr = (p™ — 1).

8. If the parameters will be used for DLSVDP-DHC or DLSVDP-MQVC, check that r does not divide
k (if kisnot supplied, first set k= (p— 1)/r).

9. Output “True” if al checkswork, and “False” otherwise.

A.17 Odd Characteristic Extension Fields (new)

Asdefined in A.3.1, afinitefield (or Galoisfield) is a set with finitely many elements in which the usual
algebraic operations (addition, subtraction, multiplication, division by nonzero e ements) are possible, and
in which the usual algebraic laws (commutative, associative, distributive) hold. The order of afinite field

12
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is the number of dements it contains. A finite field is identified with the notation GF(p™) for a prime p
and positive integer m. When m > 1, we represent field elements as polynomials with coefficients from
GF(p). Asin Section 5.3.2.3, if mis composite, the field elements may be represented with a composite
basis. In this case, a subfield GF(p') of GF(p™ is chosen where1 <r < mand r | m. Elements of GF(p™)
are then represented as vectors of eements from GF(p'), as described in [AHK99]. Arithmetic is
performed exactly as described below, except that arithmetic in GF(p™ is implemented using operations
from GF(p'). This process of choosing representations for subfields of GF(p") may be repeated for each of
thedivisorsof r.

A.17.1 Basic Arithmetic in an Odd Characteristic Extension Field

This section describes the basic method for arithmetic in fields GF(p™), for an odd prime p, m > 1, of
which an Optimal Extension Field (OEF) is a special case. The material of this section is described in
[BP9g].

An extension field GF(p™) is isomorphic to GF(p)[t]/(p(t)), where p(t) is a monic irreducible polynomial
of degree mover GF(p). In the following, a residue class will be identified with the polynomial of least
degreein this class. We consider a polynomial basis representation of afield element A(t) T GF(p™:

At) =am t™+ ... +a;t+agal GF(p)

All arithmetic operations are performed modulo the field polynomial. The choice of field polynomial
determines the complexity of the modular reduction.

A.17.1.1 Addition and Subtraction

Addition and subtraction of two field eements is implemented in a straightforward manner by adding or
subtracting the coefficients of their polynomial representation and if necessary, performing a reduction
reduction modulo p by subtracting or adding p once from the intermediate result.

A.17.1.2 Extension Field Multiplication
Field multiplication can be performed in two stages. First, we perform an ordinary polynomial

multiplication of two field elements A(t) and B(t), resulting in an intermediate product C'(t) of degree less
than or equal to 2m-2:

C'(t) = A®t) " B(t) = Comz P™2+ ...+ ' t+¢o, ¢' T GF(p).

The schoolbook method to calculate the coefficients ', i = 0, 1, ..., 2m-2, requires m? multiplications and
(m-1)? additionsin the subfield GF(p).

In Section A.17.3.2 we present an efficient method to calculate the residue C(t) © C'(t) (mod p(t)), C(t) 1
GF(p™M.

Squaring can be considered a special case of multiplication. The only difference is that the number of
coefficient multiplications can be reduced to m(m + 1)/2.

In order to perform coefficient multiplications, we must multiply in the subfield. A method for fast
subfield multiplication is found in A.17.3.1. Certain choices for p can result in additional computational
savingsin the subfield multiplication.

A.17.2 Optimal Extension Fields
13
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Given the foregoing, we observe that performance improvement can result from the selection of particular
finite fields in which the algorithms for extension field arithmetic have an especialy efficient
implementation.
In the following, we define a class of finite field, which we call an Optimal Extension Field (OEF).
An Optimal Extension Field isafinite fidld GF(p™) such that:
1 p is a pseudo-Mersenne prime,
2. An irreducible binomial P(t) =t —w exists over GF(t).

Section A.5.8 gives an algorithm to check if a binomial isirreducible.

We observe that there are two special cases of OEF which yield additional arithmetic advantages, which
we call Typel and Typell.

A.17.2.1 Type | Optimal Extension Fields
A Type | Optimal Extension Field hasp=2"+ 1.

A Type | OEF allows for subfield modular reduction with very low complexity. An OEF may be of both
Typel and Typelll.

A.17.2.2 Type Il Optimal Extension Fields
A Type Il Optimal Extension Field has an irreducible binomial p(t) = t™ - 2.

A Type Il OEF alows for a reduction in the complexity of extension field modular reduction since the
multiplications by w in Algorithm A.17.3.2 can be implemented using shifts instead of explicit
multiplications. An OEF may be of both Type | and Typell.

A.17.3 Optimal Extension Fields: Algorithms

A.17.3.1 Subfield Multiplication

The following algorithm implements subfield multiplication in an OEF.
Input: aprimep=2"+c, log,c£ é&/2( integersO£ a, b<p.

Output: theinteger r © ab (mod p)

Setx- ab

Setgp— Xx>>n

Setro= X—(go<<n)
Satr= rp

Seti-= 0

Whileq; >0

6.1 g+1— gcCc>>n

6.2 ris1 = GiC—(Qir1 <<N)
63i- i+1

6.4 r= r+r;

o0 h~wpdpE
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7. While(r 3 p)
71r-r—-p

The above algorithm requires a maximum of two iterations of the first while loop, so we require at the
most two multiplications by c.

If ¢ = 1, thisalgorithm executes the first while loop only once and multiplication by ¢ is an identity map.
A.17.3.2 Extension Field Modular Reduction

The following algorithm performs extension field modular reduction in the fidd GF(p™ modulo an
irreducible binomial.

Input: apolynomial C’(t), of degree up to (2m - 2), an integer w such that P(t) = t" —w is an irreducible
binomial over GF(p).

Output: apolynomial C(t) © C'(t) (mod P(t)), where C(t) is of degree less than m.

1. LetC(t) = Ccnit™ + ... +Co and C'(t) = Com2’ 2™ + ...+ Co
2. St Cp1 ' Cmd
3. For i from m - 2 downto O, j from 2m — 2 downto m

21 St~ weg +¢’

The above algorithm requires a maximum of (m — 1) subfield multiplications by w. If w = 2', these
multiplications may be implemented as bitwise shifts.

A.17.3.3 Extension Field Inversion

This algorithm [ITT86, BP0OO] computes the multiplicative inverse b™ of an element b such that bb™° 1
T GF(p™. An analogous algorithm for fields GF(2™) isin Section A.4.4.

Input: afield GF(p™ and a nonzero field element b.
Output: thereciprocal b™

Setr- (p"-1)/(p-2)
Seth- bt
Setc- bb
Setc- ¢t
Setbl- hc

AR A

The above algorithm requires an exponentiation to the r-th power and an inversion in GF(p), sincec=b "
=Norm(b) T GF(p).

To quickly perform the exponentiation, we observe the following power series representation for r:
r=p™+p™+...+p+1

Thus, we have the p-adic representation (r — 1) = (11...10),. Exponentiation, then, may be performed by
repeatedly multiplying and taking p-th powers, in an analogous manner to the algorithm in A.5.1. Since
(r — 1) will be fixed for a given field, we can use an addition chain to further reduce the computations
required. Using such an addition chain constructed from the p-adic representation of (r — 1) requires:
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(dogz(m - 1)a+ Hy(m— 1) — 1) general multiplications + (8 og,(m — 1) +H,(m— 1)) exponentiations

Each exponentiation isto a p'-th power and is thus an iterate of the Frobenius map. Since an OEF has an
irreducible binomial asthe field polynomial, we have the following algorithm for each exponentiation.

The following algorithm computesb P in an OEF.
Input: An OEF GF(p™), b =4 b;t'1 GF(p™, an integer i
Output: b "

1 For j from m downto 1
1.1 Setbj- b;t'”

Since the t P values will be fixed for a particular field, they may be precomputed and stored. Thus, this
algorithm requires (m — 1) subfield multiplications by fixed constants.

A.17.3.5 Subfield Inversion
To compute the subfield inverse required in the algorithm in 17.3.3, one may usethe algorithmin A.2.2.
A.17.3.6 Construction

This algorithm finds an irreducible binomial to construct an Optimal Extension Field, given an
approximate subfield order and extension degree.

Input: an integer n, where 2" + ¢ will be the characteristic of the field; a postive integer m, the extension
degree.

Output: wwheret™ —w s an irreducible binomial over GF(p).

1 Setc- 1
2. Whilelog; c £ é/20
21 Setp- 2'xc
22 Ifpisprimeandm|(p—1)
221 Setw- 2
2.2.2 Whilew<p
2.2.3.1 If t"—wisirreducible by Algorithm A.5.8, output w
23 Setc- c+2
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A.17.3.8 Table of Type | OEFs

Thefollowing table provides Type | OEFswith 2'%° £ p™ £ 2%°°,

February 18, 2000

n Cc m mn \W
7 -1 27 189 3
8 1 32 256 2
13 -1 13 169 2
13 -1 14 182 17
13 -1 15 195 17
13 -1 18 234 17
16 1 16 256 2
17 -1 10 170 3
17 -1 15 255 3
19 -1 9 171 3
31 -1 6 186 7
31 -1 7 217 7
61 -1 3 183 5
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