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Annex A (Informative) Number-Theoretic Background (updated)
Add new Sections A.7.5, A.7.6, A.7.7 and A.7.8 to IEEE P1363 as indicated below:
A.7.5 Storage-Efficient Convers ion Techniques

The matrix multiplication technique described in A.7.1 requires one torstdimary coefficients for the

matrix " or [ and perform linear algebra for each conversion. The techniques below, which are based
on [KY98] require much smaller storage, after certain steps that depend only on the choice of basis, at the
expense of a few extra operations per conversion. They generally utilize field multiplication in the
internal basis rather than linear algebra; if field multiplication in the internal basis is optimized, the
performance of these algorithms is comparable with the matrix multiplication method.

As in A.7.1, letB, be the basis in which the user performs field operationsBahe the other basis.
Section A.7.6 considers the task of importing (converting a representati§ntina representatioB,)
and Section A.7.8 that of exporting (converting a representatiBntma representation B,). The two
tasks are inherently different, because it is assumed that the user can perform field operBtidms in
not inB,.

A.7.6 Storage-Efficient Import

Input: a field degreem; a (polynomial or normal) basB; with field polynomialp,(t); a bit stringa of
lengthm. (Note: in the case of a Gaussian normal basis, the field polynomial can be computed via
A.7.2)

Output: the element 0 GF (2") (represented in the internal baBi$ such that the representationvoin
B,isa.

If B, is a Polynomial Basis:
Setup (once per basis)

1. Letu be a root ofp(t) represented with respectBa (u can be computed via A.5.6; see also Note
2 below.)

Conversion (per each element)

Leta=(@,, -.- 8, & &)).
Sete ~ 1 (the element one &F (2"), represented with respectBg.

Ifa,, =0, then set — O; else set — e
Fori from m— 2 downto 0 do

51 Setv < vu.

52 Ifa=1sev-v+e

6. Outputv.

arwd

If B, is a Normal Basis:
Setup (once per basis)

1. Letu be a root ofp(t) represented with respectBa (u can be computed via A.5.6.)
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Conversion (per each element)

2. Leta= (8,2, &, ... 8,,)-
3. If &, = 0, then set — O; else set — u.

4, Fori from 1 tom—1 do

4.1 Setv — V>

42 Ifa=1,sev - v+u.
5. Outputv.

NOTES

1—Step 1 of the above algorithms needs be performed only once for eadlj aaifB; the valueu can then be
stored and used every time an element needs to be imported. This is analogous to (but more space-efficient than)
storing the matrixt’ to perform the import operation.

2—This algorithm may be invoked to fhmate division using the Extended Euclidean algorithm of A.4.4.
Specifically, whenB, is a normal basis, one needs to export elemerasd 8 to a polynomial basi8, before
computingy = a / B via the Extended Euclidean algorithm, and then impdsack toB,. In that case, the best
choice forB, is the polynomial basis with polynomipi{t), wherep(t) is the normal polynomial foB,. Then, in

Step 1,u should not be computed via A.5.6; insteadyill simply be the element whose representation with respect
to B, is (100...0). (Computing via A.5.6 would require one to use division and could thus cause infinitely deep
recursion if division is again implemented via basis conversion combined with the Extended Euclidean algorithm.)

A.7.7 Multiplication Matrix for Polynomial Basis

The export method presented in A.7.8 requires a computation of the (leftmost) multiplication Mhatrix
for the basiB,. For a polynomial basis, the matrix can be computed by the following algorithm. An
algorithm for a normal basis is given in A.6.3.

Input: a field degreen; a polynomial basiB,.

Output: the matrixM such thatm, is the leftmost bit of the product of tirth andj-th basis vectors of
B,.

1. Let t be the root of the polynomial defininB, (t is represented iB, by the m-bit string

(00...010)).
2. Letr :=t™" (represented iB, by themtbit string (100...0)).
3. Letb,:=b,:= ... :=b,,:=0and leb, , = 1.
4. Fori frommto 2n— 2 do
4.1 Letr:=rt.
4.2 Letb be the leftmost bit of the representation af B,.
5. Set
2m-2  bam-3 A bm—lE
§2m—3 bzm-4 A bm-2r
M
0 m M o MEL
O, . . . L
6. OutputM.

A.7.8 Storage-Efficient Export
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Input: a field degreem; a (polynomial or normal) bask; with field polynomialp,(t); an element O
GF (2" (represented in the internal baBi3. (Note: in the case of a Gaussian normal basis, the field
polynomial can be computed via A.7.2.)
Output: the bit stringa of lengthm such that the representationvah B, is a.
If B, is a Polynomial Basis:

Setup (once per basis)

1. Compute the matrik via A.7.3. Letu be a root ofp,(t) represented with respect B). (It is
computed in A.7.3.) Compute:=u"via A.4.4. (See Note 3 below.)

2. SetA — I *and lets= (3, J,, ... 9,.,,) be a row-vector whose elements are the 0-th colurdn of

3. Compute the multiplication matri for B,via A.6.3 or A.7.7 (note that A.6.3 includes a separate
efficient method for computing the multiplication matrix in the case of a Gaussian normal basis
using A.3.7).

4, Letz=sM ™. Note thatz is anm-element bit string; lez be the element o&F (2") whose

representation iB, is z
Conversion (per each element)

5. Setv — vz

6. Fori =0tom-2
6.1 Leta be the leftmost bit of the representatiorvaf B,.
6.2 Ifa=1thenset - v-z
6.3 Setv:i=vw.

7. Leta, , be the leftmost bit of the representatiorvah B,.

8. Outputa:=(@,, ..- 8, & a,).

If B, is a Normal Basis:
Setup (once per basis)

1. Compute the matrik via A.7.3.

2. SetA — " and lets= (3,,,, 3,4 --- Op1my) DE @ row-vector whose elements are tie—(1)-st
column ofA.

3. Compute the multiplication matrM for B,via A.7.7.

4, Letz=sM ™ Note thatz is anm-element bit string; lez be the element o&F (2") whose

representation iB, is z

Conversion (per each element)

5. Fori =m-— 1 downto 1
5.1 Computew :=vzand leta be the leftmost bit of the representatiomah B,.
5.2 Setv:=v:

6. Computew :=vzand leta, be the leftmost bit of the representatiomah B,.

7. Outputa:= (@@, & &, ... a,,,)

NOTES

1—Steps 1-4 of the above algorithms need be performed only once for eaBhgraiB,; the valuez (andw, in the
case of polynomial basis) can then be stored and used every time an element needs to be imported. This is
analogous to (but more space-efficient than) storing the niatrico perform the import operation.
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2—The per-element conversion operations in both algorithms (steps 5-7 of the first algorithm and steps 5-6 of the
second) involve only finite field operations. An alternative approach that is also storage-efficient combines finite
field operations and dot product operations (a dot proalibtof two m-bit vectorsa = (g, &, &, ... a,,,) andb = (b,

b, b, ... b,,) is a single bit defined e b, 0 a, b, O ... O a,, b,,). For a polynomial basis, steps 5-7 would be
replaced with

5. Sete — 1 (the element one GF (27), represented with respectBg.

6. Fori =0tom-2
6.1 Letv be themelement bit string representingn B,, and compute, :=v (5.
6.2 Ifag=1,thenset — v—e
6.3 Setv:i=vw.

7. Letv be them-element bit string representingn B,, and compute, , :=v [k

For a normal basis, steps 5-6 would be replaced with

5. Fori =m-— 1 downto 1
5.1 Letv be them-element bit string representingn B,, and compute, :=v [k.
5.2 Setv:=v:

6. Letv be them-element bit string representingn B,, and compute, :=v [k.

In both alternatives, the elemenis not needed, so steps 3 and 4 of the algorithm can be omitted and A.7.7 is not
needed.

3—As also noted above, this subroutine may be invoked tititdige division using the Extended Euclidean
algorithm of A.4.4. In such a case, in StepuBndl" should be computed via A.7.4 rather than A. 0.8l simply

be the element whose representation with respegt it (100...0)).w = u™ should be computed by raisingto the
power 2'—2 via A.4.3 (computingv via the extended Euclidean algorithm would require one to use basis
conversion again, and could thus result in infinitely deep recursion).
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Annex F (Informative) Bibliography (updated)
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