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Abstract. This summary of finite field basis conversion techniques is proposed
for inclusion in IEEE P1363 Annex A. Included are some conventional basis
conversion techniques, as well as some new storage-efficient basis conversion
techniques.

1. Introduction

Elements of a finite field can be represented in a variety of ways, depending on the choice of basis for the
representation. Let GF(q™) be the finite field, and let GF(q) be the ground field over which it is defined,
where g isaprime or prime power. The characteristic of the field is the prime p for which g = p' for somer
> 1. Thedegree of thefieldism; itsorder isq™. A basisfor the finite field is a set of m elementsin GF(q™)
B ={wy, ... ,wm1}, such that every element of the finite field can be represented uniquely as alinear
combination of basis elements:

where v[Q], ..., V[m-1] are the coefficients.

The choice of basisis highly relevant to the efficiency of certain functions. However, which basisis
chosen is also highly dependent on the individual application. Therefore, converting an element from one
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representation to another is useful. The bases we will deal with in this document are the normal basis, the
polynomial basis, and the dual basis of each of these. However, the techniques described in this document
do extend to other bases in some cases.
Annex A.7 of IEEE P1363 [1] concerns this problem. However, the only method shown is the change-of-

basis matrix method. The algorithms we present have certain advantages over the matrix method. See[2]
for related results.

2. Definitions

First of all, we'll need to define the particular bases this document concerns. For more information, see
sections 1-8 of Annex A.

! RSA Laboratories, 20 Crosby Drive, Bedford, MA 01730 USA. E-mail: burt@rsa.com,
mliskov@securitydynamics.com.

2 RSA Laboratories, 2955 Campus Drive, Suite 400, San Mateo, CA 94403-2507 USA. E-mail:
yigun@rsa.com.



2.1 Basis Definitions

Polynomial and normal basis definitions are given in IEEE P1363, Annex A, A.3.4 and A.3.5, respectively.
We include them here for ease of reference.
In apolynomial basis, the basis elements are successive powers of an elementt, called the generator:

w =t.
A polynomial f of degree m relates the powers of t as follows:

fO) =t"+f ™+ L+t + =0

Inanormal basis, the basis elements are successive exponentiations of an element 6, again called the
generator: .

W= 6,
Another common type of basisisadual basis. Let wy, ... ,00n1 be abasisand let h be a nonzero linear
function from GF(g™) to GF(qg). The dual basis of the basis G, ... ,n1 With respect to h isthe basis &g, ...

,&m1, such that for al i, j,
lifi=j
0 otherwise
h(wé) =

The dual basisis uniquely defined, and duality issymmetric: t.._ _.__. ____ ....... _pect to h of the basis &,
e emiiSthebasiswy, ... .1, Thereisanatural simple choice for h, hi(v), defined to be equal to the it
coefficient of v, or V[i]. The function hy, sinceit is easy to compute, is used in the functions we present
involving the dual basis. If the basis desired isthe dual basis with respect to h, there is a scaling factor
involved; ¢ isdefined so that hy(x{) = h(x).

2.2 Problem Definitions

The basis conversion problem has two distinct instances: the import problem and the export problem. If
two communicating users do not agree on the basis, there must be a conversion performed by one or both
of them. Each user hasalocal representation (the "internal basis,” or By) and each user has information
about the other user’s representation (the "external basis," or By).

Import Problem

Given an internal basis and an external basis for afinite field GF(g™) and the representation v of afield
element in the external basis (the "external representation”), determine the corresponding representationu
of the same field element in the internal basis (the "internal representation™).

Export Problem

Given an internal basis and an external basis for afinite field GF(g™) and the internal representation u of a
field element, determine the corresponding external representation v of the same field element.

3. General Solutions

Let Bo={0y, ... .01} betheinternal basis, and B; = { wy, ... ,001} bethe external basis. One simple way
to convert isto use the matrix I', an m x m matrix whose columns are the internal representations of the
external basis. With this matrix, conversion is ssmply a process of matrix multiplication. Supposeu isthe
internal representation of an element, and v is its external representation.

Import: u= (I xVv)

Export: v= (" x u)

The matrix I" can be easily computed, as described in A.7.3. The running time of these basis conversion
agorithmsis O(m?) coefficient operations and the storage requirement is O(n) coefficients.



4. Sorage-Efficient Methods

4.1 Import Methods

There are two general import methods presented here:

Generate-Accumulate: Generate internal basis representations of external basis elements, and accumulate
theinternal basis representation. This requires an efficient external basis generator, Gen, which takes an
index i asinput, and outputs the internal representation of the external basis element wy. (Gen can also be
represented as an iterator, which takes no input; it merely ouputs the first basis element the first timeit's
called, the second element the next time, and so on. We define the Gen operation as an iterator in this
document.)

1. u-0

2. fori « Otom1

3. U <« u+Vi] x Gen(i)

4. endfor

Shift-Insert: Insert external representation terms and perform an external shift on the internal
representation. This requires an efficient external shift function, Shift, which takes the internal
representation of ~ a;wy and outputs the internal representation > a0y (for i = 1to m-1). It also requires
W, the internal representation of wy. An external rotate function, Rotate, can aso be used.

1 U~ viml1] x W,

2. for i « m2downto0

3 u « Shift(u)

4, U~ u+vi] xW

5. endfor

A shift function (ShiftDown) which shifts the opposite direction can also be used, but this requires W, 1, the
internal representation of wy, 1.

1. U« V0] x Wiy

2. fori « 1tom1l

3 u « ShiftDown(u)

4, U — u+v[i] x Wy

5. endfor

4.2 Export Methods

There are two genera export methods presented here.

Generate*-Accumulate: Select alinear function h that is easy to compute, and generate the dual of the
external basis with respect to h. Then, multiply the internal representation by each element in turn, and use
h to evaluate external coefficients. This requires an efficient dual-of-external basis generator, GenDual,
which takes an index i asinput, and outputs X;, the internal representation of &. Aswith Gen, GenDual can
be an iterator rather than afunction.

1. fori « Otoml

2. A — ux GenDual(i)
3. V[i] < h(A)
4. endfor

Shift-Extract: Extract a coefficient from u, then externally shift u and repeat. Thisrequires both an
efficient shift function, Shift, and an efficient extraction function, Extract, which takes an internal
representation of an element as input, and outputs the external coefficient of wy,. Extraction can be done
easily; thereis an element H, for every external basis, such that Extract(u) = (u x Hg)[0].

1. fori « Otom2



2. V[i] « Extract(u)
3. u — Shift(u)
4, endfor

5. vim1] ~ Extract(u)
5. Required Functions

5.1 Polynomial External Basis

If the external basisisapolynomial basis, it is assumed that we have the internal representation T of t, and
theinternal representation | of the identity.
iter GenPoly:
1. Al
2. yield A
3. fori « 1tom1l
4, A AXT
5 yield A
6. endfor
The simplest external shift available in this case is a downward shift. In order to perform this shift, we
have to be able to extract the term v{0] from u. This can be done with a simple multiplication. We also need
Ttinstead of T.
func ShiftDownPoly(u)
1. A< V0] xI
2.U<Uu-A
3 ucuxT!
4, return A
In order to calculate the dual of the external polynomial basis, we need T*, I, and Z*, where Z is the
internal representation of .
iter GenDualPoly:
A |
. yield Z*
. fori « 1toml
A AxT!
A « A-hy(A)
yield Ax Z
endfor
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5.2 Normal External Basis

If the external basisis anormal basis, it is assumed that we have the internal representation T of 6, and the
internal representation | of the identity.

iter GenNormal:

1. AT

2. yield A

3. fori « 1tom1

4, Ao A

5 yield A

6. endfor

The simplest external shift available in this case is arotation. Other forms are possible.
func RotateNormal (u)

L ueu



2. returnu
In order to calculate the dual of the external normal basis, we need Z*, where Z isthe internal
representation of ¢, and S, the internal representation of o, where g is defined by ho(ox) = hy(X).
iter GenDualNormal:
1. AcZ?
.B~S
. yield A
. fori « 1toml
A-AxB
B - BY
yield A
endfor
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5.3 Dual of Polynomial External Basis

If the external basisisthe dual of a polynomial basis, we need only define shifting. Generation of the basis
is done by GenDualPaly, and generation of the dual is done by GenPoaly, since the dual of the dual of
polynomial basisisthe polynomial basis. In order to shift in the dual of polynomial basis, we need Zand Z
! theinternal representations of { and ', respectively, and T, the internal representation of t*, wheret is
the polynomial basis generator. Actually, weonly need ZT*, Z* and I.

func ShiftPolyDual (u)

1. uecuxzT?

2. U« u-ho(u)xI

3 ucuxzt

4, returnu

5.4 Dual of Normal External Basis

Similar to above, we only need to define shifting, since generation is done by GenDual Normal, and
generation of the dual is done by GenNormal. In order to shift, we need the constant SZ**, where Sisthe
internal representation of g, and Z is the internal representation of .

func ShiftNormal Dual (u)

1L ueu

2. u—uxsz*t

3. returnu

6. Claimed attributes and advantages

These algorithms for import and export run in time O(m), or O(m log q) field operations, and require
storage for O(m) coefficients.

By contrast, O(nt’) coefficient operations may take more time than O(m) field operations, if the field
operations are accel erated, and the storage requirement of O(n?) coefficients for the matrix method is
significantly harder. Normally, mis small enough that either could be handled easily on anormal computer
but in constrained environments the advantage to these algorithms is significant.

7. Security Considerations

There are no general security considerations for these algorithms; they are merely alternate implementation
methods. See Annex D.7 for possible implementation considerations, however.



8. Limitations and Disadvantages

These algorithms may take more time than the matrix multiplication method if internal basis operations are
not accelerated. Furthermore, if the external basis is none of the ones we have specified, it may be difficult
to perform the Gen, Shift, and GenDual functions; the ones we have given do not generalize to all external
bases.

9. Intellectual property issues

RSA Laboratories has one issued patent [3] and one filed application [4] in the area of basis conversion.
RSA Laboratories makes no representations regarding intellectual property claims by other parties.
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