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Abstract. In this paper we propose a new and efficient protocol for authenticated key
agreement based on Diffie-Hellman key agreement, which works in an arbitrary finite
group. Our AK(Key Agreement)protocol saves some of computational cost, since it
requires only two dominant computation factors(e.g., modulo exponentiation in RSA
type system or integer multiplication with a point in elliptic curve cryptosystem) for
each entity. Our protocol is not also efficient for two passing AK but also for three
passing authenticated AK protocol with key confirmation(AKC).

Introduction

The secure key agreement is the most important factor for the secure communication. For this,
two or more distributed entities need to share some keys in secret, called session keys, among
them. To solve such an AK-problem(Key Agreement problem), several techniques based on
Diffie-Hellman problem[3] have been proposed. But many of them have been turned out to
be flawed[5, 6]. In recent, a number of desirable attributes of key agreement protocols have
also been identified[7] and nowadays most protocols are analyzed with such attributes. In this
paper we propose a two pass AK-protocol and analyze it by checking whether our protocol
meets these attributes.

2

Attributes of AK-Protocols

Here we list up a number of desirable attributes of AK protocols which referred to [8,7, 5].

1.

known key security. Each run of key agreement protocol between two entities A and B
should produce a unique secrete key; such keys are called session keys. A protocol should
still achieve its goal in the face of an adversary who has learned some other session keys.
(perfect) forward secrecy. If long-term private keys of one or more entities are compro-
mised, the secrecy of previous session keys established by honest entities is not affected.
key-compromise impersonation. Suppose A’s long-term private key is disclosed. Then
clearly an adversary that knows this value can now impersonate A, since it is precisely
this value that identifies A. However, it may be desirable that this loss does not enable
an adversary to impersonate other entities to A.

unknown key-share. Entity A can not be coerced into sharing a key with entity B without
A’s knowledge, i.e., when A believes the key is shared with some entity C # B, and
B(correctly) believes the key is shared with A.

key control. Neither entity should be able to force the session key to a preselected value.

In addition to these security attributes, it would be desirable for a protocol to have low

computational cost and low communication overhead for its practical use.



2.1 Flaws in Some AK-protocols

In [8], the small subgroup(see [13]) attack and unknown key-share attack(see [14]) on MTI/CO
and MTI/A0 AK-protocols respectively proposed by Matsumoto, Takashima and Imai[10] in
1986 are presented as illustrations for the flaws in protocols. For other considerations of active
attacks on AK protocols, refer to [9, 11]. The authors in [8] proposed a new authenticated key
agreement protocol, MQV, which is resistant against such attacks and has some computational
advantage with about 2.5 integer multiplications for each entity in its model for elliptic curve
cryptosystem(where the integer multiplication to an elliptic curve point is the dominant factor
in its computational complexity). However, in [12] B. Kaliski showed that the MQV protocol
does not possess the unknown key-share attribute.

In the next section, we describe a new authenticated key agreement protocol which meets
the several attributes listed in the above and which has low computational cost, just two
integer multiplications(or two modulo exponentiations in modulo number system) for each
entity.

3 Proposed AK-protocol, LLK

In this section we describe our two-pass AK protocol between two entities, Alice and Bob in
the ECC version, and consider its security and efficiency. Hereafter, we assume the following
notations(in the notation, the subscript index a or b indicates the owner of the value, Alice
or Bob):

G : the generating element(point) of ECC under consideration, E(F)
n : the order of G in E(F,)

h : the cofactor of n, i.e., h =#E(F,)/n

T, @ Alice’s private key

Y, : Alice’s public key(= z,G)

kq : Alice’s ephemeral key(random number in Z,,)

3.1 Description of LLK protocol

Here we describe the AK protocol following the above notations and all the integer arithmetic
work in Z,,.
The protocol works in the following steps:

Alice Bob
Rq
R, = (hka)Ys S computes : T = (hksy)Y,
Ry KEY, =R, +T
-~ Ry =T+ (ko/zb)Ra

KEYa = Ra + (xa/(xa + ka))Rb

Fig. 1. Two-pass AK protocol, LLK



1. Alice generates a random integer k, # 0 € Z,,, computes R, = (hk,)Y;. If R, = O, she
terminates the protocol run with failure. Otherwise she sends it to Bob.

2. Upon receiving R,, Bob generates a random integer k, # 0 € Z,, computes the session
key KEY, = Ry + hkpYy = h(kqoxp + kpxo)G. If the value hkpY, is O, he terminates the
protocol run with failure. Otherwise he computes R, = hk,Y, + ];_ZR‘“ and sends it to
Alice.

3. Upon receiving Ry, Alice computes the session key KEY, = R, + szakaRb = h(kqxp +
kbl’a)G.

4. In each step 3 and 4, if K, or K} is O, then the protocol run is terminated with failure.

5. After regular protocol running, Alice and Bob share the secret, K = KEY, = KFEY),.

3.2 Security Consideration

Here we prove our protocol meets the following desirable attributes under the assumption
that the discrete logarithm problem(DLP) is secure.

Known-Key Security: If, under the well set ECC, the two entities execute the regular
protocol run, they clearly share their unique session key K as in the figure.

(Perfect) Forward Secrecy : As one sees in Fig.1, during the computation of the session
key K for each entities, the random factors k, and k; still act on it. So an adversary who
captured their private keys x, or xp should extract the ephemeral keys k, or k; from the
informations R, and Rp to know the previous or next session keys between them. However,
this is the very discrete logarithm problem(DLP). Hence, under the assumption that DLP is
secure, LLK meets the forward secrecy.

Key-compromise Impersonation : Suppose Alice’s long-term private key, z,, is dis-
closed. Now an adversary who knows this value can clearly impersonate Alice. Is it possible
for the adversary impersonates Bob to Alice without knowing the Bob’s long-term private
key, 2?7 For the success of the impersonation, the adversary must know Alice’s ephemeral key
ko at least. So, also in this case, the adversary should extract the value k, from the Alice’s
ephemeral public value, R, = hk,Y}, to generate the same key, K, with Alice. This also comes
to DLP.

Unknown Key-Share : Suppose an adversary F now try to make A believe that the
session key is shared with B, while B believes that the session key is shared with E. To launch
the unknown key-share attack, the adversary E should set his public key to be certified even
though he does not know his correct private key. For this £ makes it by utilizing the public
values Y,,Y; and G(the Alice(A)’s public key, Bob(B)’s public key and generator point, G,
of the ECC, respectively). Here we make some notations for simpler description. Let

fT(X].,XZa e 7XT) = ZTiXia
=1

where X;’s are points on E(F,;) and 7 = (71,...,7,) be a stream of integers in Z,,. Then, in
general, FE should set his public key Y, as

Yo = fr(Ya, Y, G) = 1Yo 4+ Y + 13G.

Now suppose E got the value Y, certified as his public key and suppose the following gener-
alized model for unknown key-share attack:

where R, = f,(Ys,Ys, G, Ry) and R} = f,(Y,,Ys, G, R,). For E to launch the unknown
key-share attack successfully, he should force A and B to share the same secret K = Key, =
Key, through the protocol run. In practice, through the protocol run, A and B get their
session keys Key, and Key, respectively as those in the following:



E(*VY; = f"’(Ylh}/th))

R. :(4) (1) (3): Ry =T + 2R;

R: :(2)

A EN

A(za,Ys = 2.G) B(zy, Yy = 2G)

Fig. 2. Unknown key-share attack model

Tq
KEY, = 1
a Ra + To + ka Rb ( )
ki
KEY, = (hky)Y, + w—sz (2)
b

Note here that F does not know x,, p, k, and k; even though E can control the integer
values 7;, p; and ;. E should force the equation K EFY, = K EY} to hold for many(in practice,
for all) values of k, and kj. So we can consider the following equation as an identical one for
the variables k, and k.

R, + xa‘ra o Ry, = (hk‘b)Ya + ];—ZR: (3)

And we can change the equation 3) as the form aG = O, by unfolding the values R,, Y., R,
and R} with respect to G. Then we cannot solve this equation for 7;, p; and o;, since we don’t
have sufficient information on z,, zy, k, and k. So the unknown key-share attack fails.

Key Control : As the same argument in the above, the key-control is clearly impossible
for the third party. The only possibility of key-control attack may be brought out by the
participant of the protocol, B(Bob). But for the party, B, to make the party, A, generate the
session key K (= KFEY}) which is pre-selected value by B, for example B should solve the
following equation(see the Fig. 1):

KEY; = Ry + ky(hY,).
But this again falls into the problem of DLP.

3.3 Effectiveness of the AK-protocol, LLK

As one sees in the previous sections, for the key agreement by two-pass LLK, there are required
only two dominant computations for each entity and the LLK meets the desirable attributes
for secure AK protocol. Of course, the LLK has an one-pass delay through the protocol run
which differs from the other two-pass AK protocols. But it is a minor factor for secure AK-
protocols and moreover, in the case of three-pass AK protocol with key confirmation, LLK is
more effective than others. Here we do not mention further about three-pass LLK with key
confirmation. In the following, we use some abbreviations for convenience like as :

e UKA - Unknown Key-share Attack
e SSA - Small Subgroup Attack
e KRA - Key Recovery Attack



e MMK - Man in the Middle Attack

And the complexity is measured by the number of dominant computations(e.g. modulus
exponentiation or integer multiplication with a point in ECC) for each party.

Table 1. Security and Complexity Comparison for various AK protocols

LLK] EC-DH |[EC-MQV [12][MTI/A0 [14][MTI/CO [11]
Complexity| 2 2 2.5 3 2
Attacks ?7 |KRA, MMA UKA UKA SSA

4 Limitations and Intellectual Property Issue

Most of DH-based AK protocols are initiated by each communicator’s sending their random
ephemeral key to each other at the same time. In practical case, however, this is done by
the session caller’s sending his/her random ephemeral key and the receiver’s responding with
a random ephemeral key. In this point of view, our proposed AK protocol, LLK, can be
considered as not to have more protocol passing delays than others do.

Currently a reasonable and non-discriminatory patent application of our AK protocol is
being processed.

5 Conclusion

In this paper we proposed a new and efficient key agreement protocol, called LLK. It is secure
in the sense that it meets some desirable attributes of secure AK protocol and it is effective
in the sense of its computational cost. It requires only two dominant computations such as
modulo exponentiation in modulo number system or integer multiplication to a generator
point in an elliptic curve cryptosystem. This is more effective than other authenticated key
agreement protocols which are believed secure.
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