
Proposing the Use of Non-Conventional Basis of FiniteFieldsCryptoLab1Department of MathematicsKorea UniversityandChang Han KimDepartment of Computational MathematicsSemyung UniversityBackground of Proposal: Elliptic Curve Cryptosystem(ECC) is well-suitablefor use in constrained environments2 such as mobile devices and smart cards,since it provides more e�cient, high-strength security with smaller key sizesthan any known Public-key cryptosystem. We focus on the interoperabilityof a hardware-based system(e.g. cryptographic VLSI chip-embedded mobiledevices) and a software-based system (e.g. smart cards) for ECC. The imple-mentation of ECC is accomplished essentially by arithmetic in �nite �elds,in particular GF (2n) of characteristic two or GF (p) of odd prime p. In VLSIimplementation or smart card with no additional coprocessor for modularexponentiation the common choice for the underlying �nite �eld is a class of�elds GF (2n). The e�cient computation of �eld arithmetic depends greatlyon the particular ways in which the �eld elements are represented. Thesemost e�cient ways are a polynomial basis representation and a normal basisrepresentation. The di�culty of communication between these two systemsfor ECC results from the choice of basis; the most common choices of basisfor software implementation and hardware implementation are a polynomialbasis and a normal basis respectively. Interoperability between these systemsusing the two di�erent types of �eld representation needs a conversion of ba-sis by a appropriate change-of-basis matrix. Since the size of key for ECC isbecoming increasingly large in proportion to the growth of computing power,this method seems to be a signi�cant burden for the space-sensitive systemssuch as mentioned above. To enhance usability of the space-sensitive systemsKaliski Jr.et al presented algorithm for the storage-e�cient �nite �eld basis1It consists of Jong In Lim, Ok Yeon Yi, Joong Chul Yoon, Sang Ho Oh, Seok HieHong, Dong Hyun Cheon, and Sung Jae Lee.2limits in memory usage and processing power.1



conversion[2]. The time complexity of this algorithm for a basis conversionamounts to 10% � 20% of one elliptic curve scalar multiplication accordingto a choice of basis. Such a fact gives us some motive for the communicationwith no basis conversion. Hereafter we consider �nite �elds GF (2n).Description of Non-Conventional Basis:De�nition 1 If a subset B = f�; �2; �3; � � � ; �ng of GF (2n) is linearly inde-pendent over GF (2), then we'll call a set B an anomalous basis of GF (2n)over GF (2).Let f be a monic irreducible polynomial of degree n over GF (2) where �is a root of f . Then the set f�; �2; �3; � � � ; �ng is linearly independent overGF (2). Note that an anomalous basis f�; �2; �3; � � � ; �ng is not equal to apolynomial basis f1; �; �2; � � � ; �n�1g over GF (2). We'll pay attention to aspecial case of a generating polynomial f , that is all-one-polynomials(AOP).The �nite �eld arithmetic operations derived from such polynomials are per-formed very e�ciently in both software implementation and hardware imple-mentation.Claimed Attributes and Advantages: Let B = f�; �2; �3; � � � ; �ng be ananomalous basis of GF (2n) over GF (2) where � is a root of AOP of thedegree n and let a be an element of GF (2n). Then they can be representedby a basis B as follows:a = �ni=1ai�1�iwhere ai 2 GF (2) for each i 2 f0; 1; 2; � � � ; n� 1g.In this section we'll introduce software and hardware attributes of ananomalous basis constructed using AOP and claim its advantages over con-ventional bases.a. Software Implementation A �eld multiplication consists of two step, thatis, the product of two polynomials and the reduction by a generating polyno-mial. First step is independent of a choice of basis. In case of second step, thecommon irreducible polynomial for the e�cient reduction is a trinomial or apentanomial. The identity of AOP, �n+1 = 1, tells us that the reduction by2



AOP is performed faster than that by a trinomial or a pentanomial. A squar-ing operation can be represented by a simple vector-form3. For example, ifn = 10, then a2 can be described as (a5; a0; a6; a1; a7; a2; a8; a3; a9; a4).Note 1 a2 =  nXi=1 ai�1�i!2=  2mXi=1 ai�1�i!2= 2mXi=1 ai�1�2i= mXi=1 ai�1�2i + 2mXi=m+1 ai�1�2i= mXi=1 ai�1�2i + mXi=1 am+i�1�2i�1:where n = 2m for some positive integer m.Almost Inverse algorithm[5] has been known as the most improved algo-rithm for a multiplicative inversion. it is applicable to computing a multi-plicative inverse of non-zero �eld elements represented by an anomalous basis.Arithmetic in the �elds GF (2180) derived from an anomalous basis, wasimplemented in the C-language on a Pentium 120. In Table 1 we give therunning times for the operations of multiplication, squaring, and inversion in� seconds and compare our results with those of [6] 4.anomalous basis standard basisusing AOP using trinomialmultiplication 51.4 71.8squaring 1.5 2.7inversion 161.4 225Table 1. Time for �eld operations3The coordinate vector (a0; a1; � � � ; an�1) with the ordered anomalous basis B can beinterpreted as �ni=1ai�1�i.4The work implemented arithmetic in GF (2177) using Pentium 133.3



b. Hardware Implementation Hardware implementation of �eld arithmeticusing an anomalous basis representation was introduced already in [3]. Ascompared to the previous parallel multipliers, the parallel multiplier using ananomalous basis representation gives the lower or same complexity for timeand space. Here we'll mention only the result. The reader is referred to [3]for a full detail of hardware implementation.multiplication (squaring)anomalous n2 AND, n2 � 1 XOR gates,basis DA + (1 + dlog2(n� 1)e)DX Delays(AOP)[3] (Rewiring)standard n2 AND, n2 � 1 XOR gates,basis DA + (2 + dlog2(n� 1)e)DX Delays(AOP)[4] (n� 1 XOR gates, 1DX Delay)normal n2 AND, n2 � 1 XOR gates,basis DA + (1 + dlog2(n� 1)e)DX Delays(type I)[1] (Rewiring)Table 2. Space and time complexities for �eld operations5Notice that squaring an element takes one clock cycle, like a normal ba-sis representation. With the simple squaring property of the proposed basisrepresentation used together with this multiplier, an e�cient hardware ar-chitecture for computing a multiplicative inverse in GF (2n) can constructedusing optimal inverse algorithm[7], which needs 9 to 12 multiplications and149 to 199 squarings for 150 � n � 200.We could gain great advantages in both of software implementation andhardware implementation from the use of the proposed basis representation.In other words, it contains all bene�ts of a polynomial basis representationand a normal basis representation. In conclusion, we suggest to IEEE Stan-dard P1363 or P1363a that an anomalous basis representation should be usedas a new alternative for implementation of ECC.cf.[3]and [7] can be found as preprints in "http://bora.dacom.co.kr/�gausmath".5DA and DX are time delays for AND gates and XOR gates respectively.4
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