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1. Introduction

The encryption procedure presented in [4] consists of two steps: first, a formatting operation is
performed on the input plaintext to produce a masked plaintext. The masking method is a
reversible procedure which performs a “complete” mixing of the plaintext block such that no bit in
the plaintext block can be determined unless every bit in the masked plaintext block is known.
Then, a portion or all of the masked plaintext is encrypted using a block encryption algorithm
(such as Elliptic Curve, RSA,  DES, etc.). The formatting method is similar to a degree to the
method of masking described by Bellare-Rogaway in Optimal Asymmetric Encryption [1] and by
Johnson-Le-Martin-Matyas-Wilkins in the IBM method implemented in the Transaction Security
System [2, 3].

A detail description of the formatting procedure is given in [4]. In this contribution, we present an
analysis of the security of  the scheme.

2. Overview of One-Way Hash Functions

The strength of the scheme presented in [4] relies to a large extent on the strength of the
underlying hash function. In [5], Schneier states the following properties for a collision-resistant
one-way hash function H  that maps a message M  into the output h :

1. Given M , it is easy to compute h .
2. Given h , it is hard to compute M  such that H M h( ) = .
3. Given M , it is hard to find another message ′M  such that H M H M( ) ( )= ′ .
4. It is hard to find two random messages, M  and ′M , such that H M H M( ) ( )= ′ .

For the sake of the analysis of the security of the proposed scheme, we give a quantitative
meaning to how hard is “hard” in the above definition. For any g ≥ 1  and any inputs
M M Mg1 2, ,...,  only one of which is the correct value of M , it would take at least g  operations

(e.g., table lookup or a computation of hash function) to determine with certainty the correct
value of any bit or bit-string in the output h . This means, that the output of the hash function
gives no information about the input message.

3. Analysis of Strength of Feistel Ladder Scheme

The input PlaintextBlock is X  and the Masked PlaintextBlock is Y , each of length m bits.
Assume that X  contains a secret value S of length s  bits (where s m≤ ) and that we encrypt n
bits of Y  (where n m≤ ). Suppose that the secret value S of X  is spread between L and R with
s1  secret bits in L and s2  secret bits in R.  Similarly, suppose that the encrypted (hidden) bits of
Y  are spread between mmL and mmR with n1  hidden bits in mmL and n2  bits in mmR. In this
analysis, we assume that the hash function H  satisfies properties 1-4 described above, and that
h L R= = , where h  is the length in bits of the output produced by the hash function.

From the masking scheme it is clear that the values of s1 , s2 , n1 , and n2  are between 0  and

h .  Let’s denote s s s= +1 2 , n n n= +1 2 , and f s n= min{ , } . We will demonstrate here that the
four-iteration Feistel ladder masking procedure described in [4] is secure in a sense that the
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number of operations required to determine the secret bits in the input message grows
exponentially with the number of unknown bits. We will basically show that the secret bits can
not be determined from the known portions of L, R, mmL, and mmR in less than 2 f  operations.

First, we show that the hidden portion of Y  can not be determined with certainty from the known
bits of X  and Y in fewer than 2 f  operations.

Since there are s1  and s2  secret bits in L and R respectively, to determine with certainty the

value of mL = L ⊕ H(R) from X  requires at least 2 2 21 2s s s× =  operations. Therefore to compute

with certainty any substring of H(mL) it takes at least 2s  operations. Note that H(mL) can take at

most 2 h  possible values and that it is possible that h  is less than s . Yet it still takes at least

2s  operations to determine for sure which of the 2 h  values of H(mL) is the correct one.

Let us turn our attention now to mR. It can be obtained either from X  as R ⊕ H(mL) or from Y  as
mmR ⊕ H(mmL). From what we know about how difficult it is to compute mL, we see that based
on the information available of L and R, the value of any substring of mR can not be determined
in fewer than 2s  operations from X .

If mR were computed as mmR ⊕ H(mmL) from Y  then, similarly, its value could not be

determined in fewer than 2n  operations. Therefore mR or any of its substrings can not be
determined with certainty in fewer than min{ ,2 }2 2s n f=  operations.

Now, let us turn our attention to mmL = mL ⊕ H(mR).  It takes at least 2s  operations to

determine mL from X  and at least 2 f  operations to get the value of H(mR). Since mL and
H(mR) are uncorrelated and due to the properties of the hash function described earlier, no bit
string of mmL can be determined in fewer than 2 f  operations.

Let us now show that the value of mmR can not be obtained in less than 2 f  operations. We
know that mmR = mR ⊕ H(mmL) and that it takes at least 2 f  operations to compute each of
mmL, mR.  As before, using properties of our hash function H, we can claim that no bit string of
H(mmL), and hence of mmR, can be determined for sure in fewer than 2 f  operations.

In exactly the same manner we can show that X  can not be determined with certainty from Y

with fewer than 2 f  operations.

It is important to note that this proof would not work with only three iterations, that is, if the
values of mmL and mR were saved at the bottom of Figure 2 in [4], then mR could have
potentially been known under certain scenarios and then H(mR) would have no uncertainty, thus
making it possible to uncover some of the secret bits.  Our proof relies heavily on the existence
of a significant uncertainty in H(mR).

3.1 Attacks Against This Scheme

No successful attack (i.e., deterministic, probablistic, or any other) against this scheme is known
at this time. In [6] Don Coppersmith describes an attack against a four-step Feistel Ladder
scheme. This attack assumes that the entire value of Y is known and one needs to determine X
from it. This attack does not seem to be applicable to the case of a partial encryption of X and Y
as we describe it in this contribution.
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