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Abstract.

We describe a novel version of the public-key cryptosystems EPOC (E�cient Probabilistic Public-Key
Encryption). EPOC{3 is a public-key encryption system that uses the Okamoto-Uchiyama one-way
trapdoor function and two random functions (hash functions) as well as any symmetric encryption
scheme such as the one-time pad, or any classical block-cipher.
We furthermore de�ne a new variant of the High-Residuosity problem, named the Gap{High-
Residuosity problem which is likely stronger than the classical High-Residuosity problem.

EPOC{3 therefore has several outstanding properties as follows:

1. with the one-time pad, EPOC{3 is semantically secure or non-malleable against chosen-ciphertext
attacks (IND-CCA2 or NM-CCA2), in the random oracle model, under the Gap{High-Residuosity
assumption.

2. with any symmetric encryption, EPOC{3 is semantically secure or non-malleable against chosen-
ciphertext attacks (IND-CCA2 or NM-CCA2), in the random oracle model, under the Gap{High-
Residuosity assumption, if the underlying symmetric encryption is simply semantically secure
against passive attacks.

3. under the most practical environment in which public-key cryptosystems would be used, the
e�ciency of EPOC{3 is comparable to OAEP{RSA with a small exponent e (e.g., 216 + 1).
Although the encryption speed of EPOC{3 is slower than that of OAEP, the decryption speed
is faster than that of OAEP. And this fast decryption is the most interesting property for an
asymmetric cryptosystem since it is usually proceeded by a limited-power device, such as a smart-
card.

The encryption scheme described in this contribution is obtained by combining two results: one on the
trapdoor function technique is by Okamoto and Uchiyama, and the other on conversion techniques
using random functions is by the authors.
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1 Background

1.1 The Trapdoor One-Way Function

1.1.1 Previous Work

Since the seminal paper of Di�e and Hellman [11] which proposed the concept of the
public-key cryptosystems (or trapdoor one-way functions), an extensive research has been
driven by numerous cryptographers and mathematicians to realize it. Unfortunately, very
few concrete techniques that seem to be secure have been found.

The �rst class of techniques is based of the Di�e-Hellman problem [11] which is the
combination of the commutative property of the logarithm in a �nite Abelian group and
the intractability of the discrete logarithm problem. It has been used few years later by
El Gamal [13]. Further applications appeared, using the elliptic/hyperelliptic curve-based
Abelian groups [25, 20, 21, 22].

Another typical class of techniques is RSA-Rabin [39, 35, 36], which is the combination
of the polynomial time algorithm of �nding a root of a polynomial over a �nite �eld and
the intractability of the factoring problem. It includes many variants, even an elliptic
curve version [23].

Several other techniques have been proposed such as the Goldwasser-Micali scheme [17]
based on the Quadratic Residuosity problem, and many other sub-problems of NP-
complete problems (short vectors in lattices [2], the knapsack problem [9], the decoding
problem [24], etc.). However they are not so e�cient or not so secure, since some have
been broken, or other have not been su�ciently investigated.

Among the RSA-Rabin and Di�e-Hellman-El Gamal techniques for realizing a trap-
door one-way function, no trapdoor function has been proven to be as secure as the
underlying problems (providing a polynomial reduction).

Recently, the author Okamoto and Uchiyama [30] proposed a novel one-way trapdoor
function that is practical, provably secure, and has some other interesting properties.

1.1.2 De�nition of the Trapdoor One-Way Function

Let n = p2q be a large integer where p and q are two large primes, such that both
gcd(p; q � 1) = 1 and gcd(q; p� 1) = 1. Let g 2 Z?

n, such that the order of the element
gp = gp�1 mod p2 is p. Let h0 be any element of Z?

n and set h = hn0 mod n. Let k = jpj = jqj.

f(n;g;h) : f0; 1g
k�1 � f0; 1g2k+c0 �! Z

?
n

(x ; r) 7�! gxhr mod n

f�1
p : Z

?
n �! f0; 1gk�1

y 7�! L(yp�1)=L(gp�1) mod p

where L(u) = (u� 1)=p for any u � 1 (mod p)

Here c0 is a positive constant.

1.1.3 Properties

1. Probabilistic function: The function f(n;g;h)(�; r) is a probabilistic trapdoor func-
tion. For a given input x, the output depends on the random exponent r.
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2. One-wayness of the trapdoor function: Inverting the function f(n;g;h)(�; r) is
proven to be as hard as factoring n = p2q.

3. Indistinguishability of inputs: To distinguish whether a given y comes from x0
or x1 with some random r, one has to break the High-Residuosity problem: does
c=gx0 2 Z?n admits a p-th root in Z?n. This problem is comparable to the Quadratic
Residuosity problem.

4. E�ciency: Under the most practical environment of using public-key cryptosystems,
where a public-key cryptosystem is used only for distributing a secret key of a sym-
metric encryption scheme (e.g., triple-DES, IDEA, or any candidate of the AES), the
computational load for this trapdoor function is comparable to the RSA function with
a small exponent e (e.g., 3 or 216 + 1).

5. Homomorphic property: It has a homomorphic property

f(x0; r0)f (x1; r1) mod n = f (x0 + x1; r2); for some r2, if m0 +m1 < p:

6. Randomizability of ciphertext: Even someone who does not know the secret key
can change a ciphertext, y = E(x; r), into another ciphertext, y0 = yhr

0

mod n, while
preserving plaintext x (i.e., y0 = f(x; r00)). Furthermore, the relationship between y
and y0 can be concealed, i.e., (y; y0) and (y; f (x0; t)), for any pair (x0; t), are indistin-
guishable, under the High-Residuosity problem.
Such a property is useful for privacy protecting protocols.

1.2 Provable Security

During a long time, heuristic security has been accepted by all the people and even
the standard organizations. After many recent attacks against such \heuristically secure
schemes" [8, 10, 18, 16], everybody realized the importance of provable security.

For public-key encryption, the strongest security notion, among all those that have
been de�ned to capture the standard adversary scenarios, is by now called the chosen-
ciphertext security. Indeed, it prevents [3] both the distinction of encrypted messages
(semantic security [17]) and the malleability of ciphertexts [12] for an adversary who
can ask the decryption of any ciphertext of her choice (the adaptive chosen-ciphertext
attacks [37]).

A promising way to construct a practical public-key encryption scheme that reaches
the chosen-ciphertext security is to convert a primitive trapdoor one-way function (such
as RSA [39] or El Gamal [13]) by using random functions. Here, some hash functions, such
as MD5 [38] or SHA-1 [26], are assumed to behave like ideally random functions. This
so-called random oracle model [5] has already been widely used to provide e�cient and
provably secure schemes, for both signature [7, 34, 27, 4] and public-key encryption [6].

Although security in the random oracle model cannot be guaranteed formally when a
practical random-like function is used in place of the random oracle, this paradigm often
yields much more e�cient schemes than those in the standard model and gives strong
security arguments.
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Two typical primitives of the trapdoor one-way functions are deterministic one-way
permutations (e.g., the RSA function [39]) and probabilistic one-way functions (e.g., El
Gamal [11, 13], Okamoto-Uchiyama [30] and Paillier [32] functions).

Bellare and Rogaway [6] presented a generic and e�cient way to convert a trapdoor
one-way permutation into a chosen-ciphertext secure scheme, in the random oracle model.
The scheme created this way from the RSA function is often called OAEP. However, their
method cannot be applied to probabilistic trapdoor one-way functions such as El Gamal,
because it requires the permutation property.

Very recently the authors, together with other people [14, 15, 33, 29] proposed some
generic conversions from any probabilistic trapdoor one-way function into a chosen-cipher-
text secure encryption scheme. The �rst two conversions led to the EPOC [31] and
PSEC [28] IEEE P1363a proposals.

The most recent conversion can apply to any (partially) trapdoor one-way function
into a chosen-ciphertext secure encryption scheme, in an optimal way, from the compu-
tational point of view. Indeed, all the previous conversions required a re-encryption in
the decryption phase to check the validity of the ciphertext. This new conversion just
needs the basic decryption, without re-encryption. Furthermore, this conversion can be
combined with a symmetric encryption scheme to reach high-speed rates.

2 Description of EPOC{3

2.1 Overview

This section describes the proposed third version of the public-key encryption scheme,
EPOC, which is speci�ed by a triplet (K; E;D), where K is the key generation operation,
E the encryption algorithm, and D the decryption one.

In that description, we assume SymE = (E;D) to be a pair of symmetric encryption
and decryption algorithms with symmetric key K, where the length of K is kLen.

The encryption algorithm E takes a keyK and a plaintextm, and returns a ciphertext
EK(m). While the decryption algorithm D takes a key K and a ciphertext c, and returns
the plaintext DK(c).

Remark 1. A typical way to realize SymE is the one-time pad:

EK(m) = K �m DK(c) = K � c;

where � denotes the bit-wise exclusive-or operation. Therefore, mLen = kLen, where
mLen denotes the maximal message-size which can be securely encrypted.

2.2 Key Generation: K

The input and output of the key generation algorithm K are as follows:

[Input ] Security parameter k (= pLen), which is a positive integer.

[Output ] A pair (pk; sk) of matching public and secret keys. The public key consists of a
tuple (n; g; h;G;H; pLen; hLen;RLen; rLen), where n = p2q, g and h are two elements
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from Z
?
n, whereas G and H are two hash functions. The number hLen denotes the

output-size of the function H, whereas the output-size of the function G is kLen
(the key-length of the symmetric encryption scheme). The value pLen is equal to the
security parameter k and is the length of both p and q. Finally rLen denotes the size
of the random elements, while RLen denotes the size of the session keys. The secret
key sk consists of the pair (p; gp), where gp = gp�1 mod p2.

The operation of K, on input k, is as follows:

� Choose two k-bit primes p, q (jpj = jqj = k), and compute n p2q. Here, p� 1 = p0u
and q�1 = q0v such that p0 and q0 are also prime integers, and juj and jvj are O(log k).

� Choose g 2 Z?
n randomly such that the order of gp  gp�1 mod p2 is p. (Note that

gcd(p; q � 1) = 1 and gcd(q; p� 1) = 1.)

� Choose h0 2 Z?
n randomly and compute h hn0 mod n.

� Set pLen  k and rLen  2k + c0 (c0 > 0: constant). Set RLen such that RLen �
k � 1.

� Select two hash functions G: f0; 1gRLen �! f0; 1gkLen and H: f0; 1g3k+RLen+mLen �!
f0; 1ghLen, where hLen is linearly dependent in k.

Note 1. � The element gp is a supplementary parameter that improves the e�ciency of
decryption, however gp is a secret element which can be calculated from p and g.

� Furthermore, h can simply be gn mod n (still with rLen = 2(k + 1)).

� G and H can be �xed by the system and shared by many/all the users.

2.3 Encryption: E

The input and output of E are as follows:

[Input ] Plaintext m 2 f0; 1gmLen along with the public-key pk and the symmetric
encryption algorithm E.

[Output ] Ciphertext C = (c1; c2; c3).

The operation of E , on input m, pk = (n; g; h; G;H; pLen; hLen;RLen; rLen) and E,
is as follows:

� Select r 2 f0; 1grLen as well as R 2 f0; 1gRLen both uniformly, and compute K  
G(R).

� Compute c1  gRhr mod n.

� Then c2  EK(m) and c3  H(c1; R;m).
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2.4 Decryption: D

The input and output of D are as follows:

[Input ] Ciphertext C = (c1; c2; c3) along with the public-key pk, the secret key sk and
D.

[Output ] Plaintext m or null string.

The operation of D, on input a ciphertext C = (c1; c2; c3) along with the public-key
pk = (n; g; h;G;H; pLen; hLen; RLen; rLen), the secret key sk = (p; gp) and D, is as
follows:

� Compute cp  c1
p�1 mod p2, and R0  L(cp)

L(gp)
mod p, where L : x 7! (x� 1)=p for any

x = 1 mod p.

� Compute K 0  G(R0) and m0  DK 0(c2).

� Check whether the following equation holds or not:

c3
?
= H(c1; R

0;m0):

� If it holds, output m0 as the decrypted plaintext. Otherwise, output null string.

2.5 Remark

Since the domains of G and H are �xed by the parameters of RLen and others, only R0

with R0 2 f0; 1gRLen is accepted by the decryption procedure, D. (Note that the domains
of G and H in the conversion of [29] are �xed by the domain of the underlying encryption
function and other parameters.) More explicitly, in D, check if R0 2 f0; 1gRLen (see a
recent remark [19]).

We can use any random-like hash functions G and H for EPOC. However, EPOC{3
can be proven to be secure if G and H are assumed to behave like random functions,
while no formal security is guaranteed if they are practical random-like hash functions.
Nevertheless, some candidates have been suggested in the past, namely by Bellare and
Rogaway [6].

3 Security Assessment of EPOC{3

This section reviews our results on the security of EPOC{3. They are easily obtained
from [29].

De�nition 1 (Factoring Assumption). Let K be the key generator algorithm of above
EPOC{3 which, on input k, outputs n = p2q for jpj = jqj = k and p, q prime integers.
The factoring (FACT) problem is, given (k; n), to �nd (p; q).

The factoring problem is intractable, if for any probabilistic polynomial time machine
A, for any constant c, for su�ciently large k,

Pr[A(k; n) = (p; q)] < 1=kc:
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The probability is taken over the coin 
ips of K and A.
The assumption that the factoring problem is intractable is called the factoring as-

sumption.

De�nition 2 (High-Residuosity Assumption). Let K be the key generator algorithm
of EPOC{3, and (n; g; h; pLen; rLen) be a part of the public-key. Let b 2 f0; 1g and
r 2 f0; 1grLen be randomly and uniformly chosen. Set C  gbhr mod n.

The High-Residuosity (HR) problem (a.k.a. the p-subgroup problem in that speci�c sit-
uation) is intractable if for any probabilistic polynomial time machine A, for any constant
c, for su�ciently large k (= pLen),

Pr[A(n; g; h; pLen; rLen; C) = b] < 1=2 + 1=kc:

The probability is taken over the coin 
ips of K and A, as well as the random choice of b
and r.

The assumption that the High-Residuosity problem is intractable is called the High-
Residuosity assumption.

De�nition 3 (Gap{High-Residuosity Assumption). Let K be the key generator
algorithm of EPOC{3, and (n; g; h; pLen; rLen) be a part of the public-key.

The Gap{High-Residuosity (GHR) problem is intractable, if for any probabilistic poly-
nomial time machine AHR, with a full access to an oracle that perfectly answers the HR
problem, for any constant c, for su�ciently large k (= pLen),

Pr[AHR(n; g; h; pLen; rLen) = (p; q)] < 1=kc:

The probability is taken over the coin 
ips of K and A.
The assumption that the Gap{High-Residuosity problem is intractable is called the

Gap{High-Residuosity assumption.

De�nition 4 (Security of Symmetric Encryption). Let A be an adversary that
runs in two stages. In the �rst stage, A endeavors to come up with a pair of equal-length
messages, m0 and m1, along with some state information s, where jm0j = jm1j � kLena,
for some constant a. In the second stage, A is given a ciphertext c  EK(mb), where
K 2 f0; 1gkLen and b 2 f0; 1g are randomly and uniformly chosen.

SymE is secure against passive attacks if for any probabilistic polynomial time machine
A, for any constant d, for su�ciently large kLen,

Pr[A(kLen;m0; m1; s; c) = b] < 1=2 + 1=kLend:

The probability is taken over the coin 
ips of A as well as the random choice of K and b.

Theorem 1 (OTP|EPOC{3). Let SymE be the one-time pad, and thus mLen =
kLen. Let hLen = pLen=a for some constant a. OTP|EPOC{3 is chosen-ciphertext
secure in the random oracle model, provided that the GHR assumption holds.

Theorem 2 (EPOC{3). Let hLen = pLen=a for some constant a. EPOC{3 is chosen-
ciphertext secure in the random oracle model, provided that the GHR assumption holds
and that the underlying SymE is secure against passive attacks, for suitable kLen and
mLen.
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Remark 2. We can also give the concrete e�ciency analysis of the reduction for proving
the security, and show that our reduction is tight [29], and even optimal since the proba-
bility of breaking the GHR problem is almost the same as the advantage of an adaptive
adversary in breaking the chosen-ciphertext security.

4 Attributes and Advantages of EPOC{3

4.1 Security of OTP|EPOC{3

If the Gap{High-Residuosity (GHR) assumption holds, EPOC{3 with one-time pad is
secure in the strongest sense, in the random oracle model, if the parameters are appropri-
ately selected.

Note that this assumption is quite new. But one can easily show that if the GHR
problem is not intractable, then the FACT and HR problems are equivalent. However this
latter equivalence is very unlikely, and certainly more unlikely than the tractability of the
HR problem.

Scheme Security Number Hash
Theoretical Function
Assumption Assumption

OTP|EPOC{3 IND-CCA2 GHR Random Oracle
OTP|EPOC{2 IND-CCA2 FACT Random Oracle
OTP|EPOC{1 IND-CCA2 HR Random Oracle

OAEP{RSA IND-CCA2 RSA Random Oracle
RSA INV-CPA RSA None

4.2 Security of EPOC{3 with any Symmetric Encryption

If the Gap{High-Residuosity (GHR) assumption holds, and the underlying symmetric
encryption is secure against passive attacks, EPOC{3 with the symmetric encryption is
secure in the strongest sense, in the random oracle model, if the parameters are appropri-
ately selected.

The advantage of this scheme is that security in the strongest sense is guaranteed
for the total system that integrates the asymmetric and symmetric encryption schemes.
Therefore, even if the underlying symmetric encryption is secure only against passive at-
tacks (we do not care about active attacks), EPOC{3 guarantees security against adaptive
chosen-ciphertexts attacks (IND-CCA2).

An additional property of EPOC{3 (as other EPOC versions) is authentication and
integrity without using any MAC function. That is, the recipient can con�rm whether the
decrypted message is the same as the one the originator sent.

Finally, it also provides a key distribution with session key encryption and then a
symmetric multi-message encryption which achieves chosen-ciphertext security. Indeed,
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the ciphertext can be split, the �rst part c1 is a constant overhead, and then the second
part (c2; c3) can be reiterated with many plaintexts:

� Select r 2 f0; 1grLen and R 2 f0; 1gRLen uniformly.

� Compute c1  gRhr mod n and K  G(R).

� Then, for any message mi, compute c2;i  EK(mi) and c3;i  H(c1; R;mi), and send
the tuple (c1; c2;i; c3;i).

4.3 E�ciency

The OTP|EPOC{3 is a very e�cient scheme among all the FACT/RSA-based encryption
schemes (see Figure 1). Since it furthermore allows symmetric integration with multi-
message encryption, it achieves an unbeatable e�ciency, namely from the decryption point
of view, which is the most important one, since it is often proceeded by a limited-power
device (smart card).

Security parameter k Security level `
jpj = jqj = k jnj = 2`

Scheme Encryption Decryption Encryption Decryption
Cost Cost Cost Cost

OTP|EPOC{3 41k[k]+2H 6k[k]+2H 12`[`]+2H 2`[`]+2H
OTP|EPOC{2 n = p2q 41k[k]+2H 29k[k]+2H 12`[`]+2H 9`[`]+2H
OTP|EPOC{1 41k[k]+1H 29k[k]+1H 12`[`]+2H 9`[`]+2H

OAEP{RSA n = pq 68[k]+2H 3k[k]+2H 68[`]+2H 3`[`]+2H
RSA e = 216 + 1 68[k] 3k[k] 68[`] 3`[`]

Fig. 1: E�ciency comparison of the di�erent FACT/RSA-based encryption schemes,
where \H" denotes the cost of a hashing and \u[k]" represents u multiplications mod-
ulo a k-bit integer

Under the most practical environment of using public-key cryptosystems, where a
public-key cryptosystem is used associated with symmetric encryption (e.g., triple-DES,
IDEA or any candidate of the AES), a typical example of the parameters is as follows:
�rst, any message and any list of messages can be encrypted (i.e., mLen = ?), then
gLen = kLen = 128 (or 256, according to the block-cipher), hLen = 64, and pLen =
RLen = k = 384 (to provide a similar security level than RSA{1024).

Compared to OAEP-RSA with a small exponent e (e.g.,216 + 1), although the en-
cryption speed of EPOC{3 is slower than that of OAEP, the decryption speed is much
faster.

5 Limitations

As for the limitations on the formal security proof in the random oracle model, our
comments are the same as those by [1].
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6 Intellectual Property Statement

NTT has �led patent applications (Japan, USA, UK, France and Germany) on the tech-
niques used in this contribution. NTT will license any resulting patent in a reasonable
and non-discriminatory fashion. A letter to this e�ect will be provided.
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