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Abstract

We present a practical three-move interactive identification scheme, ID-DL, and prove it
to be as secure as the discrete logarithm problem. ID-DL is almost as efficient as the Schnorr
identification scheme, which is not provably secure. We also present another practical iden-
tification scheme, ID-RSA, which is proven to be as secure as the RSA problem and almost
as efficient as the Guillou-Quisquater identification scheme; the Guillou-Quisquater scheme
is not provably secure. The elliptic curve version of ID-DL, ID-ECDL, is also suggested.
The identification schemes described in this contribution were originally presented at

Crypto’92 by the author [23].
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1 Background

Public-key based identification schemes are very useful and fundamental tools in many applica-
tions such as electronic fund transfer and online systems for preventing data access by invalid
users.
Identification schemes are typical applications of zero-knowledge interactive proofs [14], and

several practical zero-knowledge identification schemes have been proposed [1, 12, 11, 22]. How-
ever, the zero-knowledge identification schemes have the following shortcomings in practice,
where we simply call “black-box simulation zero-knowledge” “zero-knowledge”, since we do not
know of any effective measure to prove zero-knowledgeness except the black-box simulation
technique, although “auxiliary-input zero-knowledge” is more general than “black-box simula-
tion zero-knowledge”:

• A zero-knowledge identification scheme requires more than three interactions (three-moves
1) from Goldreich et al.’s result [13] unless the language for the proof is trivial. A zero-
knowledge protocol is less practical than the corresponding (three-move) parallel version
since interaction over a network often requires more time than that requested for the
calculations performed in these identification schemes. Although four-move and five-move
zero-knowledge proofs have been proposed [5, 10], these protocols impose considerably
larger communication and computation overheads compared to the three-move parallel
versions (especially Type 2 below).
Note: Here, the “(three-move) parallel version” denotes two types of protocols. One
(Type 1) is just the parallel execution of a zero-knowledge protocol (e.g., the three-move
version of the Fiat-Shamir scheme with k = 1 and t = Poly(|n|) [12]). The other (Type 2)
is a protocol that can be converted to zero-knowledge by executing the protocol repeatedly
many times and holding the security parameter of one repetition constant (e.g., the three-
move and higher-degree version of the Fiat-Shamir scheme [15, 22]). The communication
complexity of the Type 1 protocol is the same as that of the original zero-knowledge
protocol. Usually, the communication complexity of the Type 2 protocol is much less than
that of the corresponding zero-knowledge protocol (or Type 1).

• No zero-knowledge identification can be converted into a signature scheme using Fiat-
Shamir’s technique [12], which is a truly practical way of converting an identification
scheme into a signature scheme with a one-way hash function. This is because: if the
identification protocol is zero-knowledge, the signature converted from this identification
protocol through Fiat-Shamir’s technique can be forged by using the same algorithm as
the simulation for proving the zero-knowledgeness of the identification protocol. Therefore,
for example, the above-mentioned four-move and five-move zero-knowledge proofs [5, 10]
cannot be used to construct a signature scheme.

In contrast, the three-move identification schemes [1, 3, 12, 11, 15, 22, 27], which are the
parallel version (Type 2) of zero-knowledge proofs, have the following merits in practice.

1A scheme is called “one-move” if prover A only sends one message to verifier B, and is called “two-move” if
B sends to A and then A sends to B. “j-move” is defined in the obvious way.
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• The communication and computation overheads are smaller than those of the zero-knowledge
identification schemes.

• The three-move identification schemes can be converted into practical signature schemes
by using Fiat-Shamir’s technique.

How then can we prove the security of the three-move identification schemes? As men-
tioned above, the zero-knowledge notion seems to be ineffective for this purpose. Feige, Fiat
and Shamir [11] have developed an effective measure called “no-useful information transfer” to
prove the security of their three-move identification scheme. Ohta and Okamoto [22] have pro-
posed a variant called “no transferable information with (sharp threshold) security level,” which
characterizes the security level theoretically. Therefore, only “no-useful information transfer”
[11] and its variant [22] have been known to be effective in proving the security of three-move
identification schemes.
Some three-move identification schemes [11, 22, 3] have been proven to be secure assuming

reasonable primitive problems, in the sense of [11, 22]. The Feige-Fiat-Shamir identification
scheme [11], based on square root mod n, has been proven to be as secure as the factoring
problem. The Ohta-Okamoto scheme [22], which is the higher (the L-th) degree modification of
the Feige-Fiat-Shamir scheme, has been proven to be as secure (with sharp threshold security
level 1/K) as factoring, where v1/L mod n has at least K solutions (e.g., gcd(L, p− 1) = K; see
[22] for more detail conditions). The Brickell-McCurley scheme [3], which is a modification of
the Schnorr scheme [27], has been proven to be secure assuming the intractability of finding a
factor, q, of p− 1, given additional information g whose order is q in Z∗p, although the security
of their scheme also depends on the difficulty of the discrete logarithm.
Although their schemes are efficient, they have several shortcomings in practice: the trans-

mitted information size and memory size cannot be small simultaneously [11], and a priori fixed
value v (e.g., v is the identity of a user) cannot be used as a public key [22], (i.e., an identity
based scheme [28] cannot be constructed on this scheme). In addition, the security assumption
of [3] is stronger than the ordinary factoring problem (or the level of the provable security is
lower than those of [11, 22]).
In contrast, other previously proposed practical three-move identification schemes, the Schnorr

[27] and Guillou-Quisquater [15] schemes, have some merits compared to [11, 22, 3]: The secu-
rity of the Schnorr scheme depends on the discrete logarithm, which is a promising alternative
if factoring becomes tractable, since we have several different types of discrete logarithms such
as elliptic curve logarithms which may be more intractable than factoring. Moreover, the trans-
mitted information size and memory size with these schemes can be small simultaneously, while
it is impossible in [11]. The Schnorr scheme is more efficient than [3]. In addition, in the
Guillou-Quisquater scheme, a priori fixed value v can be used as the public key. Unfortunately,
the Schnorr and Guillou-Quisquater schemes are not provably secure. The difficulty of proving
the security of these schemes resides in the fact that the discrete logarithm and RSA inver-
sion have single solutions in restricted domains, that is, logg x mod p has a single solution (x

is in the restricted domain, {0, 1, . . . , ord(g) − 1 } ), and x1/e mod n has also a single solution
(gcd(e, φ(n)) = 1, φ is the Euler function).
This contribution presents three-move identification schemes that are proven to be as secure

as the discrete logarithm or RSA inversion. The schemes inherit almost all of the merits of
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the Schnorr and Guillou-Quisquater schemes and at the same time are provably secure. That
is, these schemes are almost as efficient as the Schnorr and Guillou-Quisquater identification
schemes from all practical viewpoints such as communication overhead, interaction number,
required memory size, and processing speed. In addition, the new schemes duplicate the other
advantage of the Guillou-Quisquater scheme: they can be used to construct the identity based
schemes.

2 Description of Identification Schemes

2.1 Overview

This section describes the two proposed identification schemes, ID-DL and ID-RSA: ID-DL is
as secure as the discrete logarithm problem, and ID-RSA is as secure as the RSA problem.
These schemes are specified by (G, (A,B)), where G is the key generation operation, (A,B) is
the three-move interactive protocol between A (prover) and B (verifier).

2.2 ID-DL

2.2.1 Key Generation: G
The input and output of G are as follows:
[Input ] Security parameter l, which is a positive integer.

[Output ] A pair of public-key, (p, q, g1, g2, t, v), and secret-key, (s1, s2).

The operation of G, on input 1l, is as follows:
• Select primes p and q such that q|p− 1 and |q| = l. (e.g., q ≥ 2160, and p ≥ 21024.)
• Select g1, g2 of order q in the group Z∗p, and an integer t = O(|p|). (e.g., t ≥ 20.) Here, if
g2 is calculated by g2 = g

α
1 mod p, α can be discarded after publishing g2.

• Select random integers s1, s2 in Zq, and compute v = g−s11 g−s22 mod p.

Remark: (p, q, g1, g2, t) can be published by a system manager and used commonly by all
system users as a system parameter. The system manager should then also publish some in-
formation to confirm to users that these parameters were selected honestly. For example, (s)he
publishes some witness that no trapdoor exists in p, g1, g2, or that these values are generated
honestly. Since the primality test for p and q is fairly easy for users, they can confirm for
themselves that g1 and g2 are both of order q. When, as described above, the system param-
eter is generated and published by each user individually, (s)he does not need to publish such
information.
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2.2.2 Interactive Protocol: (A,B)

The input and output of (A,B) are as follows:

[Input ] The common (shared) input between (A,B) is the public-key (p, q, g1, g2, t, v), and
the private (secret) input of A is the secret-key (s1, s2).

[Output ] B’s decision (accept or reject).

The protocol (A,B) is as follows:

1. A picks random numbers r1, r2 ∈ Zq, and computes

x = gr11 g
r2
2 mod p,

and sends x to B.

2. B sends a random number e ∈ Z2t to A.
3. A sends to B (y1, y2) such that

y1 = r1 + es1 mod q, and y2 = r2 + es2 mod q.

4. B checks that
x = gy11 g

y2
2 v
e mod p.

If it holds, B accepts, otherwise rejects.

2.3 ID-RSA

2.3.1 Key Generation: G
The input and output of G are as follows:
[Input ] Security parameter l, which is a positive integer.

[Output ] A pair of public-key, (a, k, n, v), and secret-key, (s1, s2).

The operation of G, on input 1l, is as follows:
• Select primes p, q, k, and compute n = pq such that gcd(k, φ(n)) = 1, |k| = O(l), and
|n| = l where φ(n) = lcm(p − 1, q − 1). (e.g., k ≥ 220, n ≥ 21024 ) Here, p, q can be
discarded after publishing n.

• Select random number s1 ∈ Zk, and random numbers a, s2 ∈ Z∗n, and compute v =
a−s1s−k2 mod n.

Remark: (a, k) can be common among users as the system parameter.
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2.3.2 Interactive Protocol: (A,B)

The input and output of (A,B) are as follows:

[Input ] The common (shared) input between (A,B) is the public-key (a, k, n, v), and the
private (secret) input of A is the secret-key (s1, s2).

[Output ] B’s decision (accept or reject).

The protocol (A,B) is as follows:

1. A picks random numbers r1 ∈ Zk and r2 ∈ Z∗n, and computes

x = ar1rk2 mod n,

and sends x to B.

2. B sends a random number e ∈ Zk to A.
3. A sends to B (y1, y2) such that

y1 = r1 + es1 mod k, y2 = a
b(r1+es1)/kcr2se2 mod n.

4. B checks that x = ay1yk2v
e mod n. If it holds, B accepts, otherwise rejects.

2.4 ID-ECDL: Elliptic curve version of ID-DL

Recently, many researchers have examined elliptic curve cryptosystems, which were firstly pro-
posed by Miller and Koblitz [19, 16]. The elliptic curve cryptosystems which are based on
the elliptic curve logarithm over a finite field have some advantages than other systems: the
key size can be much smaller than the other schemes since only exponential-time attacks have
been known so far if the curve (with trace t 6∈ {0, 1, 2}) is carefully chosen [17, 21, 26, 29, 31],
and the elliptic curve discrete logarithms might be still intractable even if factoring and the
multiplicative group discrete logarithm are broken.
The techniques to construct cryptosystems based on the elliptic curve logarithm over a finite

field [16, 17, 19] can be straightforwardly applied to our Identification scheme, ID-DL.
The elliptic curve version of ID-DL (ID-ECDL) has the significant property that ID-ECDL

is proven to be as secure as the intractability of the elliptic curve discrete logarithms.

3 Attributes and Advantages of ID-DL, ID-ECDL and ID-RSA

The advantages of the proposed identification schemes, ID-DL and ID-RSA, are their efficiency
and provable security. As for efficiency, ID-DL and ID-RSA are almost as efficient as the Schnorr
and Guillou-Quisquater (GQ) schemes, respectively. As for security, ID-DL and ID-RSA are as
secure as the discrete logarithm and RSA problems, respectively.
Here we compare the properties of ID-DL, ID-ECDL, ID-RSA, Schnorr, Guillou-Quisquater

(GQ), and Feige-Fiat-Shamir (FFS).
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Table 1: Comparison of Identification Schemes

ID-DL Schnorr ID-ECDL ID-RSA GQ FFS

Provably secure? Yes No Yes Yes No Yes

Primitive problem DL DL ECDL RSA RSA Fact.

System parameter size (bits) 3232 2208 640 1044 20 0

Public key size (bits) 1024 1024 160 2048 2048 20480

Secret key size (bits) 320 160 320 1044 1024 20480

Communication amount (bits) 1364 1204 500 2088 2068 2068

Computation amount (Prover)

(# of 1024-bit modular 280 240 34 67 61 11

multiplications)

Computation amount (Verifier)

(# of 1024-bit modular 280 240 34 38 35 11

multiplications)

We assume that moduli p and q for ID-DL and Schnorr are 1024 bits and 160 bits respectively,
and modulus n for ID-RSA, Guillou-Quisquater (GQ), and Feige-Fiat-Shamir (FFS) is 1024 bits.
The size of the finite field and q for ID-ECDL are 160 bits. The challenge from the verifier is
assumed to be 20 bits.
Here, we estimate the performance of unsophisticated implementations, since the purpose

of this comparison is to relatively compare some schemes with the same primitive problem
(e.g., our scheme 1 and Schnorr), and many sophisticated techniques (e.g., [20, 2]) can be fairly
evenly applied to the schemes with the same primitive problem. We assume the standard binary
method and the extended binary method (4.6.3 ex.27 in [18]) for the modular exponentiation.
In addition, we assume that the group addition on the elliptic curve costs 5 times as much as
the modular multiplication of the finite field does.

4 Security Assessment of ID-DL, ID-ECDL and ID-RSA

This section shows our security assessment of ID-DL, ID-ECDL and ID-RSA (See Appendix for
the proofs of these theorems).

Definition 4.1 The discrete logarithm is (non-uniformly) intractable, if any family of boolean
circuits, which, given properly chosen (g1, g2, p, q) in the same distribution as the output of key
generator G, can compute the discrete logarithm α ∈ Zq (g2 = gα1 mod p) with non-negligible
probability, must grow at a rate faster than any polynomial in the size of the input, |p|.

Definition 4.2 RSA inversion is (non-uniformly) intractable, if any family of boolean circuits,
which, given properly chosen (a, k, n) in the same distribution as the output of key generator
G, can compute a1/k mod n with non-negligible probability, must grow at a rate faster than any
polynomial in the size of the input, |n|.
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Theorem 4.3 Identification scheme ID-DL is secure if and only if the discrete logarithm is
intractable.

Corollary 4.4 Identification scheme ID-ECDL is secure if and only if the elliptic curve discrete
logarithm is intractable.

Theorem 4.5 Identification scheme ID-RSA is secure if and only if the RSA inversion problem
is intractable.

5 Limitations

There is no specific limitation in the proposed identification schemes.

6 Intellectual Property Statement

NTT has filed patent applications only in Japan on the techniques used in this contribution.
NTT will license any resulting patent in a reasonable and non-discriminatory fashion.
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Appendix: Proofs of Theorems

1 Definition of Secure Identification

1.1 Identification

Definition 1.1 An identification scheme consists of two stages:

1. Initialization: In this stage, each user (e.g., A) generates a secret key (e.g., SKA) and a
public key (e.g., PKA) by using probabilistic polynomial-time generation algorithm G on
input of the key size. A link between each user and its public key is established. Note
that in some schemes a part of the public key can be commonly shared among all users as
a system parameter.

2. Operation: In this stage, any user (e.g., A) can demonstrate its identity to a verifier by
performing some identification protocol related to its public key (e.g., PKA), where the
input for the verifier is the public key (e.g., PKA). At the conclusion of this stage, the
verifier either outputs “accept” or “reject”.

1.2 Security of Identification schemes

We define a secure identification scheme based on the definition (the “no useful information
transfer”) given by Feige et. al. [11].

Definition 1.2 A prover A (resp. verifier B) is a “good” prover denoted by A (resp. “good”
verifier denoted by B), if it does not deviate from the protocols dictated by the scheme. Let Ã
be a fraudulent prover who does not complete the Initialization stage of Definition 1.1 as A and
may deviate from the protocols (so another person/machine can simulate Ã). B̃ is not a good
B. Ã and B̃ are assumed to be polynomial time bounded machines, which may be nonuniform.
An identification scheme (A,B) is secure if

1. (A,B) succeeds with overwhelming probability.

2. There is no coalition of Ã, B̃ with the property that, after a polynomial number of exe-
cutions of (A, B̃) and relaying a transcript of the communication to Ã, it is possible to
execute (Ã,B) with non-negligible probability of success. The probability is taken over
the distribution of the public key and the secret key as well as the coin tosses of A, B̃, Ã,
and B, up to the time of the attempted impersonation.

Remark: When an identification scheme is “witness hiding” [9] and an interactive proof of
“knowledge” [11], this scheme is secure in the sense of Definition 1.2. This is roughly because
if there exists (Ã, B̃) with non-negligible probability of success, we can construct a knowledge
extractor (from the “knowledge soundness”), which leads to contradiction with “witness hiding”.
Thus there are two ways to prove the security of Definition 1.2: One is to prove it directly as in
[11, 22], and the other way is to prove that a scheme is “witness hiding” and an interactive proof
of “knowledge”. Some schemes such as [22] seem to be proven only in the former way, since the
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knowledge soundness is sometimes hard to prove (e.g., [22]). Here we will prove our schemes in
the former way, since it is compatible with the way to prove it by a variant of Definition 1.2,
[22], to be described below, although we can also use the latter approach.

2 Lemma

Here, we show a definition and lemma in preparation for the proofs.

Definition 2.1 Let RA denote Ã’s random tape, andRB denoteB’s random tape. The possible
outcomes of executing (Ã,B) can be summarized as a large Boolean matrix H whose rows
correspond to all possible choices of RA. Its columns correspond to all possible choices e of RB,
and its entries are 1 if B accepts Ã’s proof, and 0 if otherwise.
When the success probability of Ã is ε (or the rate of 1-entries in H is ε), we call a row heavy

if its ratio of 1’s is at least ε/2.

Lemma 2.2 If, given A’s public key (p, q, g1, g2, t, v), the success probability, ε, of Ã is greater
than 2−t+1, then there exists a probabilistic algorithm which runs in expected time O(‖Ã‖/ε)
and outputs the history of two accepted executions of (Ã,B), (x, e, y1, y2) and (x, e

′, y′1, y′2),
where e 6= e′. Here, ‖Ã‖ denotes the time complexity of Ã. The success probability ε is taken
over the coin tosses of Ã and B.

Proof:

Assume that at least 1/2 of the 1’s in H are not located in heavy rows. Then the fraction

of non-heavy rows in H, which we denote τ , is estimated as follows: τ ≥ 2tε/2
2tε/2−1 > 1. This is

a contradiction. Therefore, at least 1/2 of the 1’s in H are located in heavy rows. Since ε is
greater than 2−t+1 and the width of H is 2t, a heavy row contains at least two 1’s. To find two
1’s in the same row, we thus adopt the following strategy:

1. Probe O(1/ε) random entries in H (or pick (RA, e) randomly and check it, and repeat
this until successful).

2. After the first 1 is found (or accepted (x, e, y1, y2) with RA is found), probe O(1/ε) random
entries along the same row (or probe (x, e′, y′1, y′2) with the same RA).

Since at least 1/2 of the 1’s in H are located in heavy rows, this strategy succeeds with constant
probability in O(1/ε) probes. ¶

3 Proof of Theorem 4.3 for ID-DL

Theorem 4.3
Identification scheme ID-DL is secure if and only if the discrete logarithm is intractable.
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Proof:

(Only if:)
Suppose that the discrete logarithm is not intractable. Clearly a (nonuniform) polynomial

time machine can calculate (s′1, s′2) satisfying v = g
−s′1
1 g

−s′2
2 mod p with non-negligible probabil-

ity. Thus Identification scheme 1 is not secure.
(If:)
To prove the “If” part, we show that if Identification scheme 1 is not secure, then, given

(g1, g2, p, q) with the same distribution as the output of key generator G, the discrete logarithm
α ∈ Zq (g2 = gα1 mod p) can be computed by a polynomial time machine P with non-negligible
probability.
Assume that Identification scheme 1 is not secure. Then (Ã,B) can be accepted with non-

negligible probability ε after O(|p|c) executions of (A, B̃). The complete history of the executions
of (A, B̃) and (Ã,B) can be simulated by one polynomial time procedure P , which may be
nonuniform, if P knows A’s secret key.
To calculate the discrete logarithm α ∈ Zq (g2 = gα1 modp), given (g1, g2, p, q), P firstly

chooses s∗1, s∗2 ∈ Zq randomly, and calculates v = g−s
∗
1

1 g
−s∗2
2 mod p.

Then, using (s∗1, s∗2) as A’s secret key, P simulates (A, B̃) as well as (Ã,B). So, for (v, g1, g2, p, q),
after simulating O(|p|c) executions of (A, B̃), P tries to find two accepted interactions of (Ã,B),
(x, e, y1, y2) and (x, e

′, y′1, y′2) (e 6= e′). From Lemma 2.2, this is possible with overwhelming
probability, since ε is non-negligible i.e. greater than 2−t+1.
P can then calculate (s1, s2) = ((y1 − y′1)/(e− e′) mod q, (y2 − y′2)/(e− e′) mod q) by

y1 = r1 + es1 mod q, y2 = r2 + es2 mod q,

y′1 = r1 + e
′s1 mod q, y′2 = r2 + e

′s2 mod q.
There are q solutions of (s1, s2) that satisfy v = g

−s1
1 g

−s2
2 mod p, given (v, g1, g2, p, q). Even

an infinitely powerful B̃ cannot determine from x’s, y1’s, and y2’s sent by A during the execution
of (A, B̃) which (s1, s2) satisfying v = g

−s1
1 g

−s2
2 mod p is actually used. To prove this, for two

different solutions, (s1, s2) and (s
∗
1, s
∗
2) satisfying v = g

−s1
1 g

−s2
2 ≡ g−s∗11 g

−s∗2
2 (mod p), we show

that even an infinitely powerful B̃ cannot determine which solution was used from x’s, y1’s,
and y2’s. When r

∗
1 = r1 + e(s1 − s∗1) mod q and r∗2 = r2 + e(s2 − s∗2) mod q, the following three

equations hold.

x = gr11 g
r2
2 ≡ gr

∗
1
1 g
r∗2
2 (mod p),

y1 = r1 + es1 ≡ r∗1 + es∗1 (mod q),

y2 = r2 + es2 ≡ r∗2 + es∗2 (mod q).

In addition, the distributions of (r1, r2) and (r
∗
1 , r
∗
2) are exactly equivalent even if they satisfy

the above relation. Hence, although P knows (s∗1, s∗2), (s1, s2), which is calculated by P by
simulating the operations of (A, B̃) and (Ã,B), is independent from (s∗1, s∗2).
Therefore, (s∗1, s∗2) which was randomly chosen by P at first is different with probability

(q − 1)/q from (s1, s2). Thus, α can be calculated with probability (q − 1)/q from (s1, s2)
and (s∗1, s∗2) such that α = (s1 − s∗1)/(s∗2 − s2) mod q. The total success probability of P is
non-negligible.
This contradicts the intractability assumption of the discrete logarithm. ¶
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4 Proof of Theorem 4.5 for ID-RSA

Theorem 4.5 Identification scheme 2 is secure if and only if RSA inversion is intractable.

Proof:

(Only if:)
Suppose that the RSA inversion is not intractable. Clearly a (nonuniform) polynomial time

machine can calculate (s′1, s′2) satisfying v = a−s
′
1s′2
−k mod n with non-negligible probability.

Thus Identification scheme 2 is not secure.
(If:)
To prove the “If” part, we can prove this in a manner similar to the “if” part proof of

Theorem 4.3. So we only sketch the different points here.
First, P chooses s∗1 ∈ Zk, and s∗2 ∈ Z∗n randomly, and calculates v = a−s∗1s∗2−k mod n.
Then, for (a, k, n, v), P finds (x, e, y1, y2) and (x, e

′, y′1, y′2) (e 6= e′) by the technique of
Lemma 2.2.
Next, P calculates s1 = (y1−y′1)/(e−e′) mod k, and r1 = y1−es1 mod k. P then calculates

X,Y as follows:

X =
y2/a

b(r1+es1)/kc

y′2/ab(r1+e
′s1)/kc mod n (= s

e−e′
2 mod n),

Y = 1/(vas1) mod n (= sk2 mod n).

Since gcd(k, e− e′) = 1 (as k is prime), P can compute α, β satisfying α(e− e′)+ βk = 1 by the
extended Euclidean algorithm. Hence P calculates s2 = X

αY β mod n.
There are k solutions of (s1, s2) that satisfy v = a

−s1s−k2 mod n, given (v, n, a, k). Even an
infinitely powerful B̃ cannot determine from x’s, y1’s, and y2’s which (s1, s2) was actually used.
P then obtains (s1, s2), (s

∗
1, s
∗
2) (si 6= s∗i ) such that v = as1sk2 ≡ as

∗
1s∗2
k (mod n), so

a(1/k)(s1−s∗1) ≡ s∗2/s2 (mod n). After repeating the above procedure, P obtains another (s′1, s′2),
(s′∗1 , s′∗2 ) (s′i 6= s′∗i ) such that a(1/k)(s

′
1−s′∗1 ) ≡ s′∗2 /s′2 (mod n) with non-negligible probabil-

ity. If gcd(s1 − s∗1, s′1 − s′∗1 ) = 1, then P can calculate a1/k mod n. The probability that
gcd(s1 − s∗1, s′1 − s′∗1 ) = 1 is more than a constant, since s∗1, s′∗1 is selected randomly and s1, s′1 is
independent from s∗1, s′∗1 . Thus, the total success probability of P is non-negligible.
This contradicts the intractability assumption of RSA inversion. ¶
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