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Abstract

We consider the impact of the possibility of decryption failures in proofs of security for
padding schemes,where these failures are both messageand key dependert. We explain that
an average casefailure analysis is not necessarilysu cien t to achieve provable security with
existing CCA2-secureschemes. On a positive note, we introduce NAEP, an e cien t padding
scheme similar to PSS-E designedespecially for the NTRU one-way function. We show that
with this padding scheme we can prove security in the presenceof decryption failures, under
certain explicitly stated assumptions. We also discussthe applicability of proofs of security to
instantiated cryptosystemsin general, introducing a more practical notion of cost to describe
the power of an adversary.

1 Intro duction

The issueof nding a correct padding schemefor NTRUENcrypt[8] has beenan open one for some
time, and incorrect choices of padding scheme have led to various attacks [13, 15, 16]. These
schemeswere awed due to there being either a standard chosenciphertext attack against them,
or an attack in which the adversary takes advantage of the fact that NTRU decryption sometimes
fails to decrypt validly formed ciphertexts.

Most recertly a CCA2-securepadding schemefor NTRUEnNcryptwas givenin [16], but the proof
neglectsto take decryption failures into accourt, and is thus awed when instatiated with current
NTRUEnNcrypt parameter sets. Suc ideasare explored further in [12].

In this paper we give the rst full proof of security of an NTRUEnNcrypt padding scheme, and
explicitly state all the assumptionsthat the security rests on. Some of these assumptionsare a
little dierent from those commonly met in cryptography, just as is the existenceof decryption
failures on validly formed ciphertexts. The motivation for making such assumptionsis driven by
the following thoughts: it is theoretically interesting to considerthe impact of the possibility of
decryption failures on encryption schemes,the assumptionsare apparertly true, and making such
assumptionsyields practical improvemens for NTRUENcrypt

The padding schemewe proposeuseshashfunctions in a similar way to PSS-E[6], though there
are seeral modi cations which are speci ¢ to the NTRU one-way function. The major cortribution
of this paper is shaving that this construction is still securein the presenceof decryption failures,
and making clear the necessaryassumptions.



The proof technigue we useallows us to prove security for any particular NTRUEnNcryptparame-
ter set, assumingthe hardnessof inverting an assaiated one-way function. Here, we use\parameter
set" in a broad senseto denote not simply the spacesthat di erent secretvaluesare chosenfrom
but the generation methods that de ne their distribution within those spaces.Note that dierent
choices of parameter sets or algorithms lead to di erent one-way functions!, and eah parameter
set chosenshould be carefully studied to ensurethat the assaiated function is, in fact, ashard as
required.

An additional contribution of this paper is a discussionof the applicability of proofs of security
to real parameter sets. We intro duce a cost function which allows us to capture the meaning of a
statemert like \eighty-bit security". Using this function, we are able to broaden the discussionof
key-speci ¢ security issuesto encompassnot simply decryption failures, but weak keys of any sort.

1.1 Notation

Let R = Z[X]=(XN 1) for someglobal (prime) parameterN 2 Z. For any a;b2 R wewill usea b
to denotethe natural (convolution) multiplication of elemerns of R, and a+ bto denotethe natural
(componert wise) addition of elemens of R. We will use® R to denotethe set of elemerts of R
whosecoe cien ts are restricted to be binary, use Ry R to denotethe setof elemerts of R whose
elemerts have exactly d ones,and useli?[dl;dz) R to denotethe setof elemerts of R whoseelemerts

have a number of oneg in the range[d:; d). We useR to denotethe spaceli?[(,\, q)=2:(N + q)=2) Which
is commonly usedin NTRUEnNcrypt for given global parametersN;q2 Z.

We will denote the modular subrings of R by R, = R=mR for somem 2 Z[X]. We will
consideronly the caseswhen m has degree0 or 1. When m 2 Z there is a natural represenation
of elemens of R, by elemens of R whosecoe cien ts are restricted to lie betweenOand m 1.
For any a;b2 R, we will usea bto denotethe natural (convolution) multiplication of elemerts
of Ry, and a+ bto denotethe natural (componert wise) addition of elemens of R,. If a2 R and
b2 Ry, or vice versa,then the product a b, and sum a+ b, will be consideredto be elemers of
Rm rather than R, unlessstated otherwise.

In the following we will often deal with bit strings of length N, which we denote B = f0; 1gN,
and elemerts of R. Clearly there is a bijective mapping betweenthe two sets; mapping coe cien ts to
bits. We shall usehats to denote elemerts of R, and upsidedown hats to denotethe corresponding
elemernts of B, e.g. if 42 R, then a2 B with the i'th bit setif and only if the i'th coe cien t of &
is one (and vice versa). We let By B denote the subsetof B whoseelemerts are the bit-strings
with exactly d ones.

Wewrite s © S to denotethe processof picking an elemen s from a setS uniformly at random.

1.2 Abstract security notions

The standard speci cation of an encryption schemeincludes a parameter generation algorithm G,
which takesas input a security parameter 1¥ (typically written in unary notation), and returns a
parameter set P. Suc a generalalgorithm hasnot beenspeci ed for NTRUEnNcryptto date; instead
seweral explicit parameterssets have beengiven.

In this report we will assumethe existenceof a parameter generation algorithm G for NTRU-
Encrypt and we will explicitly state the properties we expect of it. We do this so that we may

1Though we do not rule out the possibility of proving some equivalencesvia reduction algorithms.
°Note that di;d» neednot be integers.



give a standard proof of security, which is classically stated in an asymptotic sensein the security
parameter k.

Denition 1 A function :N! R is saidto be negligibleif for every constantc 0, there exists
an integer ke suchthat (k) < k ©for all k k.

We note that although they are conceptually attractiv e, standard proofs of security do not, by
themseles, give assurance®f security for any xed parameter sets. This point is discussedfurther
in section 3.1, where we state somefurther assumptionsthat are necessaryfor practical security.

For a given parameter set P, the encryption stchemeis speci ed by three algorithms

K: Rk! PK SK
E: PK M Rg! C
D: SK C! M;

called the key geneation, encryption and decryption algorithms respectively. The spacesR g, PK,
SK, M, Rg, C are called the key-genrandomness public key, secret key, message encryption
randomness and ciphertext spacerespectively.

Classically if (pk ;sk )  K( ) then the algorithms should satisfy

D(sk ;E(pk ;M;r)) = M

forall 2Rk, M2M andr 2 RE.
In this paper we shall relax this requiremert slightly, and only require that forall M 2 M,

Pr[D(sk ;E(pk ;M;r)) 6 M] p (K)

for somenegligible function p (with k takento be su cien tly large), and where this probability

is de ned over ° Rk and r R REe. We give an explicit construction of such a cryptosystem,
from the NTRU family of pseudo-trapdoor one-way functions (we use pseudo-trapdoor to mean a
trap door that is not guaranteed to work; seesection 2.5 for more details).

For notational conveniencewe will often drop the public and secretkey input to E and D, and
alsodrop the subscript from sk and pk.

Denition 2 We sayatime t algorithm A is a (t; )-chosenciphertext algorithm, with advantage
in attacking a randomizel encryption scheme(K; E; D) if there are a pair of sukalgorithms

Ai: PK!' M M S
A,: C S! f01g

suchthat if (Mo;M1;s)  A1(pk) then
jPriAz(c;s)=b] 12 = (1=2)

where ¢ E(M ;r ) for somer 2 Rg,andM = My for someb 2 f0;1g. This prokability is

de ned over the choice of r 7 Rg, b 2f0;1g and 2 Rg.
The algorithms (A1;A,) have accessto a decryption oracle D, which they can call on all but
the challenge ciphertext ¢ , but they must make all hashfunction calls to Hq;:::Hp public.



The set S is just a meansby which algorithm A1 can passstate to algorithm A,. For notational
corveniencethis will typically beignored.

This de nition capturesthe notion of an adversarybeingableto distinguish betweenencryptions
of somemessaged  and M ; regardlessof the randomnessr used(which would meanthat r is not
playing a usefulrole). Allowing the adversarial algorithms accesgo a decryption oracleis important
becausea high level protocol may well give away some information about ead encryption; an
adversary who cannot succeed even when given a decryption oracle, cannot succeedf given partial

we are working in the random oracle model as proposedin [1].

If there is no e cient algorithm A for a given encryption scheme, that schemeis said to have
the property of being indistinguishable against adaptive chosen-ciphertextattack, often abbreviated
to IND-CCA2 The property of being IND-CCA2is widely acceptedas being the \right" one for a
public-key cryptosystem to aim for.

2 NAEP

2.1 Parameter sets

In this section we considerwhat is meart by an NTRUEnNcryptparameter set P. At the end of the
section we will discusshow these quartities grow with the security parameter k.
An NTRUEnNcryptparameter set P consistsof the following:

aprimeN 2 Z, N = ( k).
amodulusg2 Z,q= ( k).

a polynomial p 2 Z[X] of degreeat most one, and with small coe cien ts, and invertible when
viewed as an elemen of Ry,

three public functions:
genf: Ry ! S
geng: Rg! Sy
genr: R,! S

three integersds ;dg;dr 2 Z,
a function center : Rq! R.

Here the sets R¢;Rg; R, are appropriate spacesof randomness,and the sets S¢;Sg; S, are
rangesfor the functions. Note that the actual imagesof the functions may be a subset of these
ranges,and the elemerts in the image do not necessarilyoccur with exactly the sameprobability,
even when the preimageis chosenuniformly at random. It is assumedthat S¢;Sg; S, R, and for
allf 25,928y, r2S wehavef (1) = df, g(1) = dg, r(1) = dr respectively.

For NAEP the functions genf and gengare assumedo output elemers of R which areinvertible
when viewed as elemerts of Rq. There are no known restrictions on the integer g. For all valuesof
g 2 Z the chanceof picking non-invertible elemerts can be shavn to be very low [11]. The e ciency
of genf and geng is therefore not greatly impacted by this invertibilit y requiremert. The output
of genf should also be invertible when viewed over Ry; this, too, should not impact e ciency [11].



In terms of the security parameterk, the above quartities have the following characteristics: pis
always xed to bethe integer 2 or the polynomial 2+ X, the integersN;g= ( k), the running times
of the algorithms genf; geng, genr are quasi-linearin k, and logjRj = logjRgj = logjRj = ( k).

Further considerationson the choice of genf, geng, genr are given in appendix C. NAEP uses
two hash functions:

G: fo1gN ' f0;1g ! R
H: fo;1gN ! f0;1gN

which will be modeledasrandom oraclesin the proof of security. In terms of the security parameter,
wewish | = ( k), andalsoN |= ( k).

Assumption 1 We assumethat a parameter geneation function G may be found to geneate the
alove quantities, with the speci e d asymptotics.

Although no general parameter generation function G has been described for NTRU, a par-
ticular parameter set has been decided on, which we refer to as Pg, where hN; q;df ;dg; dri =
h251; 239 145 72, 72i. The algorithms geng and genr simply pick elemers of Ii?dg, Ii?dr uniformly
at random. The algorithm genf picks an elemen f °2 Rz, uniformly at random, and then lets
f = 2f %+ 1. More details of this parameter set are given in EESS#1, version 2 [4].

We are now able to introducethe rst (of sewral) assumptionsthat are important to the proof
proof of security, namely

Assumption 2 There exists a negligible function | suchthat for su ciently large k we havethat

r r (K), where
( )
r = max Pr [genr( ) =r]
r2 Sy % ;
For the parameter setPg, we clearly havethat , = ('}'r ) 2129 ' though of coursewe would

have to say how d, variesasa function of k for usto know whether , is asymptotically negligible3.

Assumption 3 There exists a negligible function e, such that for su ciently large k we have
that cen cen(K), where

cen = Pr[center(f W+p r gmodg6f wW+p r g

where f = genf( ), 9= geng( ¢), r = genr( ) and the prokability is de ned over ¢ R Rt; ¢ R

Rgi + RiW N R

The role of center is to take the modular quartity (f W+ p r gmodq) and return the
non-modular quartity (f W+ p r g). Appendix A givestwo (similar) techniquesfor doing this,
centerl and center2 , both of which require w 2 R and dr ; dg; dr to be known.

It is far harder to approximate the quantity e, than  becauseit dependson a particular
certering algorithm. The certering technique centerl will only fail to recover the non-modular
quartity if the spreadof coe cients off W+ p r gisatleastg. The certering technique center2
will fail to recover the non-modular quartity only if one or more coe cien ts dier from N=2 by

3And as mentioned above a general parameter generation function G has not been specied to date, though if
d- N=3,then  would certainly be negligible.



more than g=2. The probability of a failure for either algorithm can be estimated theoretically
under some simplifying assumptionswhich appear to match experimental results well [19]. If no
rigorous bound can be proved, then good evidenceshould be supplied, and the above assumption
should be clearly made, sincethis property strongly impacts the proof of security of NAEP.

For the parameter set Py it is estimated that for center2 o, 2 27, and for centerl
cen 2 156 [19].

2.2 Key generation

Key generationis speci ed by:

1. Pick & R¢ andlet f = genf( ). Letf, ! denotethe inverseof f in Rq, and let fo 1 denote
the inverseof f in Rp.

2. Pick °F Ry and let g = geng( 9. Note g should be invertible in Ry,
3. leth=g fy12R,.

The public key is h 2 Rq and the above global parameters,while the private keyisf 2 S R,
f, 12 Ry
p p
Note that the quartity f , 1 neednot be part of the explicit output of key generationif genf is
designedsud that f, L is always a constart. For example,if f = 1+ p f asin the parameter set
Po, then f L will always be 1.

2.3 The NTR U Hard Problem and One-W ay Function
The one-way function underlying NTRU is:
F:R S ! Rq
F(W;r) = wW+r p h;

whereq;N 2 Z, p2 Z[X], h 2 Rq are given by the output of key generation. We note that G(1X) is
assumedto yield parameters,for which there is a algorithm to compute F in time polynomial in k
(indeed using fast multiplication techniquesthere is an algorithm quasi-linearin N, and hencek).

De nition 3 (The P-NTRU problem) For a parameter set P, we denote by Sucgyy,(A;P) the

suaessprobability of any adversary A for nding a preimageof F,
" #

MWer9 A(ch)  (pk=h;sk K:w R

Sucqi, (AsP) = Pro -
Gy (A:P) st: FMSrY=c  r genr(); " Ryjc= F(Wir)

Assumption 4 (The G-NTRU assumption) For every prokakalistic polynomial (in k) time algo-
rithm A there existsa negligiblefunction a suchthat for su ciently largek, wehaveSucqy, (A;P)
A (K).

In appendix B we show an equivalencebetweenthe P-NTRU problem and a particular kind of
module CVP instance. Although this equivalenceis not essetial for the proof of security it may
give the reader someinsight in to the properties of the NTRU one-way function. Indeed the best
known attacks against NTRUEnNcrypt [5, 14] consider the module structure as a lattice, and use
lattice reduction techniquesto recover W and r.

Notice that by talking about preimagesrather than an inverse of F, we do not necessarily
assumethat W;r are uniquely de ned by c. This point is discussedfurther in section 2.5.
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2.4 Encryption
To encrypt a messageM 2 f0;1gN ! using NAEP one usesan auxillary function
compress(x) = (x mod g) mod 2;

that is, the coe cien ts of the modular quartity x mod q are put in to the interval [0; g), and then
this quartity is reducedmodulo 2. If g is even, then this is simply equivalent to x mod 2, though
we do not restrict our parameter choicesto oneswhereqis even (e.g. seePg). The role of compress
is to just reducethe sizeof the input to the hashfunction H for gainsin practical e ciency 4. The
encryption algorithm is then speci ed by:

1. Pick " f0;1g.

2. Let =G(M; ), r=genr( ), $=compresgp r h),andw= (Mjj ) H(s).
3. If W62R, goto step 1.

4. Letc= F(W;r) 2 Rq.

In practice, with the parameter set Pg, the chance of W 62R at step 3 is approximately 2 2°7;
see[19] for more details. This meansthat in practice this test is not implemented. The test has
no impact on the proof of security, even if the probability is considerably more than 2 &° say, but
if it doesfail, then the decryption algorithm is guaranteed to fail to decrypt the ciphertext c. We
will denotethis algorithm ¢ E(M; ).

2.5 Decryption

To decrypt a messagec 2 Rq one doesthe following:

1. Let a= center (f cmodqg). With very high probability center is such that we will have
a=f wW+p r g, although there is a small probability cen that this step will fail to recover
this correct a.

2.1ff = 1+ p fQ(asin the parameter set Pp) then simply let w = a mod p, otherwise let
w="f,* amodp.

3. Lets’=¢c W.

4. Let $ = compress(sY.

5. Let Mjj =w H(s), r=genr(G(M; )).

6. 1fp r h=smodq, and W 2 R, then return the messageM , elsereturn the string \in valid
ciphertext".

Since there is a possibility of failing to invert the function F, we call the NTRU family of
functions, a pseudo-tepdoor one-way function family.

We note that with the NTRU one-way function we also cannot rule out the possibility that there
are two pairs (W1;rq);(We;r2) 2 R S;, sudch that

p ri h+wi=p ro h+wW,=cmodg;

“The proof of security would exactly work in the sameway if compress was the identit y function.



in which caseF 1(c) is not well de ned mathematically. Howewver we can of coursede ne it to
be the (W;r) retrieved by performing the above NTR U \in verse" procedure. By the fact that this
processis successfulwhenewer center is successful,we obsene that \any other" solutions would
fail the certering process,which happenswith small probability cen.

We note that allowing for the caseof key and messagedependent decryption failures does not
fall in to the classicalnotion of a public key encryption stcheme, as discussedbriey in [17]. In this
report we do not try to fully classify the theoretical properties of sudh schemes, but instead we
argue that the above NAEP schemeis indistinguishable from onethat always succeeddo decrypt,
if one can ensurevarious explicitly stated probabilites are su cien tly small.

Sudh probabilities are not normally consideredin standard CCA2 proofs of security, and sowe
must be careful to do this correctly. The main subtlety hereis that sincethe failures are message
dependert, we must calculate the chance of decryption failures, given that the messagesnay be
adversarially chosen.

In section 3 we show that by choosing the above padding scheme, the adversary's power in
choosingM doesnot translate to a power in choosingW or r, and thus we can prove security using
the following average caseprobability cen, rather than have to considera worst caseprobability.
This is a hugebene t, sincethe worst caseprobabilities involved in NTRU, would not yield a useful
proof of security, asexplainedin [12, 17]. Indeedthis is exactly the reasonthat unaltered f -SAEP*
cannot be usedfor a padding schemefor NTR U, sincein this schemer can be adversarially chosen.

3 On the security of NAEP

The proof of security for NAEP is very similar to that given for PSS-E(although unfortunately our
G and H correspond to their H and G, respectively). It is standard practice in cryptography to
de ne adversarial advantage in proofs of security over all possiblerandomness,including that used
by the key generation algorithm. Although this is ne is an asymptotic sense,it doesnot prevent
the existenceof wealer keys than average, which may a ect security in practice. This point is
discussedfurther in section 3.1.

Theorem 1 Let A be a (t; ) chosen ciphertext algorithm against NAEP in the random oracle
model, which makesat at most gg; g4 ; o queriesto the random oracles G and H, and decryption
oracle D respectively. Then there is an algorithm B for solving the P-NTRU problem with the
following parameters

time(B)
Sucey, (B; P)

time(A) + O((ge + o4 )tq + )
pc( 0c(2 '+ cen) U r);

whete the prokabilites ; and cen are de ned as alove, and tgq is the time to perform a (binary®)
modulo g convolution product (which is assume to dominate the other steps,e.g. genr, compress).
The valuep. is either the constant 1, if qis even,or if gis odd, it is the protability that the inversion
challengec hasno zem coe cients modulo g, i.e.

e = Pr  [g60 0 i<Njc =F(wgenr())]:
WRR; RRr

SWhen one of the multiplicands is binary, a convolution product is simply equivalent to somenumber of rotations
and additions modulo g, and can be very e cien tly implemented.



Pro of: Algorithm B is givenc = F(W ;r ) for somew R R, r = genr( ) where R R;. B's
goalisto nd thesew ;r , or any other solution from the spaceR S, i.e. nd a preimageof the
one-way function F.

B will do this by interacting correctly with A, obtaining two messaged o and M1, and then
asking A to distinguish ¢ .

Conceptually B choosesvalues R fO;1g, andM = My, b R f0; 1g, independen of A's
view, and assert$§ G(M jj )=r andH(s)=w (M jj ). Let Win denote the evert that
b Asissucthat b="b.

Let AskGdenotethe evert that A queriesG at (Mgjj ), or (M4jj ), and let AskH denote the
event that A queriesH at s . Note that if : AskHthen A hasno information about , so

%G .
2

Also, if AskGaH denotesthe event AskG_ AskH, then notice that if : AskGaH then A has no
information about b , i.e.

Pr[AskGj : AskH|

Pr[Winj: AskGaH] = %:

We build B on the idea that the evert AskGis unlikely, and if the evert AskH happens, we
can invert the function F. Explicitly for ead query s;j to H, B computeswW = compresgc  $),
r =genr(G(H(s) WwW)) and chedks if F(W;r) = c . If so, B has successfullybroken the P-NTRU
problem.

Howewer this H simulation is only guaranteedto catch the evert AskHif compresgc 8§ )= W
when & = compress(c W ), and if g is odd’ this is only true if all of the coe cien ts of ¢ are

non-zeromodulo g. Sincethe challengec is chosenwhenw R R, andr = genr( ), R R, and
under the reasonableassumptionthat the coe cien ts of such ¢ are randomly distributed modulo
g, then this will happen with probability p. (1 1=¢N 0:35 with the parameter set Pg. If
asymptotically g = ( N) then this probability is non-negligible, and therefore will not a ect the
proof of security.

If onewants to increaseSucqy, (B; P) at the expenseof a slightly lesse cien t reduction, then

can try ead of the 29 possiblew's with the samecoe cien ts ascompress(c &) inthe N d
non-zeroplaces. Sud an approad will always detect the event AskH (i.e. increasep. to 1), at the
expenseof making the H -simulation take an expected 2N=9 times longer. Again if = ( N) then
this will not asymptotically a ect the proof of security.

Finally we show that we can successfullysimulate a decryption oracle D, without knowing the
private key, up to the point at which A, makesa s query or a decryption failure occurs.

In such a manner we will construct an algorithm B which can solve the P-NTRU problem,
without any trapdoor information, with the specied time and advantage characteristics given
above.

Simulating the oracles | The random oracles G and H are simulated just as in PSS-E
i.e. their output is chosencompletely at random if not previously called, and logs of the input
and output queries are kept to maintain this functionality. Explicitly H s is composed of just

Swithout actually knowing s .
"If qis evenit is always true.



pairs of the form hz; H (2)i, while G keepstuples of the form hM; ; ; ci for ead query of the
form (M; ) 2 fo;1gN ' f0;1g, where = G(M; ), r = genr( ), § = compress(p r h),
w=(Mjj) H(s)andc= w+ p r hmodq, which one should notice entails a call to the H
oracle (but there is no point cheding for the AskH evert on sud calls). The quartity c is only
placedin to the His; entry if w2 R,

The decryption oracleis simulated in the following fashion: when called on input ¢, we ched if
M; ; ;c 2 Gjg, for someM 2 M. If so,we return M ; if not, we return \in valid ciphertext".
If there is more than onesuch M the simulation may fail, but we will arguethat the probability of
this is very low.

Analysis | Let Priea [X ] and Prgm, [X ] denotethe probability of an event X occuring whenA has
accesdgo a real or simulated decryption oracle respectively. We rstly explain® that Pry ey [AskH]|
gz2 ', where is the advantage of the algorithm A, i.e. the quartity 2Pre[Win] 1.
We have that

Priea[Win] = Prig[Winj: AskGoH] Prie[: ASKGOH] + Prigy[Win j ASKkGaH]  Prieg [AskGoH]
= % (1 Prrea[AskGaH]) + Prieg [Win j ASKGaoH]  Pr gy [AskGoH]
%(1 + Prieq [ASKGOH]);
SO

Prreal [ASKGOH] = Prieq [ASKG” : AskH| + Priea[AskH 062 '+ Priea [AskH:

We now shaow that with high probability A (A1;A») cannot distinguish the real decryption
oraclefrom the simulated oneuntil it issuesans query. Let GoodSimdenotethe following everi(s):

1. The simulator never rejects a valid decryption query issuedby A that the true decryption
function would have decrypted successfully and

2. The simulator never successfullydecrypts a valid encryption that the true decryption function
would have rejected (possiblesince decryption failures exist), and

3. The simulator newver decrypts a valid decryption query to a di erent messagethan the true
decryption function (possiblesincewe cannot prove messagainambiguity).

If GoodSim occurs, then the simulated decryption oracle behaves exactly asthe real one does, so
we have:

Prsim [AskH] Prsim [AskHGoodSin Pr[GoodSim
=  Prye[AskH Pr[GoodSim

g2 ' Pr[GoodSini:
In addition we will shav that
Pr[GoodSim| 1 dccen W r;

which will conrm that the algorithm B hasthe running time and advantage speci ed above.

8We note that this probabilit y was incorrectly bounded by in the proof of f -SAEP .
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We rstly bound the probability of event 1. Let ¢ 6 ¢ be a decryption query issuedby the
attacker and rejected by the simulator. This ¢ is only a valid ciphertext if ¢ = F(W;r) where
Mijj = c¢ H(8),r = genr(G(M; )) and 8 = compresg(p r h). Sincec is rejected by the
simulator we know A did not issuea query for G(M; ), soits valueis independert of the adversary's
view. Thus the probability that a decryption query is correctly rejectedis at least1l  , and the
probability that up to gp queriesare correctly rejectedis at leastl qp .

We may bound the probability of events 2 and 3 at the sametime. Let GoodG be the evert
that at the end of the simulation all the ertries of Gjis; are such that the w and r corresponding to
HM; ; : ci aresud that

center(f Ww+p r gmodqg = f W+p r q;

i.e. the true decryption oracle would correctly decrypt all of the ciphertexts c.

The occuranceof event GoodG clearly implies that event 2 occurs. It alsoimplies event 3 occurs
becausethe only way for the simulated decryption oracle to return a dierent messageM, is if
the samec occurs as the last entry of one of the ertries of G5t . Howewer in this case,the true
decryption oracle clearly cannot successfullydecrypt both of these, which implies : GoodG.

Sincew and r are the output of random oracles, as h varies over key generation, the chance
of any one entry of Gjigt corresponding to a certering failure is exactly cen. Sincethe adversary
makes at most g queriesto the G oracle, we have that Pr[GoodG (1 gg cen). TOgether with
the bound on event 1 this allows usto bound Pr[GoodSin as above.

Corollary 1 Under assumptions1,2,3 and 4 there is no polynomial (in k) time algorithm that
breaks the chosenciphertext security of NAEP, that makesa polynomial (in k) number of queries
to the random oraclesG and H, and decryption oracle D.

3.1 The meaning of pro ofs of security

It would be nice if a proof of security gave one the assurancethat for a given parameter set, e.g.
RSA-1024 or NTRU-251, all keys ass@iated with that parameter set were secure. Unfortunately
this is not the case. The de nition of a (trap door) one-way function is an asymptotic one, soa proof
of security merely meansthat legitimate parties canwork arbitrarily fasterthan a chosenciphertext
adversary, if oneusesa suitably large security parameterk > K g (assumingthe underlying function
is indeed one-way).

In a more positive light, a proof of security in the random oracle model, often shows an e cien t
reduction from a chosenciphertext adversary who breaksthe semaric security on a particular key
to an algorithm which inverts the one-way function with that key. Our proof shaws a similar result,
but only when (e is su cien tly low, even when restricted to a given key h. This is still a useful
statemert to make, especially if one cannot tell which keysh are likely to result in more gaps. This
point is discussedfurther below.

In practice we are more interested in the (nhon)-existence of e cient algorithms. To quartify
this notion, we de ne the cost of a probabilistic algorithm A to be the quartity tm=, if A runsin
time t, using memory m, and succeedsvith probability . We may say that an algorithm is e cien t
if its costis belov somethreshold.

This might suggestchanging the practical de nition of one-way function, to somethinglike the
following:
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Assumption 5 Thereis no e cient algorithm A which inverts the NTRU one-wayfunction, when
h is drawn from NTRUEnNcryptkey geneation.

and then trying to usethe sameproof technique to show that an e cien t chosenciphertext adversary
contradicts this assumption. Unfortunately this assumption is not strong enoughto adieve a
cortradiction, sinceit doesnot disallow the existenceof weak keys.

Herean illustration might be helpful. Supposewe believe that factoring is the bestway to break
the RSA-assumption, and we know of an algorithm with expected cost C to factor N = pqwhen
the primes p and g are randomly chosenby the RSA key generation procedure. However, what if
there was a small classof moduli which can be factored at considerably lower cost? Speci cally,
assumethat with probability P; a modulus N created by the RSA generation procedure falls in
to a classof moduli which can be factored by an algorithm At with cost C, < 1, and that in
addition there is an algorithm A gt with cost lessthan CP; which will identify such moduli®. An
adversarial strategy to factor would be to test many keys until a weak one was found (this would
be expected after O(P, 1) trials and cost< C), and then run the cost-C algorithm to factor this
key. Therefore, even though the expected cost to break a random key is C, one could not claim
that there was no adversary with cost lessthan C.

A similar attack can be launched againstany schemein which the keysare not provably equiva-
lent to ead other, e.g. NTRUEnNcrypt For this reasonwe needto strengthen the above assumption
to the following (for somesuitably chosenbound Cy).

Assumption 6 There is no cost-Cq algorithm A; and cost-CoP predicate A, suchthat A1 can
invert the NTRU one-way function, when h is drawn from NTRU key geneation, subject to the
constraint A,(h) = 1, and randomly generted keys satisfy this constraint with prokability P.

In the caseof NTRUENcrypt the proof of security also relies on the fact that there are no de-
cryption failures. Thus we alsoneedthe following assumption, for somesuitable choice of allowable
gap failure probability Py.

Assumption 7 There is no cost-CoP predicate A,, where P = Pry[A»(h) = 1], and

WPrh[center(f W+p r gmodqg)6f W+p r gjAzh)=1]> Py,
i

where w "~ R, r = genr( ), R Ry, and pk = h, R Rk.

For exampleit might be appropriate to take Py = 2 ' wherel = ( k) is de ned ascoming from
G(1¥). In any practical instantiation of NTRUEnNcrypt there ought to be somediscussionasto why
these are reasonableassumptionsto make.

The useof the random oracle assumption s also a slightly cortroversial topic in cryptography,
however we note that a proof in the random oracle model doeshave meaningin practice: it means
that a chosenciphertext attacker cannot treat the oraclesas a black box*°, but must rely on some
properties of the hashfunctions. When the oraclesare instantiated with SHA-1say, it seemaunlikely
that an attacker can nd useful properties.

®We assume, although it is not necessaryfor the purposesof this illustration, that Ags is quite costly to run;
otherwise, one could simply run Ags at key generation time and reject the keysit identi es
1% 0One can imagine computer code making explicit calls like a=hashFn(b).
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3.2 Further enhancements to NAEP

A sound engineeringprinciple is to make the hash functions dependent on the public key. This is

extremely important for schemeswhich possesdecryption failures becausean adversary may be

willing to put in a hugeamount of e ort to nd a setof weakr = G(M; ) if this breaksa lot of

systems. Note that we state this asa heuristic principle, without de ning an explicit attack model.
Another sound engineeringprinciple is to make the hashfunctions dependent on the parameter

set, soan attacker is unlikely to be ableto mount attacks utilising di erent variants of NTRUEnNcrypt
One way to make these modi cations is to let

r = genr(G(b;M; ; trunc(h));

whereM and arethe messageand randomnessasbefore,bis anidenti cation number, unique for
eath parameter set, and trunc() is a suitable compressionof h to make key-collision very unlikely.
Speci cally when N = 251 and g = 239, and G is instantiated with SHA-1 we might let b take 3
bytes, and let trunc(h) be the rst 10 coe cien ts'! of h (ead represenied as 1 byte). This is the
approad taken in the instantiation of NAEP, known as SVES-3 speci ed in [4].

4 Conclusions

We have explained that considerablecare must be taken with using standard, provably secure,
CCAZ2-secureencryption scheme,when instantiating them with underlying schemeswhich are vul-
nerableto (key and messagelependert) decryption failures. This is true ewven if the probability of
the pseudo-trapdoor failing is negligible on random input (it is the most adversarially advantageous
induced distribution from the padding schemethat is important).

We built an NTRUEnNcrypt padding scheme called NAEP, for which we were able to prove the
security, under a number of assumptions. To our knowledge this is the rst proof of security that
addresseghe question of decryption failures, and highlights the complexities.

For any given NTRU parametersetP it is very important that theseassumptionsare analyzed
extensiwely. If the mathematical probabilities cannot be rigorously proved to have the required
bounds, then the necessarystatemerts must be added as assumptionsto the proof of security.

This report deals only with the proof of security, and does not attempt to justify that the
conmbination of any parameter sets and algorithms do satisfy these properties. Howewer it is ex-
tremely important to have this foundation, and the necessaryassumptionsmade explicit, so that
the security of NTRU parameter setscan be analyzedin a rigorous fashion.
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Centering metho ds

We describe heretwo possiblecertering methods, that is, an algorithm center which whengiventhe
modular quartity A = f W+ p r gmod qwill return the non-modular quartitya=f W+p r g.
We'll assumethe coe cien ts of A are given in the range [0; g).

centerl :

1.

2.

N oo o &

Let 11 = (A(1) pd-dg)=(d; 1) mod g sow(1) = I mod g.

Let 1,2 [(N q)=2;(N + g)=2) besud that 1, = I, mod g. Sincew 2 R we know W(1) = |,
exactly (not just modulo g).

Let a be a non-modular polynomial, such that a = A mod q and the coe cien ts of a are in
the range [0; ).

Let J

(df 12+ pdidg 11)=qg soknow J = (a(1l) A(1))=qg
Let J = Jg + J1q with Jg in the range[0; q).
Add Jiqto all the coe cien ts of a.

Add qto the least Jg coe cien ts of a.

This certering method will always recoverf W+ p r g exactly, unlessthe spreadof coe cien ts

of f

W+ p r gisatleastq. See[l9 for more details.

If it is consideredslightly costly to calculate the least J coe cien ts of A, then the following is
a faster option.

center2 :

1. Let 13 = (A(1) pdrdg)=(d; ') mod g sow(l) = I; mod g.

2. Let 1,2 [(N =2 (N + g)=2) besuch that 1, = 1; mod g. Sincew 2 R we know W(1) = I,
exactly (not just modulo g).

3. Let a be a non-modular polynomial, such that a = A mod g and the coe cien ts of a are in
the range [0; g).

4. Let J = dflo + pdrdg, sowe know J = a(1).

5. Shift all the coe cien ts of a by multiples of g in to the range[J=N g=2;J=N + ¢=2).

This certering method will fail to recover the quartity f W+ p r g more often than the rst
algorithm2, but the chance of failure may hopefully still be made small enough.

12 Although it is possibleto correct in a similar way to the rst if the resulting a(1) 6 J.

15



B The P-NTRU problem viewed as a module problem

Denition 4 LetL be arank 2 R-module geneated by the basisf (1;p h);(0;g)g wher h is the
public output of NTRU key geneation. A time t prokabilistic algorithm A is said to solvethe P-
NTRU problem with advantage , if given a point (0;y) 2 Rﬁ, and the knowledge that there is a
module point of the form v = (e;;y &) wher e; = genr( ) for some R R; and e R R, then
A has probability of nding sucha v; determined by whether (e1;6;) 2 S, R. This probability
is de ned over the choice of y R Rq subject to the constraint of (0;y) lying (e1; €») awayfrom a
module point, and the randomnessusal in key geneation.

Assumption 8 The P-NTRU assumptionis that there is no e cient algorithm to solvethe P-
NTRU problem.

We note that the hardnessof this problem clearly requires the hardnessof the NTRU key
recovery problem, i.e. recovering f and g from h 2 R, which alsohasa natural CVP/SVP module
setting (depending on the form of genf and geng).

Lemma 1 Finding a preimageof the NTRU one-way function

F:R S ! Rq
F(W;r) = W+r p h;

whenw 7 R, r = genr( ) for R R, and h is the output of NTRU key geneation, is equivalent
to solving the P-NTRU problem.

Pro of: Supposewe have accesgo an algorithm A which can nd a preimageof F with probability

whenw R® Randr = genr( ) for some R R;. If we are given a point y 2 Rq sud that
v=(e;y e)2L wheree; = genr( ) for some R R, & R R,theny e =¢e p hmodg,
i.e. y = F(e;e1). Thuswith probability we will have that A(y) = (e2; e1), which will reveal the

closemodule point v.
Converselysupposethat we have an algorithm A°which, giveny 2 Rqcan nd (with probability

) closemodule points of the form (e1;y e) 2 L wheree; = genr( ) for some R R, & R R.
If we are giveny = F(W;r), then notice

r(Lip h)+ k(@00

(r;r p hmod Q)
(ri W)+ (O F(W:r));

so(r;r p hmodg  AQy) with probability , from which it is trivial to obtain r and W.

C Choices of genf, gengand genr

In choosing genf, geng and genr, our aims are to:
1. avoid exhaustive seard attacks,

2. avoid lattice attacks,
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3. avoid algebraic attacks basedon the structures of f, g, r,
4. maintain a negligible probability of averagecasedecryption failure.

For exampleif the spaceS; is too small, or there is a particularly common point in the image

when R, then one might guessr, either by brute force or by using a meet-in-the-middle
method [18]. If a brute force attack on (f, g) is infeasible, but f and g are still small, they
may fall to a lattice attacker. If g is made of (0;1j1;0)N=2, then we know it is orthogonal to
(1;1; 1; 1;0;0:::) and all its (double) rotations, and this knowledge can be usedto reducethe
dimension of the assaiated lattice problem. Or if f, g, r, W are in somesensetoo large, the spread
off W+ p r gwil frequently be larger than g, leading to decryption failures.

Here we assumethat we can pick genf, geng and genr to satisfy the requiremen that for all
M2M,

PriD(E(M; )) = M] 1

for somenegligible quantity , where this probability is de ned over R Rk andr R Re. Note
that this requiremert doesnot rule out the possibility that individual keys may experiencemore
decryption failures than average,but it doesguarartee that suc keyswill be extremely rare.
Arguably the most natural choicesfor the setsSs; Sy and S; are Ii?df ;Ii?dg and Ii?dr respectively,
for somepublic constarts df;dg;d- 2 Z. Accordingly the most natural choice for the algorithms
genf, gengand genr would then sampleuniformly at random from thesesets, under the condition
that they satisfy any invertibilit y requiremerts. We will refer to this parameter set with a (0)
superscripts, e.g.
genf© :REO) ! Sf(o) = Ry

=

Another natural choiceof parameters,denotedwith a (1) superscript, is to have geng® and genr®
as above, but let

n (o)
s = 1+p F F2Ry ;

and let genf® sampleuniformly at random from this space(again under invertibilit y requiremerts).
This circumverts the needfor keepingf 1= 1in step 1 of decryption, sincewe now have that:

A = f c

f Ww+p r g

(l+p F) w+p r g
W+p (F W+r g)2Rq

Assuminga=Ww+p (F W+ r g) 2 R, then just a modular reduction will reveal W, after
which r can be obtained in the usual way.

The downside of using this idea is that this form of decryption will typically give decryption
polynomials with a bigger spread of coe cien ts, increasingthe chance of decryption failures.

Yet another choice, is to let f and r have somekind of product structure, e.g.f = f; fo+ fa.
This helps sincethe computation

f c¢c = f4 (f2 C)+f3 C
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can be computed very e cien tly if the number of onesin f 1;f, and f 3 are small. See[10] for more
details.

We stressthat the choice of algorithms genf, geng, genr doesnot alter the proof of security,
but that ead choice of algorithms implies a slightly di erent underlying hard problem. There are
currently no known attacks against any of the choicespreserted in this section, with the rst two
being the more well-studied.
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