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Abstract. While preparing a full document of AMP (Authenticated key agreement via Memorable Passwords), we have found a small but significant security problem in the current standardizing version of IEEE P1363.2 and ISO/IEC 11770-4. This document describes the problem
and proposes the substitution of the former proposal AMP+ for resolving it.
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Introduction

AMP stands for Authenticated key agreement via Memorable Passwords and is a cryptographic protocol designed for strong password-based authentication and key agreement in
a distributed environment [5]. There are a large number of cryptographic protocols having
the same goal, and among them several protocols including AMP are being standardized
by IEEE P1363 Standard Working Group and ISO/IEC SC27 Standardization Committee,
respectively, from the practical perspectives [2].
AMP was first introduced to IEEE P1363 in May 2000 and presented at ISOC’s Network
and Distributed System Security Symposium in February 2001. While designing AMP in
the early stage, practical security was mainly considered in the augmented model. In other
words, we pursued the highest computational performance and simplicity of the protocol
without losing its security. Several variants including AMP+ and amplified password file were
manipulated from the same standpoint in order to add more security functions [5].
In the progressive work of IEEE P1363.2, the so-called ‘two-for-one’ guessing attack1 was
formulated against the four-pass protocols such as SRP and AMP [2, 8]. As a response to
the corresponding call in 2001, in order to resist this attack, we proposed to replace the
original proposal with AMP+ that is first described in [5] and further reformulated as the
final version of AMP [6, 7]. While AMP+ being examined, it was reconsidered that AMP+
needs slightly more computation for a server than the first proposal does. Thus, we revised it
from the practical viewpoint again, and the resulting protocol replaced the first proposal in
2002. This is the current standardizing version of AMP in both IEEE P1363.2 and ISO/IEC
11770-4. However, the additional needs for checking parameters were pointed out by the
committee, and we felt AMP+ is better than the current standardizing version from many
aspects. Subsequently, we posted the summaries of AMP in 2003 and proposed to restore
AMP+ as a standardizing version of AMP [6, 7], while it has not been consented yet.
1.1

This Document

Recently, we have found a small but significant security problem in the current standardizing
version. This document describes the problem and proposes to replace the current version
with AMP+ [5], the final version of AMP, or the unified variant AMP2 [6].
1

An active attacker can validate two password guesses in one impersonation attempt. The first attack against
SRP was discovered by D. Bleichenbacher in 2000, while the similar attack on AMP was caught by M.
Scott [8]. However, both protocols were fixed to resist respective attacks in the IEEE P1363.2 process.
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server[C, ν = g u mod p] on S

client[C, π]
R

x ← Z∗q
m ← g x mod p
C, m
−−−−→
u ← h0 (C, π)

R

y ← Z∗q
µ ← (mν)y mod p
R

µ ← Gq mod p if ¬ACCEPTABLE1 (µ)
−1

w ← (x + u) (x + 1) mod q
α ← µw mod p
k1 ← h3 (m, µ, α)

µ
←−−−

k1
−−−→
k20

← h4 (m, µ, α)

abort if k2 6= k20
skC ← h5 (m, µ, α)

β ← (mg)y mod p otherwise
abort if ¬ACCEPTABLE2 (β)
k10 ← h3 (m, µ, β)
abort if k1 6= k10
k2 ← h4 (m, µ, β)

k2
←−−−
skS ← h5 (m, µ, β)

Fig. 1. Current standardizing version of AMP

1.2

Preliminaries

Readers are referred to [5] and [6] for various versions of AMP, and [2] and [3] for standardization. In this document, we follow the formal description of [1]. A client C and a server
S should agree on algebraic parameters related to Diffie-Hellman key agreement. Let κ and
` denote security parameters. Notice that κ is regarded as the general parameter for hash
functions and secret keys (say 160 bits), while ` is thought of as the special parameter for
public keys (say 1024 or 2048 bits). Let q of size at least κ and p of size ` be primes such
that p = rq + 1 for some value r co-prime to q. Let g be a generator of Gq where Gq is a
q-order subgroup of a multiplicative group Z∗p . So we can define Ḡq = {g x mod p|x ∈ Z∗q }
where |Ḡq | = q − 1. Let us often omit ‘mod p’ from the expressions that are obvious in Z∗p .
We strongly recommend to use a secure prime 2 such that each factor of r except 2 is of the
size at least κ or a safe prime such that r = 2R for a prime R [5, 9]. Let {0, 1}∗ denote the set
of finite binary strings and {0, 1}n the set of binary strings of length n. Then we could have
random oracles denoted by hi : {0, 1}∗ → {0, 1}κ or Hi : {0, 1}∗ → {0, 1}` . Let ACCEPTABLE(·)
denote an acceptable function which may return true if its pre-image satisfies the given security properties. For more details of the legacy protocols, readers are referred to the previous
work [4].

2

The Problem

Figure 1 depicts the current standardizing version of AMP in IEEE P1363.2 and ISO/IEC
11770-4. The function ACCEPTABLEi (·) may return false if the order of input is unacceptably
2

It was our mistake to consider a random prime in [7] but the need of secure or safe prime was already
discussed in the related teleconference. As for every AMP, a secure or safe prime is necessary but we
strongly recommend the secure prime since the safe prime makes it slightly heavier to compute an inverse
in Z∗q .
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server[C, ν = g u mod p] on S

adversary[C, ν]
R

r ← Z∗q
m ← ν r−1 g −r mod p
C, m
−−−−→

R

y ← Z∗q
µ ← (mν)y mod p
R

µ ← Gq mod p if ¬ACCEPTABLE1 (µ)
−1

w ← r (r − 1) mod q
α ← µw mod p
k1 ← h3 (m, µ, α)

µ
←−−−

k1
−−−→
k20 ← h4 (m, µ, α)
abort if k2 6= k20
skC ← h5 (m, µ, α)

β ← (mg)y mod p otherwise
abort if ¬ACCEPTABLE2 (β)
k10 ← h3 (m, µ, β)
abort if k1 6= k10
k2 ← h4 (m, µ, β)

k2
←−−−
skS ← h5 (m, µ, β)

Fig. 2. Server compromise attack to the current standardizing version

small, so as to resist two-for-one guessing attacks. However, as we mentioned already, we feel
that AMP+ is better than this standardizing version [6]. The main reasons are; (1) eventually
a specific manipulation is necessary for ACCEPTABLEi (·) checking small orders and (2) a timing
attack3 is to be considered for two-for-one guessing when receiving µ from the server. In
addition to these minor problems, we have recently found that the current standardizing
version has the more significant security problem.
Figure 2 depicts that an adversary is able to impersonate the target client without knowing
the exact password if the server is once compromised. In other words, a server compromise
attack is possible even though the protocol is designed in the augmented model. The attack
is quite simple and the adversarial operations are underlined in Figure 2. The adversary who
obtained ν, sets m as ν r−1 g −r in Gq by choosing r at random, and sends it to the server.
Upon receiving µ from the server, the adversary then sets w as r−1 (r − 1) in Zq . That’s it.
The resulting secret value is α = β = ν (r−1) g −(r−1) in Gq , while the server couldn’t be aware
of this attack since r makes m look random to the server.

3

The Solution

As for the attack above, the weak point of the current standardizing version is that the
adversary is able to determine the value w when choosing r such that w = r−1 (r − 1). Since
it is possible for the adversary who does not have a correct password or u, to compute w
even before manufacturing m, the server cannot prevent it. In order to resist this attack, it is
necessary to randomize w against the adversary choosing r, so that (s)he cannot determine
it in advance.
3

An attacker who poses as a client can measure a time till receiving µ because a random subgroup element
must additionally be selected for µ unless ACCEPTABLE1 (·) returns true. So, we suggest to compute c = mν
first, and send µ = cy if ACCEPTABLE1 (·) returns true and µ = g y otherwise.
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server[C, ν = g u mod p)] on S

client[C, π]
R

x ← Z∗q
m ← g x mod p
C, m
−−−−→
u ← h0 (C, π)
e1 ← h1 (C, S, m)

e2 ← h2 (C, S, m, µ)
w ← (xe1 + u)−1 (x + e2 ) mod q
α ← µw mod p
k1 ← h3 (C, S, m, µ, α)

µ
←−−−

← h4 (C, S, m, µ, α)

abort if k2 6= k20
skC ← h5 (C, S, m, µ, α)

e2 ← h2 (C, S, m, µ)
β ← (mg e2 )y mod p
k10 ← h3 (C, S, m, µ, β)

k1
−−−−→
k20

R

y ← Z∗q
e1 ← h1 (C, S, m)
µ ← (me1 ν)y mod p

abort if k1 6= k10
k2 ← h4 (C, S, m, µ, β)

k2
←−−−−
skS ← h5 (C, S, m, µ, β)

Fig. 3. AMP+, the final version of AMP

Fortunately, we already have at least two secure versions of AMP that are not far from the
current standardizing version with regard to the protocol formulation. One is AMP+ [5] that
is the final version of AMP, and the other is the unified variant AMP2 [6]. Both protocols
make w random in the way that the server raises m to a random oracle for computing µ,
for example, µ = (me ν)y where e = h1 (C, S, m). In other words, the adversary is unable
to determine w on choosing r due to the random oracle. Figure 3 depicts AMP+, the final
version of AMP [5, 6], while Figure 4 shows AMP2 [6].
AMP+ raises m to e1 for computing µ and g to e2 for computing β where e1 = h1 (C, S, m)
and e2 = h2 (C, S, m, µ), respectively [5, 6]. The length of e1 must be κ at least, while that of
e2 can be defined as 40 bits practically. Note that the first proposal of AMP raises g to the
random oracle for computing β [5], while the current standardizing version removes it.
AMP2 unifies the use of random oracle for exponents and the removal of exponentiating
g [6], and is slightly more efficient than AMP+. Both protocols are secure against the new
server compromise attack. They also resist the two-for-one guessing attack without checking
the small order of element as the current standardizing version does.
We believe both protocols can replace the current standardizing version of AMP, so as
to remove several security concerns such as server compromise, small order checking, and
timing attack. As a result, the highest computational performance and simplicity without
losing security, that is the spirit of AMP, can be achieved in the standardization. We would
like to comment that TP-AMP was also designed in the same standpoint [7].

4

Conclusion

The final version of AMP (AMP+) or the unified version AMP2 must replace the current
standardizing version of AMP in IEEE P1363.2 and ISO/IEC 11770-4 because of the weakness
against server compromise and previous security concerns on the current version.
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server[id, ν = g u mod p] on B

user[id, π] on A
x ←R Zq
m ← g x mod p
C, m
−−−−→

u ← h0 (C, π)
e ← h1 (C, S, m)
w ← (xe + u)−1 (x + 1) mod q
α ← µw mod p
k1 ← h3 (C, S, m, µ, α)

µ
←−−−
k1
−−−→

k20

← h4 (C, S, m, µ, α)

abort if k2 6= k20
K ← h5 (C, S, m, µ, α)

y ←R Z q
e ← h1 (C, S, m)
m0 ← me mod p
µ ← (m0 ν)y mod p
β ← (m0 g)y mod p
k10 ← h3 (C, S, m, µ, β)
abort if k1 6= k10
k2 ← h4 (C, S, m, µ, β)

k2
←−−−
K 0 ← h5 (C, S, m, µ, β)
Fig. 4. AMP2
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