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Abstract. This document summarizes the so-called AMP protocols.
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Introduction

Due to the low entropy of human-memorable passwords, it is not easy
to conduct password authenticated key agreement in a secure manner.
Since a pioneering method was introduced for resisting password guessing attacks [14], there has been a great deal of related work for password
authenticated key agreement on the framework of Diffie-Hellman [6], for
example, EKE [2, 3] and so on [20, 22]. Readers are referred to [21] for
complete references. Among them, SPEKE [9], SRP [26], PAK [16], and
AMP [12] are being discussed by the IEEE P1363 standards working
group for standardization on password-based public key cryptographic
techniques [8]. Compared to the typical authenticated key agreement,
the password-based schemes are totally expensive, specifically in the augmented model which could resist server compromise. From the theoretical
perspective, several methods that are much more expensive, have been
presented [7, 10]. Also the practical protocols have been proposed [15, 4],
for example, PAK and SPEKE are known as the most acceptable ‘threepass’ protocols to the standard body. From the practical perspective,
AMP and SRP are known as the most efficient ‘four-pass’ protocols. In
this document, we summarize the so-called AMP protocols and compare
them with the related protocols.
The main contribution is the four-pass protocols (AMP) but the threepass protocols (TP-AMP) which are combinations of AMP and PAK, are
also described in this document.
1.1

This Document

This document is in draft and describes the following.
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– Summary of AMP protocols
• Four-pass protocols: AMP (Figure 1), AMP2 (Figure 2), AMP3
(Figure 3)
• Three-pass protocols: TP-AMP (Figure 4), TP-AMP2 (Figure 5)
– Simple efficiency analysis
• Four-pass protocols (Tables 1, 2 and 3)
• Three-pass protocols (Tables 4 and 5)
– Miscellaneous items
• Many-for-many guessing (Figure 10)
• Related protocols: SRP5 (Figure 7), SRP6 (Figure 8), and PAK-Z
(Figure 9)

1.2

Preliminaries

A client and a server should agree on algebraic parameters. Let κ and
` denote security parameters. Notice that κ is regarded as the general
parameter for hash functions and secret keys (say 160 bits), while ` is
thought of as the special parameter for public keys (say 1024 or 2048
bits). Let q of the length at least κ and p of the length ` be respectively
primes such that p = rq + 1 for some value r co-prime to q. Let g be a
generator of Gq where Gq is a q-order subgroup of a multiplicative group
Zp∗ . Let us often omit “ mod p” from the expressions that are contextually
obvious in Zp∗ . We recommend to use a secure prime such that each factor
of 2r is of the size at least κ as discussed in [12, 13]. Let user remember
one’s id and password π, and work on a machine A where A can be
thought of as an IP address. Similarly server may store a user profile on a
machine B. Let {0, 1}∗ denote the set of finite binary strings and {0, 1}n
the set of binary strings of length n. Then we could have random oracles
denoted by hi : {0, 1}∗ → {0, 1}n and instantiated by strong one-way
hash functions. The size of n and the specific design of them are depends
upon the original work [4, 12, 15, 16]. In this document, the size of n will
be manipulated flexibly with regard to each scheme. For convenience we
specify two functions with regard to the size of their image such that
hi : {0, 1}∗ → {0, 1}κ and Hi : {0, 1}∗ → {0, 1}` . Let ACCEPTABLEi ()
denote a function which may return true if its pre-image satisfies the given
security properties. For more details, readers are referred to the previous
work [4, 8, 12, 15, 16, 26, 27]. Readers are regarded as being familiar with
the related protocol description.
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AMP Protocols

AMP stands for the Authentication and key agreement via Memorable
Passwords [12], and was contributed to the IEEE P1363.2 standard work.
On standardization, the protocol was improved in order for resisting
the newly found attack called two-for-one guessing and for minimizing
the necessary computation. Also a three-pass derivative called TP-AMP
(Three-Pass AMP) was proposed. We describe those AMP protocols briefly.
2.1

Four-Pass AMP Protocol

AMP was basically designed as a four-pass protocol in the augmented
model [12]. Former protocols such as GXY [11] and SRP [26] were its
motivation. Figure 1 depicts the AMP protocol that was refined in 2001
for resisting two-for-one guessing. In fact, the AMP protocol was replaced
by AMP+ of the original work [12].
In the refined AMP, raising m to e1 was necessary for resisting the twofor-one guessing. For example, an adversary should find out e1 such that
−u

0

e1 = h1 (g e1 ) for two-for-one guessing and its probability is negligible
due to the property of the strong one-way hash function h1 (). So the
parties should agree on the secret value, g (x+e2 )y = g xy (g y )e2 . Note the
length of the value e2 could be 40 bits, while e1 is not. The AMP protocol
is comparable with the SRP protocols and specifically SRP5 which is
depicted in Figure 7. Also the AMP protocol can be constructed in a
slightly different way for more efficiency as depicted in Figure 2. In AMP2,
the values e1 and e2 are unified so that w could be computed before
receiving µ.
Another lightweight version of AMP is depicted in Figure 3 and is
called AMP3. It was devised to reduce the amount of computation from
the server, so that a new function, ACCEPTABLE2 (), is defined to return false if its pre-image is confined to a tiny subgroup. In spite that
ACCEPTABLE2 () needs new constraints on checking small order elements,
its computation can be minimized by choosing a specific prime such as a
secure prime or a safe prime and the server could perform one mod p exponentiation for µ. In AMP3, if ACCEPTABLE2 (c) returns false, the server
may set µ as g y that is a random-looking element in Gq . Otherwise, it
sets µ as cy . Also after sending µ, the server could check and abort if mg
is confined to a tiny subgroup by using the same function. So the parties
should agree on the secret value, g (x+1)y = g xy (g y ). AMP3 is comparable
with SRP6 which must use a safe prime.
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Three-Pass AMP Protocol

TP-AMP is derived from AMP and PAK with regard to computational
efficiency of three-pass protocols in the augmented model. On constructing TP-AMP, we can consider all AMP protocols for a combination with
PAK. So we can call it AMP-PAK. Figure 4 depicts TP-AMP based on
AMP2 and is comparable with PAK-Z with Y instance which is depicted
in Figrue 9. Note that a client follows the procedure of PAK for computing out m, while it does that of AMP for computing α. Also the server
may compute µ and β in the same way as AMP but responds with them
as defined in PAK. Since no one can control the discrete logarithm of mγ 00
if γ was not correct in m and γ 00 6= γ −1 , the server can respond both with
µ and k1 before receiving k2 , say in three passes. This must simplify the
three pass protocol in the augmented model.
TP-AMP2, as depicted in Figure 5, is another derivative of TP-AMP
in which AMP and PAK are merged in a slightly different way that µ
removes (m0 )y in its composition and instead the hash value e raises g y
in β. Note that e was necessary for resisting server compromise in TPAMP2. If e of TP-AMP2 is computed in the same way as e2 of AMP,
its length can be reduced into 40 bits only. When we consider the formal
security of AMP protocols, we may see that TP-AMP2 is based upon
the CDH (Computational Diffie-Hellman) problem, while the other AMP
protocols is on the DDH (Decision Diffie-Hellman) problem due to the
intrinsic nature of µ.
2.3

Further Augmentation

In [12], an encryption on the password verifier was considered and its
profile was named as an amplified password file (APF). It might be useful
when we consider a hardware security module (HSM) which could decrypt
the encrypted verifier in a secure manner [28]. Figure 6 depicts the AMP
protocol with APF.

3

Analysis

The current draft of this document may concentrate on the efficiency
comparison.
3.1

Security

AMP protocols have been examined and improved in terms of security for
a pretty long time. AMP protocols are secure against the password-related
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Table 1. Comparison of AMP, AMP2, and SRP5
Avg. Mul. in
GF (p) for: Client
m
1.5κ
m0
µ
ν
ν0
α or β
Total
Example

1.5κ

AMP
Server
3κ + 1
{sim : 2κ}
1.5κ + 61

AMP2
Client Server
1.5κ
1.5κ
- 1.5κ + 1

Client
1.5κ
-

SRP5

1.5κ 1.5κ + 1

1.5κ
1.5(` − κ)
1.5κ + 22

Server
1.5κ + 1

1.5(` − κ)
3κ + 1
{sim : 2κ}
3κ
4.5κ + 62
3κ 4.5κ + 2 1.5` + 3κ + 22
1.5` + 3κ + 2
{sim : 3.5κ + 61}
{sim : 1.5` + 2κ + 1}
480M
782M
480M 722M
2038M
2018M
{sim : 621M }
{sim : 1857M }

attacks such as on-line guessing, off-line guessing, two-for-one guessing,
and server compromise, and to provide perfect forward secrecy. In addition, they were examined with regard to their security against other form
of protocol attacks. Formal security analysis [1] will be handled.
3.2

Efficiency

An efficiency analysis can be made in a simple but competitive way by
considering the number of expensive operations, for example, the number of multiple precision multiplications in GF (p). We compare AMP
and SRP as four-pass protocols, and TP-AMP and PAK-Z as three-pass
protocols in the augmented model. Tables 1 and 2 compare those fourpass protocols in general by considering real-time computation and possible pre-computation. Table 3 compares them specifically with a safe
prime. Tables 4 and 5 compare those three-pass protocols by considering
real-time computation and possible pre-computation. Each table approximates the number of multiplications on average, by assuming the use
of a left-to-right binary exponentiation method or a simultaneous exponentiation method [17]. Also a slight computational difference between
squaring and multiplication is ignored for convenience.
In Table 1, we can see that AMP and AMP2 run more efficiently than
SRP5. Note that SRP5 is based on the work of [25]. AMP and SRP5 can
benefit from the simultaneous exponentiation in the server. Also SRP5
can benefit from the left-to-right exponentiation if g is selected as a tiny
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Table 2. Comparison of AMP, AMP2, and SRP5 with pre-computation

Avg. Mul. in
GF (p) for: Client
m
∗
m0
µ
ν
ν0
α or β

1.5κ

Total
Example

AMP
Server
3κ + 1
{sim : 2κ}
1.5κ + 61

AMP2
Client Server
∗
1.5κ
- 1.5κ + 1

Client
∗
-

SRP5

1.5κ 1.5κ + 1

1.5κ
1.5(` − κ)
1.5κ + 22

Server
∗+1

1.5(` − κ)
3κ + 1
{sim : 2κ}
1.5κ
4.5κ + 62
1.5κ 4.5κ + 2 1.5` + 1.5κ + 22
1.5` + 1.5κ + 2
{sim : 3.5κ + 61}
{sim : 1.5` + 0.5κ + 1}
240M
782M
240M 722M
1798M
1778M
{sim : 621M }
{sim : 1617M }

Table 3. Comparison of AMP, AMP3, and SRP6 - safe prime p
Avg. Mul. in GF (p)
AMP
AMP3
SRP6
for operations
Client
Server
Client Server
Client
Server
m
1.5`
1.5`
1.5`
µ
1.5` + 1.5κ + 1
1.5` + 1
1.5` + 1
ν
1.5κ
w
21
1
α or β
1.5`
1.5` + 61
1.5` 1.5` + 1
1.5` + 1 1.5` + 1.5κ + 1
Total
3` + 21 3` + 1.5κ + 62
3`
3` + 2 3` + 1.5κ + 2 3` + 1.5κ + 2
Example
3093M
3374M
3072M 3074M
3314M
3314M

p−1

generator, but it should be noted that g = a q mod p for an arbitrary
generator a of Z∗p .
In Table 2, pre-computation is considered for AMP, AMP2, and SRP5.
We can see that AMP and AMP2 still run more efficiently than SRP5.
In Table 3, we can see that AMP, AMP3, and SRP6 run with similar
computational costs. Note that SRP6 requires p chosen as a safe prime, so
we compared them with such a specific prime. The reason for comparing
AMP3 with other protocols here is that the ACCEPTABLE2 () function could
run most efficiently for a prime like the safe prime. AMP may need 20
multiplications on average for computing w but can reduce it by running
the binary extended gcd algorithm [5, 17]. Due to the property of safe
prime, we can expect further efficiency in using the left-to-right method
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Table 4. Comparison of TP-AMP and PAK-Z
Avg. Mul. in GF (p) TP-AMP (AMP3 instance)
for operations
Client
Server
γ
1.5(` − κ)
m
1.5κ + 1
m0
1
µ
1.5κ + 1
ν
α or β
1.5κ
1.5κ + 1
SigV (µ)
VerifyW (µ, s)
Total

1.5` + 1.5κ + 1

3κ + 3

Example

1777M

483M

PAK-Z (with Y instance)
Client
Server
1.5(` − κ)
1.5κ + 1
1.5κ
1.5κ
1.5κ + 1
1.5κ + 1
1.5κ
3κ + 1
{sim : 2κ}
1.5` + 4.5κ + 2
6κ + 2
{sim : 5κ + 1}
2258M
962M
{sim : 801}

with a small base g such as a2 . However, the total costs increase for exponentiation because the safe prime may need to compute the operations
in a large order subgroup [18].
In Table 4 and 5, we can see that TP-AMP runs more efficiently
than PAK-Z. Though TP-AMP is not a direct instance of PAK-Z, it can
provide better performance on the framework of PAK in the augmented
model.
3.3

Many-for-Many Guessing

On standardization, the two-for-one guessing attack was found and considered on the four-pass protocols such as AMP and SRP. It was agreed
that such an attack does matter because one party can have more opportunity for on-line guessing attack than it was assumed initially. So those
target protocols were respectively refined against the attack.
In this document, we would like to bring up another (possibly known
but often ignored) point (this time, on the three-pass protocols) for discussion. Figure 10 depicts the main concept of this simple problem. For
example, an adversary poses as a user having id on machine A, and sends
an arbitrary message hid, mi to the server, based on her guessed password.
Then the server may respond with a message hµ, k1 i in the three-pass protocols while only µ in the four-pass protocols.
Here if the adversary forcibly disconnects it without the server detecting her intention, for example, by pulling out the network cable or
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Table 5. Comparison of TP-AMP and PAK-Z with pre-computation
Avg. Mul. in GF (p) TP-AMP (AMP3 instance)
for operations
Client
Server
γ
1.5(` − κ)
m
∗+1
m0
1
µ
1.5κ + 1
ν
α or β
1.5κ
1.5κ + 1
SigV (µ)
VerifyW (µ, s)
Total

1.5` + 1

3κ + 3

Example

1537M

483M

PAK-Z (with Y instance)
Client
Server
1.5(` − κ)
∗+1
∗
1.5κ
1.5κ + 1
1.5κ + 1
1.5κ
3κ + 1
{sim : 2κ}
1.5` + 3κ + 2
4.5κ + 2
{sim : 3.5κ + 1}
2018M
722M
{sim : 561}

manipulating the transport layer, then the server should time out this
session or count up the failed attempts in the three-pass protocols. Here
note that the forced disconnection is different even from an abnormal
termination from the perspective of protocol run. However, if the server
regards it as a time-out event, the adversary is able to verify one guess
per time-out and repeats this for many guesses. Let us call this attack
many-for-many guessing because the adversary could verify her many
guesses for many time-out events, for example, by automatic attempts in
software. Figure 10-(a) depicts the case.
If the server regards it as a failed event, it may increase the corresponding failure count by one. So, the adversary is able to lock up the
target user’s account more easily by sending one message for each count
and repeating this up to the limit, than finishing the protocol run. The
denial of service could come up in a slightly easier way. Even worse, the
adversary can still mount the many-for-many guessing attack by sending
many different initiating messages based on different password guesses
simultaneously to the server before the time is ended up and the server
counts up to the limit, if many server instances could respond simultaneously to the same user. The adversary is able to gather many triples,
hm, µ, k1 i, and mount the guessing attacks off-line. Figure 10-(b) depicts
the case.
However, in the four-pass protocols, the server is able to regard it as
simply a time-out event because the value µ is only given to the adversary
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who cannot verify her guess from this. For the opposite case to the fourpass protocols (say, the adversary poses as the server), the fresh session
must be initiated by the user re-entering id and password manually. So,
the client can regard it as a failed event to count up, and thus such an
attack is negligible.
As a result, if it has not been handled yet, we would like to recommend
the cases should be noted in the standard document, with cautions such
that the server must regard the time-out event as the failed-event and
must not be instantiated for the simultaneous requests of the same id in
the three-pass protocols.

4

Conclusion

We have summarized the AMP protocols and compared them with closely
related protocols such as SRP and PAK-Z in the augmented model.
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server[id, ν = g u ] on B

user[id, π] on A
x ←R Zq
m ← g x mod p
u ← h0 (id, π)
e1 ← h1 (id, A, B, m)
u1 ← (xe1 + u)−1 mod q
e2 ← h2 (id, A, B, m, µ)
w ← u1 (x + e2 ) mod q
α ← µw mod p
k1 ← h3 (id, A, B, m, µ, α)

id, m
−−−−→

µ
←−−−

← h4 (id, A, B, m, µ, α)

abort if k2 6= k20
K ← h5 (id, A, B, m, µ, α)

e2 ← h2 (id, A, B, m, µ)
β ← (mg e2 )y mod p
k10 ← h3 (id, A, B, m, µ, β)

k1
−−−→
k20

y ←R Zq
e1 ← h1 (id, A, B, m)
µ ← (me1 ν)y mod p

abort if k1 6= k10
k2 ← h4 (id, A, B, m, µ, β)

k2
←−−−
K 0 ← h5 (id, A, B, m, µ, β)

Fig. 1. AMP

server[id, ν = g u ] on B

user[id, π] on A
x ←R Zq
m ← g x mod p
id, m
−−−−→

u ← h0 (id, π)
e ← h1 (id, A, B, m)
w ← (xe + u)−1 (x + 1) mod q
w

α ← µ mod p
k1 ← h3 (id, A, B, m, µ, α)

µ
←−−−
k1
−−−→

k20

← h4 (id, A, B, m, µ, α)

abort if k2 6= k20
K ← h5 (id, A, B, m, µ, α)

y ←R Zq
e ← h1 (id, A, B, m)
m0 ← me mod p
µ ← (m0 ν)y mod p
β ← (m0 g)y mod p
k10 ← h3 (id, A, B, m, µ, β)
abort if k1 6= k10
k2 ← h4 (id, A, B, m, µ, β)

k2
←−−−
K 0 ← h5 (id, A, B, m, µ, β)

Fig. 2. AMP2
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server[id, ν = g u ] on B

user[id, π] on A
x ←R Zq
m ← g x mod p
u ← h0 (id, π)
w ← (x + u)−1 (x + 1) mod q

id, m
−−−−→

µ
←−−−
α ← µw mod p
k1 ← h3 (id, A, B, m, µ, α)
k1
−−−→
k20 ← h4 (id, A, B, m, µ, α)
k20

abort if k2 6=
K ← h5 (id, A, B, m, µ, α)

y ←R Zq
c ← mν mod p
µ ← g y mod p if ¬ACCEPTABLE2 (c)
µ ← cy mod p otherwise
d ← mg mod p
abort if ¬ACCEPTABLE2 (d)
β ← dy mod p otherwise
k10 ← h3 (id, A, B, m, µ, β)
abort if k1 6= k10
k2 ← h4 (id, A, B, m, µ, β)

k2
←−−−
K 0 ← h5 (id, A, B, m, µ, β)

Fig. 3. AMP3
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server[id, ν = g u , γ 0 = γ −1 ] on B

user[id, π] on A
x ←R Zq
u ← h0 (id, π)
γ ← H1 (id, u)
m ← g x γ mod p
id, m
−−−−→
w ← (x + u)−1 (x + 1) mod q

α ← µw mod p
k10 ← h3 (id, A, B, m, µ, α)
abort if k1 6= k10
k2 ← h4 (id, A, B, m, µ, α)

µ, k1
←−−−−

k20 ← h4 (id, A, B, m, µ, β)
k2
−−−→

K ← h5 (id, A, B, m, µ, α)

y ←R Zq
m0 ← mγ 0 mod p
c ← mν mod p
abort if ¬ACCEPTABLE2 (c)
µ ← cy mod p otherwise
d ← mg mod p
abort if ¬ACCEPTABLE2 (d)
β ← dy mod p
k1 ← h3 (id, A, B, m, µ, β)

abort if k2 6= k20
K 0 ← h5 (id, A, B, m, µ, β)

Fig. 4. TP-AMP (AMP3 instance)
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server[id, ν = g u , γ 0 = γ −1 ] on B

user[id, π] on A
x ←R Zq
u ← h0 (id, π)
γ ← H1 (id, u)
m ← g x γ mod p
id, m
−−−−→

e ← h2 (id, A, B, m)
w ← u−1 (x + e) mod q

α ← µw mod p
k10 ← h3 (id, A, B, m, µ, α)
abort if k1 6= k10
k2 ← h4 (id, A, B, m, µ, α)

abort if ¬ACCEPTABLE1 (m)
y ←R Zq
µ ← ν y mod p
e ← h2 (id, A, B, m)
β ← (mγ 0 g e )y mod p
k1 ← h3 (id, A, B, m, µ, β)

µ, k1
←−−−−

k20 ← h4 (id, A, B, m, µ, β)
k2
−−−→

K ← h5 (id, A, B, m, µ, α)

abort if k2 6= k20
K 0 ← h5 (id, A, B, m, µ, β)

Fig. 5. TP-AMP2
u

server[id, ν = g v , τ ] on B

user[id, π] on A
x ←R Zq
m ← g x mod p
u ← h0 (id, B, π)
e1 ← h1 (id, A, B, m)

id, m
−−−−→

u1 ← (xe1 + u)−1 mod q
e2 ← h2 (id, A, B, m, µ)
w ← u1 (x + e2 ) mod q
α ← µw mod p
k1 ← h3 (id, A, B, m, µ, α)

µ
←−−−

← h4 (id, A, B, m, µ, α)
k20

abort if k2 6=
K ← h5 (id, A, B, m, µ, α)

e2 ← h2 (id, A, B, m, µ)
β ← (mg e2 )y mod p
k10 ← h3 (id, A, B, m, µ, β)

k1
−−−→
k20

y ←R Zq
e1 ← h1 (id, A, B, m)
v ← τ + s mod q
µ ← (me ν v )y mod p

abort if k1 6= k10
k2 ← h4 (id, A, B, m, µ, β)

k2
←−−−
K 0 ← h5 (id, A, B, m, µ, β)

Fig. 6. AMP with Amplified Password File

Summary of AMP

server[id, ν = g u ] on B

user[id, π] on A
x ←R Zq
m ← g x mod p
u ← h0 (id, π)
ν ← g u mod p
ν 0 ← (h1 (ν))r mod p
w ← h2 (µ)
w1 ← x + uw mod q
α ← (µν 0−1 )w1 mod p
k1 ← h3 (id, B, α)

id, m
−−−−→

µ
←−−−

w ← h2 (µ)
β ← (mν w )y mod p
k10 ← h3 (id, B, β)

k1
−−−→
k20

y ←R Zq
ν 0 ← (h1 (ν))r mod p
µ ← ν 0 g y mod p

← h4 (id, B, α)

abort if k1 6= k10
k2 ← h4 (id, B, β)

k2
←−−−

abort if k2 6= k20
K ← h5 (id, B, α)

K 0 ← h5 (id, B, β)

Fig. 7. SRP5

server[id, ν = g u ] on B

user[id, π] on A
x ←R Zq
m ← g x mod p
id, m
−−−−→

u ← h0 (id, π)
ν ← g u mod p
w ← h1 (m, µ)
w1 ← x + uw mod q
α ← (µ − 3ν)w1 mod p
k1 ← h3 (id, B, α)

µ
←−−−

← h4 (id, B, α)

abort if k2 6= k20
K ← h5 (id, B, α)

w ← h1 (m, µ)
β ← (mν w )y mod p
k10 ← h3 (id, B, β)

k1
−−−→
k20

y ←R Zq
µ ← 3ν + g y mod p

abort if k1 6= k10
k2 ← h4 (id, B, β)

k2
←−−−
K 0 ← h5 (id, B, β)

Fig. 8. SRP6
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server[id, γ 0 = γ −1 , W, V 0 = H2 (id, π) ⊕ V ] on B

user[id, π] on A
x ←R Zq
γ ← H1 (id, u)
m ← g x γ mod p
id, m
−−−−−→

α ← µx mod p
γ 0 ← γ −1 mod p
k10 ← h3 (id, B, m, µ, α, γ 0 )
abort if k1 6= k10
a0 ← H6 (id, B, m, µ, α, γ 0 )
V 0 ← a0 ⊕ a
V ← H2 (id, π) ⊕ V 0
abort if ¬VALID(V )
s ← SigV (µ)
s00 ← H7 (id, B, m, µ, α, γ 0 )
s0 ← s00 ⊕ s

µ, k1 , a
←−−−−−−

s0
−−−−−→
K ← h5 (id, B, m, µ, α, γ 0 )

abort if ¬ACCEPTABLE1 (m)
y ←R Zq
µ ← g y mod p
β ← (mγ 0 )y mod p
a0 ← H6 (id, B, m, µ, β, γ 0 )
a ← a0 ⊕ V 0
s00 ← H7 (id, B, m, µ, β, γ 0 )
k1 ← h3 (id, B, m, µ, β, γ 0 )

s ← s00 ⊕ s0
abort if VerifyW (µ, s) = 0
K 0 ← h5 (id, B, m, µ, β, γ 0 )

B V = hv, mac(v)i; W = g v mod p where v ←R Zq
B SigV (µ) {c ←R Zq ; δ ← g c mod p; e ← H00 (id, B, m, µ, α, γ 0 , δ);
σ ← c − ev mod q; s ← he, σi}
B VerifyW (µ, s) {ζ ← g σ W e mod p; η ← H00 (id, B, m, µ, β, γ 0 , ζ);
return 0 if e 6= η}

Fig. 9. PAK-Z (B specifies Y instance)

Summary of AMP

adversary on A

server on B

· ··

adversaryr on A
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server on B

· ··
id, m
−−−−→

Disconnect

µ, k1
←−−−−

id, m
−−−−→
id, m0
−−−−→
id, m00
−−−−→

· ··
· ··
Time Out?

· ··
id, m0
−−−−→

Disconnect

µ0 , k10
←−−−−−

· ··
Disconnect
· ··
Time Out?

(a) Serial Attempts

· ··

µ, k1
←−
−−−
µ0 , k10
←−
−−−
µ00 , k100
←−−−−
· ··
Failure
(Count Up?)
(b) Parallel Attempts

Fig. 10. Many-for-Many Guessing

