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ABSTRACT

We suggest standardizing methods for password-based authenticated key exchange.
The scope of this effort is focused on methods where the client uses only a password;
No supplementary keys or certificates are required. We believe this to be an important
problem for cryptographic practice, and judge the area to be about ready for a
standard.

The scope of this effort may include methods with different forms and trust models,
with varying degrees of functionality.  The standard will be written in a manner that
describes the security goals for these methods, and presents the essential structure of
these methods with respect to these goals.  The standard should specify requirements
for underlying primitive operations used by these methods to facilitate the use of
replaceable or upgradable components where necessary and practical.

BACKGROUND OF PASSWORD-BASED AKE

Consider the scenario in which there are two entities -- a client and a server -- where
the client holds a password and the server holds a function of this password.  The
parties would like to engage in a conversation at the end of which each holds a session
key, which is known to nobody but the two of them. There is present an active
adversary whose capabilities include enumerating, off-line, the words in a dictionary,
this dictionary being rather likely to include the password. In a protocol we deem
"good" the adversary's chance to defeat our goals will depend on how much she
interacts with protocol participants -- it won't significantly depend on her expenditure of
computation.

This lovely problem, password-based authenticated key exchange (AKE), was
described in two papers of Bellovin and Merritt [BM92, BM93].  These authors brought
forth the problem and gave the first proposed solutions.

There have been a number of subsequent suggestions for password-based AKE
protocols, including the work of Steiner, Tsudik and Waidner [STW95], Jablon
[Ja96,Ja97], Lucks [Lu97], Wu [Wu98], Roe, Christianson and Wheeler [RCW98],
MacKenzie and Swaminathan [MS99], and Boyko, MacKenzie and Patel [BMP00].
Several of these references have taken steps to formally analyze the security of these
methods.
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Further work of importance includes Gong, Lomas, Needham, and Saltzer [GLNS93],
who were also involved early in this topic, and recently Shoup [Sh99] and Halevi and
Krawczyk [HK99].  The latter reference presents a proof that some kind of public-key
cryptography is required to prevent dictionary attack in a password-based method.
However, these references focus predominantly on a richer trust model, with more
requirements for the client, such as the ability to store or verify the validity of a server's
public key.  While these added requirements are needed to meet their security goals,
we instead focus on password-based methods that achieve as many of these goals as
possible using only the password.

We feel that the area of password-based AKE is getting ripe for standardization.
People are beginning to use and deploy these methods, and need guidance in doing
so. Standards efforts in password-based AKE would help both commercial and non-
commercial developers of password-based systems, many of whom do not currently
know how to design strong password systems properly.  Visible, widely-diseminated
standards will reduce the number of weak ad-hoc systems that often result from such
lack of knowledge.

Researchers also tend to keep an eye out on the world of standards to motivate their
work, and a standardization effort will further fuel academic interest in this domain.
Solid theoretical work is just now emerging and is likely to continue for quite a while
longer.

The purpose of this effort is to define standards for the cryptographic aspects of
password-based AKE, and ultimately to encourage wider standardization and use of
these systems.

PROBLEM DESCRIPTION

Part of the job of the study group will be to provide solid definitions.  To get things
started, we provide some straw-man definitions here.

We use the term "password" to refer to any possibly low-entropy authentication key.
Such keys are often derived from a secret that a person remembers, whether in the
form of a PIN code, password, or passphrase.  An essential goal of these methods is to
help prevent brute-force attack when the password space is small, or of indeterminate
size, and thus potentially small.

Password-based AKE protocols commonly have two stages: a key agreement phase,
and a key confirmation phase.  Key agreement is a mutual act that ends with both
parties sharing a common session key, but not necessarily knowing that they share it.
Key confirmation refers to steps that both parties take to verify that they share the
common key.  Key confirmation may be from client-to-server, server-to-client, or
mutual.  The scope may include protocols that don't explicitly include full mutual key
confirmation.  This may be desired and appropriate when the method is used in the
scope of a larger system that provides the necessary confirmation.  The standard must
provide guidance in this regard.
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The scope may also include protocols that assume either an asymmetric trust (AT)
model or a symmetric trust (ST) model.  In the AT model the client has a password and
the server has only a particular one-way function of this password.  In the ST model the
client and the server both have the same data, which itself may be derived from a one-
way function of the password.  The significant benefit of the AT model is that a thief
who steals the server's verification information must still perform a successful
dictionary attack in order to masquerade as the client.

These methods may incorporate underlying cryptographic primitive functions, such as
exponentiation in large finite groups, symmetric encryption functions, and one-way
hash functions.  The standard may identify crucial security requirements for these
primitives, so as to accommodate a range of implementations.  As an example of this
style of modular construction, Diffie-Hellman key exchange is often defined in an
abstract manner to encompass the use of a variety of finite groups.

Primary goals of the standard are to provide client-to-server authentication while
providing security against dictionary attack on the password.

A more complete statement of goals is listed below.  We also recognize that one of the
jobs of this standards effort is to insure that these goals are clearly presented.

The focus will be on two-party password-only protocols.  We will not preclude further
follow-on work, but such work should not interfere with the rapid completion of a
standard for the commonly used two-party model.

The standard will also encourage simplicity and efficiency in protocol selection, when
all other factors are equal.

The art of crafting rigorous definitions and proofs in this domain is subtle and complex.
However, even in the absence of proofs, there are obvious benefits of these methods
over earlier password-only methods, and there are obvious benefits for having a formal
understanding of one goals.  The study group will endeavor to provide clear
descriptions, and while provable security is desired, it is not a requirement for this
standard.

PRELIMINARY STATEMENT OF GOALS

The standard will be a high-level one that does not emphasize specific stored or
transmitted data formats.  We anticipate that subsequent work will map these standard
methods into specific protocols and data formats.

One job of this effort will be to provide clear descriptions and clear cryptographic
requirements for these methods.  To get started, we initially and informally list the
following goals:

1.  Security is provided against an active adversary who can direct multiple sessions
between the client and server, and add, delete, or modify messages.

2.  The active adversary won't be able to obtain information about the password more
effectively than by direct on-line guessing -- interactively trying the most likely
passwords, in order (security against offline dictionary attacks).
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3.  Learning already distributed session keys won't help the adversary (security against
"Denning-Sacco attack").

4.  If the adversary learns the client's password or the server's long-term password-
verifier, still the adversary won't be able to ascertain anything about previously
distributed session keys ("forward secrecy").

5.  A passive adversary (eavesdropper), even after learning the password, won't be
able to ascertain anything about session keys.

6.  If the adversary learns the password for a specific server, the adversary will still
have to perform a dictionary attack in order to impersonate the client to the server, or to
impersonate another server to the client (Only applies in the asymmetric trust model).

We recognize that the omission of goal 6 may be desirable in some cases to achieve
an increase in efficiency for methods in a symmetric trust model.

LIMITATIONS

We'd like to be clear about the following limitations on these methods:

1.  Direct on-line guessing is always possible.  We presume the server will take any
necessary measures to limit direct guessing to minimize this threat.  Such measures
are beyond the scope of these cryptographic protocols.

2.  If the server is compromised and a hashed-password verifier is revealed to an
attacker, dictionary attack is unavoidable.  The cost of the attack will be directly
proportional to the entropy of the password, and the cost of computing the hash
function.

EVALUATING PROPOSALS

For the purpose of illustration, and initial focus for the group, several methods have
already been presented to the P1363 group for study. These and subsequent methods
will be reviewed as appropriate, and a set of methods will be defined to achieve our
goals using a variety of forms and a variety of underlying cryptographic primitives.
Other criteria for protocol selection may come from the broader P1363 effort.

Much of the work in this area springs from ideas of Bellovin and Merritt [BM92,BM93].
In addition to the specific suggestions made to the P1363 group, the body of other
follow-on work includes protocol suggestions by [STW95, Ja96, Ja97, Lu97, MS99,
Wu98, RCW98, BESW00, and BMP00].

In choosing a password-based AKE protocol, the following characteristics are
desirable.  This list is not exhaustive and neither rigidly proscriptive.

1.  The protocol may use an asymmetric trust model, where the client key is different
from the server key, with the former being hard to compute from the latter.
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2.  The protocol may use a symmetric trust model where the client key is the same as,
or computationally equivalent to, the server key.

3.  The protocol should support a variety of underlying groups, when possible, such as
subgroups of Zp

* and various elliptic curve groups.

4.  The protocol should be simple -- as simple as possible.

5.  The protocol should provide some form of time-limited sensitivity to stolen long-term
secrets (e.g. "forward secrecy").

6.  The protocol may support a variety of "flow architectures" (that is, who speaks to
whom when).

7.  The protocol should be efficient in several measures: number of flows, length of
these flows, computational cost at the server, computational cost at the client.

8.  It is desirable that a protocol be supported by proofs.  Without verifiable proofs, the
usual peer review process will be used.

It is recognized that tradeoffs may exist in trying to achieve multiple desired
characteristics.  The standard should be sufficiently flexible to accommodate a range of
anticipated uses for these methods.

WHY STANDARDIZE PASSWORD-BASED AKE PROTOCOLS?

What makes password-based authentication of so much interest is that it affords very
strong guarantees using a very simple trust model based on a weak authenticator.
This trust model is in fact the predominant trust model used in person-to-computer
authentication.  It is thus significant that good security properties may be achieved
using nothing but a tiny password.  In particular, these methods use no sort of public-
key infrastructure.  There are no certificates involved, and no certification authorities.

In light of this, some may fear that password-based AKE is incompatible with public-
key infrastructure.  Quite the opposite is true.  Password-based protocols provide extra
assurance when, for example, a certificate is forged or goes unverified by the client. If
the client and server carry out a password-based AKE encrypted under the server's
public-key, then client does not relinquish his password even if the server's certificate
should turn out to be invalid, or if the client neglected to check it.

Besides the growing amount of academic work in this area, current interest in
commercial and non-commercial applications is growing.  One of the authors of this
paper is associated with a company that focuses specifically on password-based AKE
technology, and which maintains educational pages for this field at its web site.

The standard will be designed to provide a wider understanding of these problems and
solutions, to encourage a variety of applications.  Prominent evolving standards like
TLS, Kerberos, HTTP, SSH, and IPSec, may be motivated to take advantage of
password-based AKE methods.
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