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Abstract
A password authentication protocol called SNAPI is proposed for inclusion in the P1363a
document. SNAPI provides mutual authentication between a client and server based solely on
a password, and does not require the client to store any other information (except the code
that runs the protocol). SNAPI is the rst protocol of this type that is provably secure against
active adversaries (i.e., adversaries that can not only eavesdrop on communication, but also
impersonate parties and replay messages), and in particular, does not reveal any information
to active adversaries that would allow an o -line dictionary attack on the password. Security is
proven in the random-oracle model and is based on the security of RSA. SNAPI also provides for
key exchange (as secure as Die-Hellman), allowing a secure session to be initiated. A variant,
SNAPI-X, is also proposed, in which the server stores a one-way function of the password,
and does not allow an adversary who compromises the server to impersonate a client (without
actually running a dictionary attack on the password le).
The protocols described in this contribution are from the paper, Secure Network Authentication with Password Identi cation [MS].
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1 Introduction
A user authentication protocol is a protocol in which a system may verify the identity of a user in
order to allow access to some resource. Due to its simplicity, the most common form of user authentication is password-based, that is, a user must be able to provide a memorized password in order
to be authenticated. Password-based user authentication has the problem that users often choose
weak passwords in order to be able to memorize them. These weak passwords (such as a birthday,
or common English word) are potentially susceptible to dictionary attacks. Dictionary attacks are
brute force attacks on passwords that are performed by testing a large number of likely passwords
(say, all the words in an English dictionary and all possible dates from this century) against some
publicly available information about the desired password. The concern over dictionary attacks is
why most UNIX password les are now shadowed, and thus unviewable by normal users. See Wu
[Wu99] for some recent demonstrations of the e ectiveness of dictionary attacks.
When user authentication must be performed over an untrusted network, additional problems
arise due to the fact that the communication may be overheard, or even altered, by an attacker. In
general, one can not assume that there is a secure channel between the user's system (the client)
and the authenticating system (the server). Thus, one must deal with eavesdropping attacks, replay
attacks, and also spoo ng (i.e., impersonation or man-in-the-middle attacks).
In light of these problems, the idea of providing strong security for network authentication using
passwords that could potentially be weakly chosen seems to be contradictory. However, there have
been several password-only user authentication (and key exchange) protocols proposed in the past
few years that are designed to be secure, in particular with respect to o -line dictionary attacks.
Jablon [Jab, Jab96] gives good descriptions of these, including an \ancestor tree" for the di erent
protocols. Notable protocols are Encrypted Key Exchange (EKE) by Bellovin and Merritt [BM92],
which is the rst such protocol in the area, Augmented-EKE (A-EKE) [BM93], the secret public-key
methods in [GLNS93, Gon95], Modi ed-EKE (M-EKE) [STW95], Simple Password EKE (SPEKE)
and Die-Hellman EKE (DH-EKE) [Jab96], B-SPEKE [Jab97], Secure Remote Password Protocol
(SRP) [Wu98], and Open Key Exchange (OKE) [Luc97]. No formal security proofs were provided
for any of these protocols. In fact, certain attacks on some of these protocols were shown in [Pat97].
In this proposal, we present a protocol called SNAPI which provides mutual authentication and
key exchange over a network between a user/client and a server. (SNAPI is derived from, and
is very similar to, the OKE protocol. See Section 4 for details.) The client does not store any
information speci c to the server, and simply requires the user to input a password. The protocol
is proven secure against active attackers, meaning that except for some negligible probability, the
best attack on the system is simply to guess passwords and attempt authentication with a valid
client or server. Obviously, this is the best security possible for a password-based protocol. We
also present an extension of SNAPI called SNAPI-X which provides added (proven) security in the
case of server compromise.
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2 Description of the cryptographic technique
SNAPI and SNAPI-X are protocols that provide mutual authentication based on a password, and
additionally provide key exchange. It is assumed that the server stores an RSA pair [RSA78] where
the public key is (N; e) and the private key is (N; d), N is the product of two large primes P and
Q, gcd(e; (N )) = 1, and ed  1 mod (N ), where (N ) = (P , 1)(Q , 1).

2.1 Security parameters
The system assumes two security parameters k and ` have been set, where k is the security parameter for the basic hash functions, and ` > k is the security parameter for RSA.

2.2 Hash functions
The SNAPI and SNAPI-X protocols use two short hash functions h and h0 , as well as two long hash
functions H and H 0 (H 0 is used only in SNAPI-X.) For our security proofs, these hash functions
are assumed to behave like random oracles [BR93b], and below we give constructions that seem to
allow this using known hash functions. The constructions are based on those given in [BR93b].
The hash functions should take as input an arbitrary number of bits and output a certain xed
number of bits. We assume that the short hash functions output k bits, and currently we recommend
SHA-1 or RIPEMD-160, with k = 160 for both. Let hash denote the underlying hash function. To
di erentiate h and h0 , we recommend h(x) = hash(00jxjxj00) and h0 (x) = hash(01jxjxj01), where
\j" denotes concatenation, and \00" and \01" denote length 2 bit strings.
We assume the long hash functions output   ` + k bits. For these hash functions we use
di erent length 2 bit strings \10" and \11", and also an index corresponding to the output positions
of the bits generated by each hash application. We recommend

H (x) = hash(10j0jxjxj0j10) j hash(10j1jxjxj1j10) j hash(10j2jxjxj2j10) j    j hash(10jijxjxjij10) and
H 0 (x) = hash(11j0jxjxj0j11) j hash(11j1jxjxj1j11) j hash(11j2jxjxj2j11) j    j hash(11jijxjxjij11);
where i = =k and  is a multiple of k, and the index is represented as an 8 bit number.

2.3 RSA restrictions
Let key generator GE de ne a family of RSA functions to be (e; d; N ) GE (1` ) such that N = PQ,
where P and Q are prime numbers. Then, the public key is the pair (e; N ) where gcd(e; (N )) = 1
and the order of the group (N ) = (P , 1)  (Q , 1). The encryption function E : ZN ! ZN is
de ned by E (x)  xe mod N and the decryption function D : ZN ! ZN is D(x)  xd mod N ,
where the secret exponent d is chosen such that ed  1 mod (N ).
The choice of P , Q, and e is generally left to the implementation, although it is recommended
that P and Q be random large primes with about the same bit length (about `=2 for security
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parameter `) [IEE98]. There is no recommendation on the value e except that it obeys the constraint
gcd(e; (N )) = 1. For eciency e is often chosen to be a small prime and with a small number
of ones in its binary representation, such as 3, 17, or 65537. However, this will not be the case in
SNAPI and SNAPI-X.
SNAPI is parameterized by restrictions on the possible values of the public key. These restrictions must be eciently testable by someone who only knows the public key. The restrctions are
designed to force N to be large and gcd(e; (N )) = 1. The following four are possible candidates
for such restrictions:
1.
2.
3.
4.

N 2 [2`,2 ; 2` ], e 2 [2` ; 2`+1 ], e prime.
N 2 [2`,2 ; 2` ], e 2 [2`=2 ; 2`=2+1 ], e prime, (N mod e) 6 j N .
N 2 [2`,2 ; 2` ], e the smallest prime greater than 2` .
N 2 [2`,2 ; 2` ], e the smallest prime greater than 2`=2 , (N mod e) 6 j N .

We require these choices of RSA parameters for our security proof, and these choices are generally
accepted as providing strong security for RSA [IEE98]. Below we demonstrate SNAPI and SNAPIX protocols for Case 1 only.

2.4 SNAPI protocol
In SNAPI, Alice (the server) and Bob (the client) agree on a common password  2 P and Alice
chooses an RSA public-key/private-key by generating (e; d; N ) GE(1` ), where N = PQ, P; Q 2
[2`=2,1 ; 2`=2 ] are randomly chosen primes, e 2 (2` ; 2`+1 ] and e is prime.
Let g be a generator of a cyclic group of size ! superpolynomial in k in which the DieHellman problem is hard; we use this group for obscuring the password (later in SNAPI-X), for
Die-Hellman key exchange, and as a source of nonces.
Let A denote the identity of Alice, and let B denote the identity of Bob.
The protocol is shown in Figure 1.

Comments:
 The public key (N; e) used by Alice may be used for multiple sessions, i.e., Alice does not

need to generate a new public key for each session.
 After Bob computes p, Bob checks if gcd(p; N ) 6= 1 or p  2 , (2 mod N ). The second
part of the test was used for the proof in order to remove bias in the value p mod N , but
removing it does not seem to a ect security, since the condition should only occur with
negligible probability. (A similar comment holds when Bob does a similar test later.) Note
that the rst part of the test is very important, in that removing it may cause Bob to reveal
information about the password to an adversary impersonating Alice.
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 After Alice computes p0, she checks if gcd(p0; N ) 6= 1 or p0  2 , (2 mod N ). Given that

Alice, herself, is not corrupted, removing this test does not seem to a ect security, since the
condition should only occur with negligible probability.

2.5 SNAPI-X protocol
Password-based authentication protocols such as SRP are also designed to withstand server compromise, i.e., an attacker who steals the password le and any other information (such as cryptographic
keys) from the server can not use that information directly to gain access to the system. Here we
present an extended SNAPI which is also secure against server compromise. We call this extended
protocol SNAPI-X (SNAPI-eXtended).
Again, let A denote the identity of Alice, and let B denote the identity of Bob.
In the SNAPI-X protocol, we assume there is an initialization in which the client, Bob, chooses
a password  2 P and a salt value, computes x = H 0 (AjBjjsalt) and sends the server, Alice,
X = gx and the salt value, both of which are stored by Alice. As in SNAPI, Alice chooses RSA
parameters (N; e; d). After the initialization Bob only needs to remember .
The protocol is shown in Figure 2.

Comments:
 The comments for SNAPI apply to SNAPI-X also.
 Assuming ! is prime and is the multiplicative subgroup of Z generated by g, where
 = d! + 1 for some d where gcd(d; !) = 1, then to test if y 2 , one should test if y!  1. In
this case it may be possible for Bob to combine the computation of yx and y! for eciency
in his last step [Yao76].

3 Claimed attributes and advantages
SNAPI and SNAPI-X have the following advantages compared to the other network user authentication protocols.

 SNAPI and SNAPI-X are password-only protocols, i.e., the client end does not have to store

any server speci c information except the password (which will not actually be stored on the
client machine, but simply remembered by the user). In this aspect, SNAPI and SNAPI-X
are easier to manage than protocols like ssh [SSH99] and IPSEC [HC98] which do require the
client to hold server certi cates for secure mutual authentication.
 The eciency of the SNAPI and SNAPI-X protocols is close to the eciency of SPEKE,
SRP and ssh in terms of the number of steps and the number of public-key cryptographic
operations.
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Bob:
Alice:
Bob:

1.
1.
2.
3.
1.
2.

Alice:

1.
2.

Bob:

1.

Alice:

2.
1.
2.

Send username to Alice.
Choose 2R Z!.
Set m = g .
Send (m; N; e) to Bob.
If N 62 [2`,2 ; 2` ], e 62 (2` ; 2`+1 ], or e is not prime, then reject,
Else,
(a) Choose 2R Z! and a 2R ZN .
(b) Set  = g .
(c) Compute p = H (N jejmjjAjBj).
(d) If gcd(p; N ) 6= 1 or p  2 , (2 mod N ), then set q = a,
(e) Else, set q  pae mod N .
(f) Send (; q) to Alice.
If gcd(q; N ) 6= 1, then reject,
Else,
(a) Compute p0 = H (N jejmjjAjBj).
(b) If gcd(p0 ; N ) 6= 1 or p0  2 , (2 mod N ), then reject,
(c) Else,
i. Set a0  (q=p0 )d mod N .
ii. Set r = h(a0 ).
(d) Send r to Bob.
If gcd(p; N ) = 1, p < 2 , (2 mod N ) and r = h(a), then
(a) Accept,
(b) Compute session key m .
(c) Send t = h0 (a) to Alice.
Else, reject.
If t = h0 (a0 ), then
(a) Accept.
(b) Compute session key  .
Else, reject.
Figure 1: SNAPI Protocol
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Bob:
Alice:

Bob:

1.
1.
2.
3.
4.
1.
2.

Alice:

1.
2.

Bob:

1.

Alice:

2.
1.
2.

Send username to Alice.
Choose 2R Z!.
Retrieve X and salt from password le for username.
Set m = g .
Send (m; N; e; salt) to Bob.
If N 62 [2`,2 ; 2` ], e 62 (2` ; 2`+1 ], or e is not prime, then reject,
Else,
(a) Set x = H 0 (AjBjjsalt).
(b) Choose a 2R ZN and 2R Z!.
(c) Set  = g .
(d) Compute p = H (E jmjjgx ).
(e) If gcd(p; N ) 6= 1 or p  2 , (2 mod N ), then set q = a,
(f) Else, set q  pae mod N .
(g) Send (; q) to Alice.
If gcd(q; N ) 6= 1, then reject,
Else,
(a) Compute p0 = H (E jmjjX ).
(b) If gcd(p0 ; N ) 6= 1 or p0  2 , (2 mod N ), then reject,
(c) Else,
i. Set a0  (q=p0 )d mod N .
ii. Set r = h(a0 ).
(d) Choose 2R Z!.
(e) Set y = g .
(f) Send (r; y) to Bob.
If gcd(p; N ) = 1, p < 2 , (2 mod N ), y 2 and r = h(a), then
(a) Accept,
(b) Compute session key m .
(c) Send t = h0 (ajyx ) to Alice.
Else, reject.
If t = h0 (a0 jX ), then
(a) Accept.
(b) Compute session key  .
Else, reject.
Figure 2: SNAPI-X Protocol
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 In contrast to the other known password-only authentication and key exchange protocols like
SPEKE and SRP, SNAPI and SNAPI-X are provably secure (in the random oracle model).

 Like most of the other known password-only protocols, SNAPI and SNAPI-X are straightforward to implement.

 SNAPI-X is secure against server compromise while SNAPI is not. However, SNAPI is more
ecient than SNAPI-X.

4 Security assessment and considerations
SNAPI and SNAPI-X have been shown to be secure mutual authentication and key exchange protocols in the Bellare-Rogaway communication model, which assumes that an adversary completely
controls the communication channel. For a precise de nition and proof of security, we refer to [MS].
As discussed above, SNAPI is derived from, and is very similar to, the OKE protocol of Lucks
[Luc97]. The OKE protocol is designed for an \ideal encryption scheme" which does not correspond
to any known \real-world" encryption scheme. In fact, to work with RSA, Lucks designed a much
more complex \protected-OKE" protocol. However, protected-OKE seems to be insecure [Pat99].
The SNAPI protocol is based on the original OKE protocol, but is enhanced to provide partial
testability of RSA keys by the client, and then mechanisms to provide security for the client even
for incorrectly formed RSA keys that pass the partial tests.
One might ask, \What does it mean to be a secure mutual authentication protocol based on
passwords?" Formally, if we assume that a password is chosen from a dictionary of size d, and
the adversary performs v impersonation attacks (such as attempting to login as the user), then
the adversary should have only a (v=d) +  chance of succeeding, where  is negligible. SNAPI
and SNAPI-X are both secure mutual authentication protocols, meaning that the adversary has
(v=d) +  chance of succeeding with v impersonations.
SNAPI-X is also secure against server compromise. This means that even if an adversary
compromises the server and obtains the password le and any cryptographic keys, the adversary
still cannot impersonate a client to that server without performing a dictionary attack on the
password le. (Of course, there is no way to prevent this attack once the adversary has obtained
the password le.) More formally, we show that the probability that the adversary successfully
impersonates a client is (v=d) + , where v is the number of passwords tested in the dictionary
attack, and  is negligible.
To be precise about security against server compromise, in our model we assume that once an
adversary compromises the server, it does not impersonate the server to the client anymore, and
simply tries to impersonate the client. This would model a situation in which the server somehow
accessed the les on the server, but could not corrupt any routers between the client and server in
order to impersonate the server to the client. We do not know how an adversary that impersonates
the server could obtain the plaintext password, but, unfortunately, we also do not know how to
prove an adversary could not obtain the plaintext password through impersonating the server.
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The security proofs for SNAPI and SNAPI-X hold in the random-oracle model [BR93a], i.e., it
is assumed that all the hash functions behave like random hash functions. While a protocol having
a security proof in the random-oracle model is certainly less desirable than a protocol having a
proof in the standard model (using standard cryptographic assumptions) [CGH98], it is certainly
preferable over a protocol which lacks any proof. Other protocols proven secure in the randomoracle model include Optimal Asymmetric Encryption Padding [BR94] (used in PKCS #1 v. 2
[Not99]) and Provably Secure Signatures [BR96].

5 Known limitations and disadvantages
SNAPI and SNAPI-X are slightly slower than some other protocols, such as ssh and SRP, because
in addition to the Die-Hellman computations, there is an RSA encryption by the client and
RSA decryption by the server. On current processors this may add about 600 milliseconds to
the protocol. For user authentication, this does seem reasonable, and the combined cryptographic
computations on the server and client still require less than 2 seconds.
SNAPI is not designed to be secure against server compromise. SNAPI-X is designed to be
secure against server compromise, but is less ecient than SNAPI.
The security proofs for SNAPI and SNAPI-X hold only in the random-oracle model, and thus
there is the possibility of an attacker using some currently unknown feature of the hash functions
to break the protocol. However, to date no one has found such an (e ective) attack on SHA-1 or
RIPEMD-160.
There is a password authentication protocol that seems to be proven secure under a complexitytheoretic assumption about the intractability of noisy polynomial reconstruction, but this assumption is non-standard, and the protocol is inecient [NP99].
Export restrictions and other patent issues may be involved since the protocol uses RSA encryptions and decryptions.

6 Intellectual property issues
Lucent Technologies has led a patent application on the protocols described in this contribution.
Lucent will license any resulting patent in a reasonable and non-discriminatory fashion in compliance with its intellectual property rules and regulations. A letter to this e ect will be provided.
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