The XCB-AES Transform v.0.1 Maino, McGrew 12/01/2007

1. The XCB-AES Transform

1.1 Data Units and Tweaks

This standard applies to encryption of a data stream divided into consecutive data units,
where the data stream refers to the information that has to be encrypted and stored on the
storage device. Information that is not to be encrypted is considered to be outside of the data
stream. The data units in a data stream typically have the same size, but this standard does
not require this uniformity of size.

Each data unit’s size shall be at least 128 bits and at most 2*° bits. Each data unit is
assigned a tweak value which is a non-negative integer. The tweak values are assigned
consecutively, starting from an arbitrary non-negative integer. When encrypting a tweak
value using AES, the tweak is first converted into a little-endian byte array. For example,
tweak value 123456789a,, corresponds to byte array 9a,4,78,4,56,6,3%4 6,12, -

The mapping between the data unit and the transfer, placement and composition of data on
the storage device is beyond the scope of this standard. Devices compliant with this
standard should include documentation describing this mapping. In particular, a single data
unit does not necessarily correspond to a single logical block on the storage device. For
example, several logical blocks might correspond to a single data unit. Data stream, as used
in this standard, does not necessarily refer to all of the bits sent to be stored in the storage
device. For example, if only part of a logical block is encrypted, only the encrypted bytes
are viewed as the data stream, i.e. input to the encryption algorithm in this standard.

1.2 Notation

The two main functions used in XCB are AES block cipher encryption and multiplication
over the field GF (2'?*). The AES block cipher encryption of the value X with the key K
is denoted as AES-enc(K, X), and the AES block cipher decryption is denoted as AES-
dec(K, X). The multiplication of two elements X, Y € GF (2'*) is denoted as X - Y , and
the addition of X and Y is denoted as X @ Y. Addition in this field is equivalent to the
bitwise exclusive-or operation, and the multiplication operation is defined in Section ??7?.
We denote the number of bits in a bit string X as #X.

The function len(S) returns a w/2-bit string containing the nonnegative integer describing
the number of bits in its argument S , with the least significant bit on the right. The
expression (' denotes a string of n zero bits, and A||B denotes the concatenation of two
bit strings A and B. The function msby(S) returns the initial t bits of the string S . We
consider bit strings to be indexed starting on the left, so that bit zero of S is the leftmost
bit. When S is a bit string and 0 a <= b < #S , we denote as S [a; b] the length b - a
subtring of S consisting of bits a through b of S . The symbol {} denotes the bit string
with zero length.

1.3 Definition

The XCB-AES encryption and decryption operations use the AES block cipher
encryption functions AES-enc and AES-dec, as well as the hash function h and the
pseudorandom function ¢. The variables H, K. , K4 and K, are derived from K, essentially
by running the AES-enc encryption function in counter mode.
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Optionally, these values can be stored between evaluations of these algorithms, in order
to trade off some storage for a decreased computational load.

The function ¢ : {0, 1}* x {0, 1}'** — {0, 1}, where the output length / is is bounded by
0 <=1 <= 2%, generates an arbitrary-length output by running the AES-enc function in
counter mode, using its 128-bit input as the initial counter value. Its definition is

¢(K, W, /) = AES-enc(K, W)|| AES-enc(K, incr (W)|| . . .msb; (AES-enc(K, inct™'(W)),

where we make the output length / an explicit parameter for clarity; n = [1/128] is the
number of 128-bit blocks in the output and # = / mod /28 is number of bits in the trailing
block. Here the function incr : {0, 1}'** — {0, 1}'*® is the increment operation that is
used to generate successive counter values. This function treats the rightmost 32 bits of
its argument as a nonnegative integer with the least significant bit on the right,
increments this value modulo 2** . More formally,

incr(X) = X[0; 957 || (X[96; 127] + 1 mod 2°%),
where we rely on the implicit conversion of bit strings to integers.
The functions h; and h; are defined in terms of the underlying hash function h as

hl (H, Z, B) = h(H’ 0128||Z,B||0#B mod 256)
h2 (H, Z, B) = h(H’ 2128||0128,E||0#B mod 128||len(z||L)||len(B))

The function h : {0, 1}'** x {0, 1}™x {0, 1} — {0, 1}'** , m € [128,2%] is defined by
h(H, A, C) = X1 , where the variables X; €{0, 1}128 for1=0,...,m+n+1 are defined
as

X;=0 fori=0

Xi=Xi-1 @A)-H fori=1,...m—1
Xi=Xm1 (A'm|[0V™)-H fori=m

Xi=(Xi-1 Cim) - H fori=m+1,...m+n—1

Xi= Xmin1 (Co ][0V - H fori=m-+n
X; = (Xmm (len(A) || len(C)))-H fori=m-+n+ 1.

Here we let A; denote the 128-bit substring A[128*(i-1); 128*i -1], and let C; denote C
[128*(-1)w; 128%*i-i]. In other words, A; and C; are the i™ blocks of A and C,
respectively, if those bit strings are decomposed into 128-bit blocks. This function is
identical to the universal hash function that is used as a component of the Galois/Counter
Mode (GCM) of Operation [SP800-38D]. (It is equivalent to the function used in Step 5
of Algorithm 4 of that specification, but please note that it is different than GHASH as
defined in that document.)
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1.4 Multiplication in GF(2'%?)

?77?Add here section for GF mult from .0 doc (Serge)???

1.5 The XCB-AES Encryption Operation
The XCB-AES encryption operation for an m-bit block P is modeled with this equation:

CT < XCB-AES-enc(K,P,Z)
where:
K is the 256 or 512 bit XCB-AES key
P is a block of plaintext of m bits where m € [128,2°%]
Z is the value of the 128-bit tweak
CT is the block of 128 bits of ciphertext resulting from the operation

The ciphertext shall then be computed by the following or an equivalent sequence of
steps (see Figure 1):

< AES-enc(K,0'®)

< msby(AES-enc(K,0'%]|001)|| AES-enc(K,0'%[|010))
< msby(AES-enc(K,0'?]|011)|| AES-enc(K,0'%||100))
< msby(AES-enc(K,0'?||101)|| AES-enc(K,0'%||110))
< P[m-128; m-1]

< P[0; m-127]

< AES-enc(K,A)

< C ® hy(H,Z,B)

< B ® ¢(K.,D,#B)

< D @ hy(H,Z,E)

< AES-dec(Ky,F)

< E|IG
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1.6 The XCB-AES Decryption Operation

The XCB-AES decryption operation for an m-bit block P is modeled with this equation:
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P < XCB-AES-dec(K,CT,Z)
where:
K is the 256 or 512 bit XCB-AES key
CT is a block of ciphertext of m bits where m € [128,2°%]
Z is the value of the 128-bit tweak
P is the block of 128 bits of plaintext resulting from the operation

The plaintext shall then be computed by the following or an equivalent sequence of steps:

H < AES-enc(K,0'%*)

< msby(AES-enc(K,0'%]|001)|| AES-enc(K,0'%[|010))
< msby(AES-enc(K,0'%]|011)|| AES-enc(K,0'%||100))
< msby(AES-enc(K,0'?||101)|| AES-enc(K,0'%||110))
< P[m-128; m-1]

< P[0; m-127]

< AES-enc(K,A)

< F ® hy(H,Z,E)

< E ® ¢(K.,D,#B)

< D ®h(H,Z,B)

< AES-dec(Ky,F)

< B[|A
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1.7 Using XCB-AES-128 and XCB-AES-256 for Encryption of Storage

The encryption and decryption procedures described in 1.5 and 1.6 use AES as the basic
building block with a key of either 128 or 256 bits. For completeness, the first mode shall
be referred to as XCB-AES-128 and the second as XCB-AES-256. To be compliant with
the standard, the implementation shall support at least one of the above modes.

Exporting and archiving XCB-AES keys can be done using the Key backup Structure
defined in clause 7 of IEEE 1619.0. Key scope defines the range of data encrypted with a
single XCB-AES key. As defined in clause 7.1.4 of 1619.0, the Key Scope is represented
by three integers: value of the tweak associated with the data unit in the sequence of data
units encrypted by this key, the size in bits of each data unit, and the number of units to be
encrypted/decrypted under the control of this key. An implementation compliant with this
standard may or may not support multiple data unit sizes.

In an application of this standard to sector-level encryption of a disk, the data unit typically
corresponds to a logical block, the key scope typically includes a range of consecutive
logical blocks on the disk, and the tweak value associated with the first data unit in the scope
typically corresponds to the Logical Block Address (LBA) associated with the logical block
in the range.

An XCB-AES key shall not be associated with more than one key scope.
NOTE - The reason of the above restriction is that encrypting more than one block with the

same key and the same index introduces security vulnerabilities that might potentially be
used in an attack on the system. In particular, key reuse enables trivial cut-and-paste attacks.

Page 5



