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1. Preface

This standard specifies an architecture for protection of data in Variable-length block storage devices, describing the methods, algorithm(s), and modes of data protection to be used.

1.1 Purpose

This standard provides an architecture for media security and enabling components. Present non-standard, insecure encrypted storage methodologies are augmented, allowing vendors to create higher-assurance solutions.

Privacy and integrity of information stored on storage media is becoming a significant issue. This standard addresses the security qualities (and to a lesser extent interoperability) of encrypted storage systems. This standard addresses Variable-length block storage devices such as tapes, thus complementing the standard p1619 that addresses Fixed (length) Block media (e.g. ATA disks).

1.2 Definitions

The following acronyms are used below and are defined here for easy reference:

· AAD – Additionally Authenticated Data

· AES – Advanced Encryption Standard

· CBC – Cipher Block Chaining

· CCM – Counter mode with CBC-MAC

· FIPS – Federal Information Processing Standards

· GCM – Galois Counter Mode

· IV – Initialization Vector, must be a nonce 

· NIST – National Institute of Standards and Technology

· Nonce – A quantity that must never repeat (within some scope). Every use of a nonce must have a different value.

2. Introduction

This document describes the use of authenticated encryption modes for encapsulation and protection of data stored on Variable-length Block storage media (hereafter VB-media). VB-media is written and read by Variable-length Block drives (hereafter VB-drives).  One example of VB-media which is written and read by VB-drives is tape-media written and read by tape-drives.  Variable-length blocks are also referred to as ‘records’, and that term will be used below.  The term ‘block’ will instead be used to describe the 16 byte entities processed by the encryption modes discussed below.  Records are broken into 16-byte plaintext blocks which are encrypted into 16-byte ciphertext blocks.  

The current standard describes two encryption modes of AES as equally effective means of protecting data, namely CCM and GCM. (Future versions of this standard may include additional modes as well.) To comply with this standard, vendors must implement at least one of these modes, but need not implement all of them. This standard makes no recommendations as to what mode is better suited for particular applications or products.

The modes that are described in this standard all have similar interfaces. Specifically, they all make use of some underlying block cipher, and define two data transformations, namely encryption and decryption. The interfaces of these two transformations are as follows: 

Encryption: The encryption routine expects four inputs: 

· A secret key K, to be used with the underlying block cipher.

· An initialization vector IV that must be a nonce.

· A plaintext P to be encrypted, that can be of any length within some range.  

· Additional authenticated data (AAD) that can be of any length within some range. This data is not encrypted, but is authenticated and bound to P.

This procedure has two outputs:

· A ciphertext C that has the same length as the input plaintext P.

· An authentication tag T of some length.

For every encrypted record, both outputs fields shall be written to the storage media. All or part of the IV and AAD fields may also be written to the media. The fields for the plaintext P and key K shall not be written to the media in cleartext. However, a cryptographically wrapped version of the key K (or some key-index) may also be written to the media. , 

Depending on the VB-format some or all of each of the inputs (K, IV, P, and AAD) may be determinable solely by the application using the VB-drive.  Conversely some part of one or more of the inputs may be set aside for VB-format usage.  

Decryption: The decryption routine has five inputs: the key K, initialization vector IV, ciphertext C, additional authenticated data AAD, and tag T, all as above. Its output is either the plaintext P as above, or the special signal fail. 

Security: The security of these modes rely on the secret key being secret, and on the IV being used as a nonce. That is, they only offer security as long as the same value for the IV is never used for encryption of more than one plaintext under the same key.

Interoperability: This standard offers vendors many degrees of freedom (e.g., the choice of mode to use for encryption, and the choice of fields to be written to the media). Furthermore, the current standard does not mandate any specific format for writing the fields specified below to the VB-media or any cartridge in which it is housed. Thus, complying with this standard does not carry a promise of interoperability.  Interoperability between multiple may be the responsibility of other organizations, and is beyond the scope of this standard.

Compression/Decompression: Depending on the VB-format, during a write to VB-media data compression may be performed before encryption, and if so the Plaintext P referred to above is after data compression.  Similarly on read from VB-media the decrypted Plaintext P may then be decompressed.  Any such compression/decompression algorithm is solely the responsibility of other organizations, and is beyond the scope of this standard.

Algorithm identifier: Depending on the VB-format, a VB-drive may write an algorithm identifier (e.g. “CCM-AES for P1619.1”, or “GCM-AES for P1619.1”, as appropriate) in cleartext form.  This need not be written with every record, and may be stored elsewhere on the VB-media, or in any cartridge in which the VB-media is housed.

3. CCM Encryption and Decryption

NIST Special Publication 800-38C specifies the CCM mode of the AES algorithm. CCM combines the counter mode for confidentiality with the cipher block chaining technique for authentication. The specification is intended to be compatible with the use of CCM within a draft amendment to the IEEE 802.11 standard for wireless local area networks and it is available off the modes-of-operation web-page as the Computer Security Resource Center of the US National Institute for Standards and Technology (NIST/CSRC).

The present draft uses the specification in the above-mentioned document as an integral part of the proposed standard. Below we refer to that document as the CCM document. This document builds on the CCM document and assumes the reader’s familiarity with this document.

Specifying the use of CCM for variable length media encryption involves two aspects. One aspect is restricting the allowed inputs to the encryption routine, and the other is specifying of what gets written to variable length media. These two aspects are treated separately in the next two subsections.

3.1 The inputs to CCM-encryption

In addition to the restrictions from the CCM document, the variable length media encryption standard further restricts the allowed input to the CCM encryption routine as follows:

· The key K shall be 32-bytes long (i.e. use of 16- and 24-byte keys is not allowed)

· The nonce shall be exactly 12-byte long.

· The Plaintext P shall correspond to one media-record with a length from 1 to 224-1 bytes.  

· The AAD input may consist of any length allowed by the CCM standard, 0 to 264 bytes. 
 

It is noted that the third bullet above dictates that a VB-drive shall not encrypt a partial media record with a separate IV and authentication tag, and shall not encrypt two or more media records with the same IV and tag. Each media record shall have its own IV and authentication tag. 

In this standard, the tag length shall be 16 bytes and the length of the data shall be described in 3 bytes. This is encoded as t=16, and q=3 and thus, B0 shall be a value 011110102. 

The length of the AAD is ‘a’ and is encoded within the first two bytes of AAD, e.g. if the AAD length is a=30 bytes and the first two bytes shall be 0x001E. 

3.2 What is Stored on the Media?

When encrypting a media using CCM-AES, the VB-drive shall write to the media for each record the following information:

· C - the ciphertext

· T - the authentication tag

The VB-drive should also write to the media with each record the following information:

· IV – the nonce that was used to encrypt the current record

· Other – enough information to let the reader of the media identify the transform (CCM-AES in this case) and the key that were used to encrypt the record, as well as the contents of the AAD input to CCM-AES (if used). 

The VB-drive may also write to the media other things that are needed for proper formatting (e.g. tape markers delimiting the start and end of the cipher text associated with a tape record).

The VB-drive shall not write to the media any part of the plaintext P or the key K in cleartext form.  Nor should any application using the VB-drive separately write them in an unencrypted form to the media, or any cartridge in which it is housed, as doing so effectively puts the data in the clear and negates any secrecy afforded by encryption.

4. GCM Encryption and Decryption

The Galois/Counter Mode of Operation (GCM) uses an underlying block cipher to encrypt messages of arbitrary length in an authenticated manner. GCM is specified in a document titled “The Galois/Counter Mode of Operation (GCM)” by David A. McGrew and John Viega. The current version of that document is from May 31, 2005, and it is available off the modes-of-operation web-page as the Computer Security Resource Center of the US National Institute for Standards and Technology (NIST/CSRC).  

The present draft uses the specification in the (normative Section 2 of the) above-mentioned document as an integral part of the proposed standard. Below we refer to that document as the GCM document.

The GCM mode of operation defines two transformations: namely encryption and decryption. These transformations depend on two parameters: one is the choice of the underlying block cipher, and the other is the length of the authentication tag. (The authentication tag is part of the output of GCM encryption and part of the input for GCM decryption). For the purpose of this standard, these parameters are set to use AES as the underlying block cipher, and a 16-byte authentication tag. With these choices, the interfaces of the two transformations as specified in the GCM document are as follows: 

Encryption: The GCM encryption routine expects four inputs:

· A secret key K, to be used with the underlying block cipher. AES is defined to support key lengths of 16-, 24- or 32-bytes long.  

· A non-empty initialization vector IV that can be of any length upto 261 bytes. 

· A plaintext P that can be of any length between 0 and (236-32) bytes. 

· Additional authenticated data (AAD) that can be of any length between 0 and 261 bytes.

This procedure has two outputs:

· A ciphertext C that has the same length as the input plaintext P.

· An authentication tag T, which in our case is of length exactly 16 bytes.

Decryption: The GCM decryption routine has five inputs: the key K, initialization vector IV, ciphertext C, additional authenticated data AAD, and tag T, all as above. Its output is either the plaintext P as above, or the special signal fail. 

Specifying the use of GCM-AES for VB-media encryption involves two aspects. One aspect is further restricting the allowed inputs to the encryption routine, and the other is specifying of what gets written to VB-media. These two aspects are treated separately in the next two subsections.

4.1 The inputs to GCM-AES-enc

In addition to the restrictions from the GCM document, this standard further restricts the allowed input to the GCM encryption routine as follows:

· The key K shall be 32-bytes long (i.e. use of 16- and 24-byte keys is not allowed)

· The IV shall be exactly 12-byte long.

· The Plaintext P shall correspond to one media-record with a length from 0 to (236-32) bytes. 

It is noted that the last bullet above dictates that a VB-drive shall not encrypt a partial media record with a separate IV and authentication tag, and shall not encrypt two or more media records with the same IV and tag. Each media record shall have its own IV and authentication tag. 

4.2 What is Stored on the Media?

When encrypting data using GCM-AES, the VB-drive shall write to the media for each record the following information:

· C - the ciphertext

· T - the authentication tag

The VB-drive should also write to the media with each record the following information:

· IV – the IV that was used to encrypt the current record

· Other – enough information to let the reader of the media identify the transform (GCM-AES in this case) and the key that were used to encrypt the record, as well as the contents of the AAD input to GCM-AES (if used). 

The VB-drive may also write to the media other things that are needed for proper formatting (e.g. format markers delimiting the start and end of the cipher text associated with a record written to VB-media).

The VB-drive shall not write to the media any part of the plaintext P or the key K in cleartext form.  Nor should any application using the VB-drive separately write them in an unencrypted form to the media, or any cartridge in which it is housed, as doing so effectively puts the data in the clear and negates any secrecy afforded by encryption.

5. Authenticate-Only mode

Both CCM-AES and GCM-AES may also be used in authenticate-only mode.  In this case:

· Input user data shall be processed and output as AAD data which is plaintext.  

· Additional format related fields may additionally be processed and output as additional AAD.

· the length of plaintext P input shall be 0 bytes, resulting in 0 bytes of ciphertext being created. 

· the key K shall be used to process the AAD data into an authentication tag T

· the output AAD data and the resulting authentication tag T shall be recorded to media

· Other – enough information to let the reader of the media identify the transform which created the authentication tag and the key that were used to encrypt the record 

The VB-drive may also write to the media other things that are needed for proper formatting 

The VB-drive shall not write to the media the key K in cleartext form.  Nor should any application using the VB-drive do so, as doing so effectively allows the data to be malleable and negates any authentication value.

6. Interoperability

We should consider specifying some simple language that would let vendors specify the choices that they made with respect to all the things that are not specified by this standard (i.e., the transform, what is written to the media, and in what format). This will give you at least some weak form of inter-operability (or recovery of data if a vendor disappears).

7. Comments

These are comments that bear repeating since they reflect directly onto the security of the solution and are assumptions of both of these algorithms.

7.1 IV/Nonce 

It is the vendor’s responsibility that the IV (a.k.a. nonce) never repeat for a given key. Both modes require this. Further, there should be no ability to force the creation of duplicate IVs (nonces).  

7.2 Tag

It is the vendor’s responsibility that tag field is always checked and that the nonce, ciphertext and the AAD not be used in any way if the Tag is not valid when a decrypting read is expected.

7.3 AAD 

The AAD field was initially meant as a key-identifier, specifying the key that was used to encrypt the current media-record. This could be, for example, an index into a table of wrapped keys that are stored elsewhere on the media, or an identifier that is used by an auxiliary key-management application. The reason that this field is authenticated is that someone may want to store additional information there, on top of just pointing to the key.  Depending on the VB-format some or all of the AAD field may be determinable solely by the application using the VB-drive.  Conversely some part of the AAD field may be set aside for VB-format usage.

Appendix A: Test Vectors

TBD

�Jim to put here a complete description of the interfaces of CCM, including all the relevant parameters (e.g., ‘a’, ‘B0’, ‘q’, etc.


�This is an optional parameter, right? I think that in CCM using 0-length AAD is not he same as not using it at all, since even for a 0-length AAD you need to specify the 2-byte length fields.


�We should discuss whether or not we want this section in the standard.


�This section needs revision, but we should probably revise it only after we are done with everything else.





