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Abstract: We describe the EME-32-AES tweakable block cipher and its use of for encryption of
storage. EME-32-AES is a tweakable block cipher that acts on wide blocks of 512 bytes, and it
uses as subroutine the AES block cipher (that acts on blocks of 16 bytes). Specifically, EME-32-
AES encrypts and decrypts wide blocks of 512 bytes, under the control of a secret AES key and a
non-secret 16-byte tweak. EME-32-AES is a concrete instantiation of the EME mode of operation,
as described in reference [HR04]. When used to encrypt storage data, the tweak value is
computed as the logical position of the current wide block within the scope of the current key.

The motivating application for EME-32-AES is encryption of storage at the sector level. In this
application, sectors are typically of length 512 bytes, and one may use the address of the sector
on the disk as the tweak value.
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IEEE Standards documents are developed within the Technical Coterstof the IEEE Societies and the
Standards Coordinating Committees of the IEEE Stadwl Board. Members of the committees serve
voluntarily and without compensation. They are netessarily members of the Institute. The standards
developed within IEEE represent a consensus obthad expertise on the subject within the Institage
well as those activities outside of IEEE that haxpressed an interest in participating in the dgwelent

of the standard.

Use of an IEEE Standard is wholly voluntary. Thestence of an IEEE Standard does not imply thaiethe
are no other ways to produce, test, measure, psgchaarket, or provide other goods and servicedee!

to the scope of the IEEE Standard. Furthermoreyithepoint expressed at the time a standard iscajsjolr
and issued is subject to change brought about ghraevelopments in the state of the art and conmsnent
received from users of the standard. Every IEERd&tE] is subjected to review at least every fivarye
for revision or reaffirmation. When a document isrmthan five years old and has not been reaffirrited
is reasonable to conclude that its contents, afthatill of some value, do not wholly reflect theepent
state of the art.

Users are cautioned to check to determine thathheg the latest edition of any IEEE Standard.

Comments for revision of IEEE Standards are welcdinmen any interested party, regardless of
membership affiliation with IEEE. Suggestions fdraoges in documents should be in the form of a
proposed change of text, together with appropsaforting comments.

Interpretations: Occasionally questions may areggarding the meaning of portions of standards ag th
relate to specific applications. When the needirfiterpretations is brought to the attention of IEHEe
Institute will initiate action to prepare appropigaesponses. Since IEEE Standards represent ansuss
of all concerned interests, it is important to eeghat any interpretation has also received timewaence
of a balance of interests. For this reason IEEEthadnembers of its technical committees are niat tab
provide an instant response to interpretation rsiguexcept in those cases where the matter hampséy
received formal consideration.

Comments on standards and requests for interpresashould be addressed to:
Secretary, IEEE Standards Board
445 Hoes Lane
P.O. Box 1331
Piscataway, NJ 08855-1331

IEEE Standards documents are adopted by the lestitfi Electrical and Electroni
Engineers without regard to whether their adoptioay involve patents on articlef,
materials, or processes. Such adoption does netrasany liability to any patent owndr,
nor does it assume any obligation whatever to gmetdopting the standards documen
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2. Overview

2.1 Scope and purpose

The purpose of this document is to specify the EBZ=AES transform and its use for encryption of dsta
rest. The EME-32-AES transform acts on wide bloak§12 bytes, under the control of a secret keyand
non-secret tweak. It is implemented as a mode efaion for the AES block cipher (that has blocks o
size 16 bytes). The security goal of EME-32-AESestdhat it should look like a block cipher (witiitle
blocks” of size 512 hytes). Moreover, using the sammy with different tweaks should look like using
completely independent keys.

EME-32-AES is a concrete instantiation of the EMBd® of operation, which is described in reference
[HRO04]. The EME mode of operation uses a block eiphith n-byte blocks, and turns it into a twealabl
cipher with blocks of size upto 8bytes. It is proven in [HR04] that the EME modeeérd achieves the
stated security goal, assuming that the underlglogk cipher is secure.

An example application for this transform is endigp of storage at the sector level, where the ygiirg
device is not aware of high-level concepts likesiand directories. The disk is often partition#d fixed-
length sectors (typically 512 bytes), and the epiing device is given one sector at a time, inteaiby
order, to encrypt or decrypt. The device needsperate on sectors as they arrive, independentthef
rest. Moreover, the ciphertext must have the samgth as its plaintext. On the other hand, it issfide to
vary the encryption/decryption process, based enldbation on the disk where the ciphertext iseslor
The dependency on the location allows that idehfitzintext sectors stored at different placestendisk
will have unrelated ciphertexts.

This document includes the description of the EMEAES transform itself (in both encryption and
decryption modes), as well as how it should be dee@ncryption of data at rest. The scope is kahito
encryption of storage data, consisting of an irdskgumber of 512-byte blocks. Throughout this doenom
a block of 512 consecutive bytes is referred ta aside block”.

2.2 Related work

Efforts to construct a block cipher with a largedk-size from one with a smaller block-size go baxk
Luby and Rackoff [LR88], whose work can be viewesddaubling the block-size. They were also the first
to formally define the security goal of a block logp. The first attempt to directly construct a @plwith
very large blocks from one with small blocks is daezheng, Matsumoto, and Imai [ZMI89]. Naor and
Reingold describe in [NR98,NR99] an elegant appnodaing just that, using a layer of ECB encryption
that is “sandwiched” between two layers of non-togpaphic hashing. In practice, however, instaimgat
the layers of “non-cryptographic hashing” turn tabe problematic. A mode of operation similar tdE
(called CMC) was proposed by Halevi and RogawafHRO03]. The main difference between CMC and
EME is that the latter is parallelizable, wherdaes former is not. A different approach for constinug a
block cipher with large blocks is to build it ciphieom scratch, as with BEAR, LION [AB96], and Mgrc
[COQ].

The formal definition of the security goal of a fakable block-cipher is due to Liskov, Rivest, andgher
[LRWO2], where they also show how (narrow-blocklebkable ciphers can be built from standard block
ciphers. An earlier work by Schroeppel suggestedidlea of a tweakable block-cipher, by designing a
cipher that natively incorporates a tweak [S98].
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[R1]  ANSI/ISO 9899-1990, Programming Language-X<C.

[R2] NIST FIPS-197, Federal Information Processing Siath@FIPS) for the Advanced Encryption
Standard.

All the standards listed are normative referenbdgermative references are given in Annex A. At thee
of publication, the editions indicated were valid.

1 Replaces ANSI X3.159-1989.

2 ISO documents are available from ISO Central Sadat, 1 rue de Varembé, Case Postale 56, CH;1zdriéve 20,
Switzer-land/Suisse; and from the Sales Departrfengrican National Standards Institute, 11 West43treet, 13th
Floor, New York, NY 10036-8002, USA

3 FIPS publications are available from the Natioredhnical Information Service (NTIS), 5285 PortyRboRoad,
Springdfield, VA, USA. FIPS-197 is also available-kine from http://csrc.nist.gov/CryptoToolkit/aes/
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4. Definitions

4.1 Conformance levels

4.1.1 expectedA key word used to describe the behavior of thellare or software in the design models
assumedy this specification. Other hardware and softwsign models may also be implemented.

4.1.2may: A key word indicating flexibility of choice witho implied preference

4.1.3shall: A key word indicating a mandatory requirement. iDesrs argequiredto implement all such
mandatory requirements.

4.1.4should: A key word indicating flexibility of choice with strongly preferred alternative. Equivalent
to the phrasés recommended

4.1.5reserved fields: A set of bits within a data structure that is defl in this specification as reserved,
and is not otherwise used. Implementations ofgpecification shall zero these fields. Future rievis of
this specification, however, may define their usage

4.1.6 reserved valuesA set of values for a field that are defined iis thpecification as reserved, and are
not otherwise used. Implementations of this speaifon shall not generate these values for thd.fiel
Future revisions of this specification, howeveryrdafine their usage.

NOTE —These conformance definitions are used througheiiEl standards and should therefore never be changed

4.2 Glossary of terms

4.2.1byte: Eight bits of data, used as a synonym for octet.
4.2.2doublet: Two bytes of data.

4.2.3quadlet: Four bytes of data.

4.2.40ctlet: Eight bytes of data.

3.2.5 block: Sixteen bytes of data.

3.2.6 wide block:Five hundred and twelve bytes of data.

Copyright 2004, IEEE. All rights reserved. Page 9
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4.3 Acronyms and abbreviations

IEEE  The Institute of Electrical and Electronicsgitreers, Inc.

4.4 Numerical values

Decimal, hexadecimal, and binary numbers are useinvthis document. For clarity, decimal numberms a
generally used to represent counts, hexadecimalbartsnare used to represent addresses, and binary
numbers are used to describe bit patterns withiarkifields.

Decimal numbers are represented in their usual B, 1. format. Hexadecimal numbers are repreddye

a string of one or more hexadecimal (0-9,A-F) digitllowed by the subscript 16, except in C-code
contexts, where they are written @sl23EF2 etc. Binary numbers are represented by a stringnefor
more binary (0,1) digits, followed by the subscript Thus the decimal number “26” may also be
represented as “L& or “1101G,".

4.5 Field names

This document describes values that are in menesiglent or control-and-status registers (CSRs). For
clarity, names of these values have an italics fomd contain the context as well as field names, as
illustrated inTable 4.1.

Table 4.1— Names of registers and fields

Name Description
MoverCsr.control The mover’s control register.
Command.code The code field within a command entry
Status.count The count field within a status entry

Note that run-together names likigloverCsr’ are preferred because they are more compactuhdar-
score-separated names (likdover_Csr’). The use of multiword names with spaces (liked\ir CSR” is
avoided, to avoid confusion between commonly uskaitalized key words and the capitalized word used
at the start of each sentence. Capitalization hawever, be useful for differentiating between eliéint
types of key words. For example: the upper ddseerCs, Commanl, andStatusnames refer to CSR
registers and the lower casentrd, code, andcountnames refer to fields within these registers.

4.6 Notations for block encryption and decryption

Subject to the procedures described in publicafi®?] (AES), we denote by = AES-encK; P) the
operation of applying the encryption procedure fi@®8], whenK is an array of bytes that is used as the
encryption key, and is a block of 16 bytes. The result of this operatis a block of 16 bytes, which is
denotedC. Similarly, we denote bl = AES-decK; C) the operation of applying the decryption procedur
from [R2], whenK is an array of bytes that is used as the deayey, andC is a block of 16 bytes. The
result of this operation is a block of 16 bytesjahhis denotedP.

Page 10 Copyright 2004, IEEE. All rights reserved.
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4.7 C-code notation

The behavior of many commands is frequently spettifoy C code, such as in Equatidrl. To
differentiate this code from textual descriptiossch C code listings are formatted using a fixedtwi
Courier font. Similar C-code segments are includétin some figures.

/I Return maximum of a and b values
Max(a,b) {
if (a<b)
return(LT);
if (a>b) 4.1
return(GT);
return(EQ);

}

Since the meaning of many C code operators areolmaibus to the casual reader, their meanings are
summarized imable 4.2.

Table 4.2—C code expressions

Expression Description

~i Bitwise complement of integér

i Bitwise EXOR of integersandj

i&j Bitwise AND of integers andj

i<<j Left shift of bits ini by value ofj

i*j Arithmetic bmultiplication of integersandi

li Logical negation of Boolean value

1&&] Logical AND of Booleari andj values
i|]j Logical OR of Booleam andj values
in=j Equivalent to i= inj.
i==j Equality test, true if equalg
il Equality test, true if does not equal
i<j Inequality test, true ifis less thar
i>j Inequality test, true ifis greater than

Copyright 2004, IEEE. All rights reserved. Page 11
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5. The EME-32-AES transform

In this section we describe the EME-32-AES transfiself. That is, the procedures to be followedewh
encrypting or decrypting a wide block, given thersé key and the public tweak value. A pictorial
illustration of the encryption procedure is provdde Figure5.1. In that figure, all the lines represent 16-
byte blocks, and the boxes represent the AES etiaryprocedure, all using the same key. The symbol
A’ denotes bit-wise exclusive-or (xor) of two 16-eylocks, and multiplications by powers of two are
implemented via the procedure described in Sed@idn A complete description can be found in Section
5.2.

Py P P Ps
Lé@ PP, 2L9$ PR 4L_>$ E 231L9$ PPy
AES¢ AES¢ AES( e AES(
PPR;,

CCC CCG CCG CCGs,
PR PR PR PR
L9$ 2|ﬁ$ 4L9$ 2%»@
C G Cs Cs:

Figure 5.1. Anillustration of EME encryption, C | 3, = EME(T; Py.32). We set L=2>XES(0),
SP=PPP,A ... APPP3,, M=MPAMC, and SC=CCCA ...ACCCy;,

5.1 Multiplication by two in the finite field GF(2  '?%)

We now describe a procedure for multiplying a 16bllock by the constant “two” in the finite field
GF(2?%. Both the input and the output of this procedare 16-byte blocks. When these blocks are
interpreted as binary polynomials of degree 12&, dlocedure computesitput = xinput modulo Py,
whereP,,gis the polynomiaP;,¢x) = x*?® + x’ + x? + x + 1. The procedure is implemented as follows:

First, we compute Maskblock that depends on the highest bit in thelbgt of the input block. If that bit
is zero (i.e., if the value of the last byte issléisan 128), then the mask is set to the all-zkrekbIf the bit
is one (i.e., if the value of the last byte is mttan 127), then the value of tMaskblock is set to the
constant

Mask= 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Qg 87

Namely, in the latter case the first byte of Maskblock is set to the constant 135 (hexadecima)8@nd
all the other bytes are set to zero.

Then, the input block is copied to a temporary kldemp where the entire block is shifted by one bit

toward the highest bit. Specifically, let the vabfethei™ input byte be pand the value of the-{)* input
byte be b;. If bi; is less than 128, then tﬁ%byte in the blockrfempis set to 2bmodulo 256, and if;h is

Page 12 Copyright 2004, IEEE. All rights reserved.
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more than 127 then th8 byte in the blockrempis set to 2j3-1 modulo 256. Finally, the output block is set
to the bit-wise exclusive-or (xor) of the blockempandMask A C-code for this procedure is given in
Figure5.2.

void multByTwo(unsigned char output[16], unsigned c har input[16])
{
int j;
unsigned char temp[16]; /* a temporary array, ju stin case input and */
/* output point to the same memory locat ion */

temp[0] = 2 * input[0];
if (input[15] >= 128) temp[0] "= 135;
for (j=1; j<16; j++) {

temp[j] = 2 * input[j];

if (input[j-1] >= 128) temp[j] += 1;
}
for (j=0; j<16; j++) output[j] = temp[j];

Figure 5.2. A“C” code for the multByTwo procedure.

5.2 The EME encryption procedure

The EME encryption procedure takes as input an R&&, a 512-byte wide blocR (for Plaintext) and a
16-byte blocKT (for Tweak). It produces as output a 512-byte viitbeek C (for Ciphertext). The procedure
works as follows:

1. A 16-byte blockL is computes ag = 2 x AES-encK; 0), where AES-enc is the AES encryption
procedure using K as the kdyjs a 16-byte block with all the bytes set to zened the multiplication
by 2 is done using the procedure from SecEidn

2. The input wide bloclP is broken into 32 blockB; P, ... P35, whereP; consists of the first 16 bytes in
P, P, consists of the next 16 bytes, etc. In generaljt, 2, ... 32, the block; consists of bytes
number 16§15 through 16j (indexing starts at one).

3. Forj=1,2, ... 32, a 16-byte blodkP, is computed aBP, = P; A (2°* xL), where A’ denotes bit-wise
exclusive or, and multiplication by powers of tweodone via repeated applications of the procedure
from Sectionb.1. For example, the first three blocks are comgpasPP, =P, A L, PP, =P, A (2 xL),
andPP; =P3 A (2x2 xL).

4. Forj=1, 2, ... 32, a 16-byte blo¢kPR is computed aBPR = AES-enc(K;PP).

5. A 16-byte blockSPis computed as the xor-sum of the bloB#P, throughPPPs,, SP=PPP, A PPP,
A ... A PPP;, Then a 16-byte blodkP is computed aMP = PPP, A SPA T (T is the “tweak”).

6. A 16-byte blockMC is computed aMC = AES-encK; MP). Then a 16-byte blockl is computed as
the bit-wise exclusive-or (xor) &P andMC, M = MP A MC.

7. Forj=2, 3, ... 32, a 16-byte blo&kCG is computed a€CG = PPP, A (2" xM), where multiplication

by powers of two is done via repeated applicatmfithe procedure from Sectiénl. For example, the
first two blocks are computed 8CC, = PPP, A (2 xM), andCCG; = PPP; A (2 x2 xM).

Copyright 2004, IEEE. All rights reserved. Page 13
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8. A 16-byte blockSCis computed as the xor-sum of the blo€GGC, throughCCGCs,, namelySC =
CCG A CcCC;A ... A CCCy. Then, a 16-byte blocRCC, is computed a€CC, =MCA SCA T,
whereT is the input “tweak”.

9. Forj=1, 2, ... 32, a 16-byte blodRG; is computed a€G = AES-enc(K;CCQG), and then a 16-byte
block C; is computed a€; = CG A (2" xL), where multiplication by powers of two is done vi
repeated applications of the procedure from Se&itn

10. Finally, the 32 block<; throughCs;, are concatenated to form the output wide blGcKr hat is, the
first 16 bytes inC come fromC,, the next 16 bytes fror@,, etc. In general, for j=1, 2, ... 32, bytes
number 16§15 through 16j irC come from bloclC; (indexing starts at one).

A C-code for this procedure is given in Figuse3. This procedure employs many calls to the AES
encryption procedure, all using the same keySince the key-setup time for AES is significaah
implementation of EMEmay perform it just once, and then use the resultieg-$chedule in all the
encryption calls. Moreover, as the computatiorheftilockL does not depend on the input wide bl&cér

the input twealr, an implementatiomay compute the value &f off-line, before learning eithé? or T. In
fact, an implementatiomay even store the key-schedule and the blobletween different EME calls.

5.3 The EME decryption procedure

The EME decryption procedure takes as input an R, a 512-byte wide block (for Ciphertext) and
a 16-byte block (for Tweak). It produces as output a 512-byte viitbek P (for Plaintext). The procedure
is very similar to the encryption procedure. Intfac“C” code for the decryption procedure can b&amed
from the “C” code in Figuré.3, simply by replacing all but the first call ¢éacryptAES (i.e. all calls
except the call t@ncryptAES(zero, K, zero) ) by calls to dcryptAES . The decryption procedure
works as follows:

1. A 16-byte blockL is computes at = 2 x AES-encK; 0), where AES-enc is the AES encryption
procedure using K as the keyjs a 16-byte block with all the bytes set to zenad the multiplication
by 2 is done using the procedure from Secldn

2. The input wide bloclC is broken into 32 block€; C, ... Cs,, whereC; consists of the first 16 bytes in

C, C, consists of the next 16 bytes, etc. In generalj¥a, 2, ... 32, the bloclC; consists of bytes
number 16§15 through 16j (indexing starts at one).

3. Forj=1, 2, ... 32, a 16-byte blodRG is computed a€C = C; A (2" xL), where multiplication by
powers of two is done via repeated applicationhefprocedure from Sectidnl.

4. Forj=1, 2, ... 32, a 16-byte blokCG is computed a€CG = AES-dec(K;CC).

5. A 16-byte blockSC is computed as the xor-sum of the blodRE€C, through CCG;,, namely
SC=CCGA CcCGA ... A CCCy

6. A 16-byte blockMC is computed aMP = CCC, A SCA T, whereT is the input “tweak”. Then a 16-
byte blockMP is computed aMP = AES-decK; MC). Next a 16-byte block is computed as the bit-
wise exclusive-or (xor) dfIC andMP, M = MC A MP.

7. Forj=2,3, ... 32, a 16-byte blo¢kPR is computed aBPR = CCG A (27! xM), where multiplication
by powers of two is done via repeated applicatmirthe procedure from Sectidnl.

Page 14 Copyright 2004, IEEE. All rights reserved.
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8.

10.

A 16-byte blockSPis computed as the xor-sum of the bloBP, throughPPP;,, namelySP= PPP,

A PPP;A ... A PPP3, Then, a 16-byte blocRPP; is computed aBPP, = MP A SPA T, whereT
is the input “tweak”.

For j=1, 2, ... 32, a 16-byte blodRP, is computed a®P, = AES-dec(K;PPR), and then a 16-byte
block P; is computed a®; = PP, A (27! xL), where multiplication by powers of two is done vi
repeated applications of the procedure from Se&itn

Finally, the 32 blocks?; throughPs, are concatenated to form the output wide blBcK hat is, the

first 16 bytes inP come fromPy, the next 16 bytes from,, etc. In general, for j=1, 2, ... 32, bytes
number 16§15 through 16j irP come from block; (indexing starts at one).
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/* The function encryptAES implements the AES encry
* assumed that this procedure has external means f

* length.

*/

extern void encryptAES(unsigned char out[16],

/* The function xorBlocks computes bit-wise exclusi
extern void xorBlocks(unsigned char out[16],

/* The function multByTwo is described in Figure
extern void multByTwo(unsigned char out [16], unsig

void encryptEME(unsigned char C[512], unsigned char
unsigned char T[16], unsigned char
{
inti,j;
unsigned char L[16], M[16], MP[16], MC[16];
unsigned char temp[512]; /* a temporary array,
* point to the
unsigned char zero[16] = {0,0,0,0, 0,0,0,0, 0,0,0

encryptAES(zero, K, zero); /* se
multByTwo(L, zero);

for (j=0; j<32; j++) {
xorBlocks(&temp[j*16],&P[j*16], L); [* PP
encryptAES(&temp[j*16], K, &temp[j*16]); /* PP
multByTwo(L, L);

}

xorBlocks(MP, temp, T); /* MP
for (j=1; j<32; j++)

xorBlocks(MP, MP, &temp[j*16]);
encryptAES(MC, K, MP); /*MC
xorBlocks(M, MP, MC); M

for (j=1; j<32; j++) {
multByTwo(M, M);
xorBlocks(&temp[j*16],&temp[j*16],M); /* CCCj
}
xorBlocks(temp, MC, T); /* CCC1 = (xorS
for (j=1; j<32; j++)
xorBlocks(temp, temp, &temp[j*16]);

multByTwo(L, zero); /* rese
for (j=0; j<32; j++) {
encryptAES(&templ[j*16], K, &templ[j*16]); /* CC
xorBlocks(&C[j*16], &emp[j*16], L); /*Cj
multByTwo(L, L);
}
}

unsigned char key[], unsigned char in[16]);

unsigned char in1[16], unsigned char in2[16

ption procedure. It is
or determining the key

ve-or of two blocks */

D

5.2*

ned char in[16]);

K1,
P[512])

justin case P and C */
same memory location */
,0, 0,0,0,0};

t L = 2*AES-enc(K; 0) */

j = 2**(j-1)*L xor Pj */
Pj = AES-enc(K; PPj) */

=(xorSum PPPj) xor T */

= AES-enc(K; MP)  */
= MP xor MC */

= 2*%(j-1)*M xor PPPj */

um CCCj) xor T xor MC */

t L = 2*AES-enc(K; 0) */

j = AES-enc(K; CCCj) */
= 2**(j-1)*L xor CCj */

Figure 5.3. A“C” code for the EME encryption procedure.
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6. Using EME-32-AES for encryption of storage

The scope of this document is limited to directlaapion of the EME-32-AES transform to encrypt or
decrypt data at rest, when this data consists ohtagral number of wide blocks, each of size 5¢&e&
To use this standard, an AES lk&hyall be associated with an ordered sequence of widgk&lmumbered
consecutively 1 through N, where 1 is the indexhef first logical wide block for this key, and N tise
index of the last one. The sequence of wide bldbk&s are associated with an AES key is relatedhéo t
SCOPEof that key, as defined in [BACKUP]. In order tooeypt or decrypt a wide block using an AES
key, the index of the wide block within the scopehe key must be known.

Key Scope is defined in [BACKUP] as being represdriby two integers which represent the “LBA” or
Logical Byte Address of the start of the storagér¢oencrypted in bytes, and the number of bytdseto
encrypted. To be valid for use with EME-32-AES, thember of bytes to be encrypted in the key scope
shall be a multiple of 512. Also, since the index N I fast block in the range must be less tHah the
number of bytes in the scophall be less than or equal to 51%81). Each wide block (of 512 bytes)
within the key scope is then associated with aclaighdexJ, which may be viewed as the number of wide
blocks from the beginning of the key scope, with tinst wide block being numbered 1.

In a typical application for storage encryptione ticope of a key typically includes a range ofdatly
consecutive sectors on the disk. Start locatiothefkey scope would be the location of the begigrih
the first sector in the range. The alignment of kegpes with integral numbers of consecutive storag
sectors isecommended butnot mandated

To encrypt a plaintext wide block with index J, fhesitive integer J is first encoded as a 16-bjaelbT,,
as explained in Sectiof.1 below. Then the EME-32-AES encryption transfasmapplied to this wide
block, using the given key and the tweak valug 8 described in Sectiob.2. The result of the
transformation is a ciphertext wide block. Simijario decrypt a ciphertext wide block with indextlde
positive integer J is encoded as a 16-byte bloghhEn the EME-32-AES decryption transform is agubli
to this wide block using the given key and the tvealue T, as described in Secti@n3, and the result is
a plaintext wide block.

It is stressed that a single AES secret &egll not be associated with more than one scope. The réason
that encrypting more than one wide block with thene AES key and the same index introduces security
vulnerabilities that can potentially be used inagtack on the system.

6.1 Encoding the tweak values

A positive integer J (smaller thar®) is encoded as a 16-byte block T using big-endistation. That is,
the integer J is represented in base-256 notatibare the most significant byte is stored as trst fiyte in

the block T and the least significant byte is sfoas the last byte. Using “C” notations, we vieva§ an

array of sixteerunsigned char , indexed from 0 (first) to 15 (last), with eachtdyepresenting a
number between 0 and 255, then the integer J is

J = T[OpR56" + T[1]256“ + T[2]256 + T[3]256 + T[4]256" + T[5)256° + T[6]256°

+ T[71R56° + T[8]256 + T[9]256° + T[10P256 + T[11]256' + T[12]256° + T[13]256
+ T[14R56 + T[15]
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