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	-
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	3
	7.1, 7.2, 7.3
	-
	ge
	TOE description (how to use TOE, etc.), threat description and objective policies are lacking.

Work units APE_INT.*, APE_SPD.*, APE_OBJ.* and APE_REQ.* will not be satisfied.
	1) Add description and rationale required by each work unit.


	4
	7.2.1 
	-
	ge
	Regarding “classification”
Does TSF data described in this document really mean “TSF data” defined in CC? If so, User data and TSF data should be clearly identified.

For example, in asset TSF Protected Data, it is incorrect that FAX destination is identified as TSF data. (We read that they were treated as TSF data in FMT_MTD.1.)

TSF data is “data created by and for the TOE that might affect the operation of the TOE.” FAX destination does not affect the operation of the TSF. It is considered that they do not affect the operation of the TSF.
	1) TSF data and User data should be defined as CC defines. For example, FAX destination should be treated as User data.


	5
	7.2.3, 13.2.3
Etc.
	Table7

Etc.
	ge
	P.USER.AUTHORIZATION、P.ADMIN.AUTHORIZATION、P.AUDIT.LOGGED
（In paragraph 49 of ISO/IEC TR 15446）
During an iterative process of PP or ST development new information might surface, within the scope of the current security concerns, that may lead changes to the document that reflect changes in external circumstances, for example: 
a) new threats may be identified;
b) organisational security policies may change;
c) cost and time constraints may impose changes in division of responsibility between what the TOE is expected to do, and what is expected of the TOE environment;
d) changes in intended attack potential may impact on the TOE security environment.
 [addendum]

Regarding security functions that clearly object threats, to define them by organizational security policies, not by threats, should be avoided since it prevents our precise understanding of TOE security functions.

1) P.USER.AUTHORIZATION requires user authorization prior to being granted permission to use the HCD, so it limits the user of the HCD. That is caused by defining HCD resource as an asset in original PP. Since it is hard to define it as an asset protected by IT, we recommend that you define HCD service as an asset and define threats and objective policies for it, not using OSPs. 
In addition, it should be noted that P.USER.AUTHORIZATION and the user authentication function required by PRT-PP (secure print) and DSR-PP (print of filing document) are different in purpose (threat).

2) P.ADMIN.AUTHORIZATION requires administrator authorization prior to being granted permission to manage the TOE, so it limits the modifier of management functional behaviour regarding HCD operation to administrator. Management function regarding HCD operation is considered to be browsing of audit logs and user data (information such as IP address of the HCD itself). For these assets, we recommend that you define threats and objective policies, not using OSPs.

3) For P.AUDIT.LOGGED, we recommend that you define audit logs required in each SFR defined in CC v3.1 Part 2 as assets, and define threats and objective policies, not using OSPs.

4) P.COMMS.NO_PROXY requires HCD not operating as the proxy of the attacker to IT equipments outside the HCD (there is no definition regarding proxy function or relay function).
Normally, HCD does neither have proxy function nor relay function. In addition, it does not operate the way other than the administrator or the user configures regarding print, scan, copy and FAX functions. That is, HCD operates data transfer to the resources on the network according to the configuration by administrator or user, not attacking the resources on the network.
Requiring P.COMMS.NO_PROXY means that HCD is required to have proxy or relay function to attack the resources on the network. It is not appropriate by the reason as described in No. 1.

5) P.COMMS.NO_BRIDGE requires an interface rejecting malicious connection to the other interface. Requiring P.COMMS.NO_BRIDGE means that HCD is required to have a function that an interface connects to the other interface. It is not appropriate by the reason as described in No.1.
	1) Derive security functions not from OSPs but from threats (assets).


	6
	-7.2.1, 7.2.2
	Table 5,7
	ge
	Definition of assets

You should define only the primary assets as the assets to be protected.

For example, in PRT-TOE, D.PROT.STORED (User identification data) is defined, however, the reason why it has to be protected is not clear from the purpose, the environment, and the method for usage point of view. Even if P.USER.AUTHORIZATION or P.ADMIN.AUTHORIZATION is selected, these OSPs require security functions, so it is inappropriate that D.PROT.STORED is defined as the asset.
	1) Define only the primary assets as the assets to be protected.
2) PP needs to specify examples in the PP to distinguish between protected and confidential

	7
	7.2.2, 7.3.1, 7.6-
	Table 6,10,14
	te
	The threats are classified into *_DIS (threats to asset confidentiality) and *_ALT (threats to asset integrity) and objective policies are also classified into *NO_DIS and *NO_ALT. However there is no need to classify these threats since it is OK to describe in the threat description and the objective policy description that the threats are for confidentiality or integrity (at least SFRs are the same for these threats).
	1) Regarding the objective policies and the threats that have the same SFRs, these should be integrated as for confidentiality and integrity of assets.


	8
	7.2.2, 11.2.1
	Table 6, 52
	te
	The threat T.FUNC.TEMP.ALT to the asset D.FUNC.TEMP means alteration of job instructions or job status inquiries during job process by TOE. That is, HCD must have the interface to alter function job instructions or job status inquiries during job process by TOE as a function. Normally this function does not need for HCD, therefore definitions of assets and threats are inappropriate.
	1) Eliminate D.FUNC.TEMP and the threats for this.
2) Same reason why we did not provide D.DOC,TEMP in DSR

	9
	-12.2.2
	Table 66
	te
	Regarding NVS-PP (1)

T.DOC.TEMP.SAL and T.DOC.STORED.SAL are defined as threats. D.DOC.TEMP is the document data during job process and D.DOC.STORED is the document data in document filing. To define these two assets in NVS-PP means that both two functions such as spooling documents during a job and filing documents into NVS must be implemented if NVS-PP is selected, so it means that you define HCD basic functions.
	1) Define the asset so as not to clearly identify D.DOC.TEMP and D.DOC.STORED


	10
	12.6, 12.5.5
	-Table 74,75
	te
	Regarding NVS-PP (2)

In NVS-PP, though residual data protection FDP_RIP.1 is adopted as a functional requirement, FDP_RIP.1 is not in the events for audit. However, in NVS-PP, P.AUDIT.LOGGED is defined. If administrator’s role relates to auditing, it is not necessary. There is no objective or threats related to audit data. 
	1) FDP-RIP.1 was removed from table 74? 
2) Add specific objective or threats regarding audit data.


	11
	12.2.2
	Table 66
	
	Regarding NVS-PP (3)

The meaning of occurring T.DOC.DELETED.SAL is not clear.

Usage of NVS is D.DOC.TEMP (spool) and D.DOC.STORED (filing). The threats to these assets are objected by O.DOC.TEMP.NO_SAL and O.DOC.STORED.NO_SAL.
Since D.DOC.DELETE indicates D.DOC.TEMP (spool) and D.DOC.STORED (filing), this should be eliminated because of duplication. T.DOC.DELETED.SAL should be eliminated, and make following changes: O.DOC.TEMP.NO_SAL and O.DOC.DELETED.NO_SAL should be defined to object T.DOC.TEMP.SAL, and O.DOC.STORED.NO_SAL and O.DOC.DELETED.NO_SAL should be defined to object T.DOC.STORED.SAL.
	1) Eliminate D.DOC.DELETE and T.DOC.DELETED.SAL, and make changes as followings: objective for T.DOC.TEMP.SAL to O.DOC.TEMP.NO_SAL and O.DOC.DELETED.NO_SAL, and objective for T.DOC.STORED.SAL to O.DOC.STORED.NO_SAL and O.DOC.DELETED.NO_SAL.


	12
	13.2.1
	Table 77
	te
	Regarding SMI-PP (1)

Assets in SMI-PP should be what mean the data in transit.
Each PP must be completed individually. That means assets or threats defined in a PP must not intend them defined in another PP.

D.DOC.TRANSIT, D.FUNC.TRANSIT, D.PROT.TRANSIT and D.CONF.TRANSIT seems to intend some assets defined in another PP. (D.PROT.TRANSIT and D.CONF.TRANSIT may exist in SMI-TOE.

In SMI-PP, whether the data in transit is either D.DOC.*, D.FUNC.*, D.PROT.*, or D.CONF.* does not matter. SMI-PP should only define protecting the data in transit.
	1) Among the assets in D.DOC.TRANSIT, D.FUNC.TRANSIT, D.PROT.TRANSIT and D.CONF.TRANSIT, what intend some assets defined in another PP should be changed to what mean the data in transit.
2) Delete D.PROT.STORED and D.CONF.STORED

	13
	-13.3.1
	Table 82
	te
	Regarding SMI-PP (2)

As written in No.2, P.COMMS.NO_BRIDGE requires plural interfaces. (In PPs that require demonstrable conformance, security problem definitions and security objective policies must have integrity in the ST.)
	1) Eliminate P.COMMS.NO_BRIDGE.

2) Or, if you will not eliminate P.COMMS.NO_BRIDGE, create a new PP and handle threats for implementing plural interfaces (for bridging operation in HCD) in it.


	14
	-
	-
	te
	-
	-

	15
	7.6, 7.5.11, 7.5.6
	Table 14
	te
	FIA_UAU.6 (Re-authenticating) and FTA_SSL.3 (TSF-initiated termination) means auto termination of the session and re-authentication after user or admin authentication. However, there are no objective policies that can derive them.

These functions are functions “for convenience,” so it is inappropriate that they are defined as common specs in PP.
	1) Eliminate FIA_UAU.6 and FTA_SSL.3. 
2) or redefine the objective and or add threats specifically for these requirements

	16
	-
	-
	-
	-
	-
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