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	Threats/OSP in CIM Basic
	Threats in PP-h 11b
	To do against A.*, O.* & req.

	T.ACCIDENTAL_ADMIN_ ERROR

An administrator may incorrectly install or configure the TOE resulting in ineffective security mechanisms.
	(None)
	A: modify
 A.ADMIN (PP)

O: add, modify, or delete
 O.ADMIN_GUIDANCE
 OE.TRAIN (PP)

	T.ACCIDENTAL_AUDIT_ COMPROMISE

A user or process may view audit records, cause audit records to be lost or modified, or prevent future audit records from being recorded, thus masking a user’s action.
	T.TSF.AUD
Gaining knowledge about Authorized Users and their TOE transactions by accessing audit logs. Gaining the ability to perform unaccounted, undetected, and/or unauthorized TOE functions by altering audit logs.
	O: add, modify, or delete
 O.AUDIT_PROTECTION
 O.RESIDUAL_INFO.
 O.SELF_PROTECTION
 O.ACCESS (PP)
 O.MONITOR (PP)
R: add and may modify
 FMT_MOF,
 FAU_STG.1-NIAP-0429,
 FAU_STG..NIAP-0414-1
 FPT_SEP.1
 FPT_RVM.1

	T.ACCIDENTAL_ CRYPTO_ COMPROMISE

A user or process may cause key, data or executable code associated with the cryptographic functionality to be inappropriately accessed (viewed, modified, or deleted), thus compromising the cryptographic mechanisms and the data protected by those mechanisms.
	(None)
	O: add, modify, or delete
 O.RESIDUAL_INFO.
 O.PROTECT (PP)
R: modify
 FCS_CKM.*
Note:
Use of FIPS-2 validated module is mandatory.

	T.MASQUERADE

A user or process may masquerade as another entity in order to gain unauthorized access to data or TOE resources.
	T.UD.ACC.NORMAL
T.UD.ACC.HACK

T.UD.ALTER

T.UD.PHY

T.RESOURCE.PEER

T.EA.PROXY

T.EA.DOS

T.TSF.CRED

T.TSF.AUD

T.TSF.CONF

T.TSF.SW
	O: add, modify, or delete
 O.TOE_ACCESS

 O.I&A (PP)
 O.ACCESS (PP)
Note:
T.MASQUERADE is related only to I&A, i.e. it covers only small portion of the threats in center column.
Thus, re-formation of many threats is needed.

	T.POOR_DESIGN

Unintentional errors in requirements specification or design of the TOE may occur, leading to flaws that may be exploited by a casually mischievous user or program.
	(None)
	O: add and modify
 O.CONFIG_ID.
 O.DOC_DESIGN

 O.VUL_ANALYSIS
R: add and may modify
ALC_FLR.2

	T.POOR_IMPLEMENTATION

Unintentional errors in implementation of the TOE design may occur, leading to flaws that may be exploited by a casually mischievous user or program.
	(None)
	O: add and modify
 O.CONFIG_ID
 O.PARTIAL_FUNC_TEST
 O.VUL_ANALYSIS
R: add and may modify
ALC_FLR.2

	T.POOR_TEST

Lack of or insufficient tests to demonstrate that all TOE security functions operate correctly (including in a fielded TOE) may result in incorrect TOE behavior being undiscovered thereby causing potential security vulnerabilities.
	(None)
	O: add, modify, or delete
 O.CORRECT_TSF_OPE.
 O.PARTIAL_FUNC_TEST
 O.VUL_ANALYSIS
 O.GENUINE (PP)

	T.RESIDUAL_DATA

A user or process may gain unauthorized access to data through reallocation of TOE resources from one user or process to another.
	T.UD.SALVAGE
Accessing another’s User Document by removing a nonvolatile storage component such as a hard disk drive or flash memory, and salvaging the User Documents from residual or intentionally stored data.
	O: add, modify, or delete
 O.RESIDUAL_INFO.
 O.DELETE (PP)

	T.TSF_COMPROMISE
A user or process may cause, through an unsophisticated attack,, TSF data, or executable code to be inappropriately accessed (viewed, modified, or deleted).
	T.TSF.CRED

T.TSF.CONF

T.TSF.SW
	O: add, modify, or delete
 O.RESIDUAL_INFO.
 O.ACCESS (PP)
 O.GENUINE (PP)
R: add and may modify
 FPT_SEP.1
 FPT_RVM.1
 FMT_MOF.1

	T.UNATTENDED_SESSION

A user may gain unauthorized access to an unattended session.
	(None)
	O: add and modify
 O.TOE_ACCESS
R: add and may modify
 FTA_SSL.1
 FTA_SSL.2

	T.UNAUTHORIZED_ ACCESS

A user may gain access to user data for which they are not authorized according to the TOE security policy.
	T.UD.ACC.NORMAL

T.UD.ACC.HACK

T.UD.ALTER

T.UD.PHY

(T.RESOURCE.PEER)

(T.EA.PROXY)

(T.EA.DOS)
	O: addition and modification
 O.MEDIATE
 O.ACCESS (PP)
Note:
T.UNAUTHORIZED_ACCESS is related only to access control, i.e. it covers only one portion of the threats in center column.
Thus, re-formation of many threats is needed.

	T.UNIDENTIFIED_ ACTIONS

The administrator may not have the ability to notice potential security violations, thus limiting the administrator’s ability to identify and take action against a possible security breach.
	(None)
	O: add, modify, or delete
 O.AUDIT_REVIEW
 O.MONITOR (PP)
R: add and may modify
 FAU_SAR.3

	P.ACCESS_BANNER

The TOE shall display an initial banner describing restrictions of use, legal agreements, or any other appropriate information to which users consent by accessing the system.

Reference: DODI 8500.2 Enclosure 4, Attachment 4 ECWM-1 and ECAN-1
	(None)
	O: add
 O.DISPLAY_BANNER
R: add and may modify
 FTA_TAB.1

Note:
This banner is for the USA only.

	P.ACCOUNTABILITY

The authorized users of the TOE shall be held accountable for their actions within the TOE.

Reference: DODI 8500.2 Paragraph 5.12, Enclosure 4, Attachment 1,2,3, and 4, ECAT-2, ECRG-1, ECTP-1, ECAR-3, ECLC, etc.
	(None)
	O: add, modify, or delete
 O.AUDIT_GENERATION
 O.TIME_STAMPS
 O.TOE_ACCESS
 O.MONITOR (PP)
R: add and modify
 FAU_SEL.1

	P.CRYPTOGRAPHY
Only NIST FIPS validated cryptography (methods and implementations) are acceptable for key management (i.e.; generation, access, distribution, destruction, handling, and storage of keys) and cryptographic services (i.e.; encryption, decryption, signature, hashing, key exchange, and random number generation services).

Reference: DODI 8500.2 Enclosure 3, Paragraph E3.2.4.3.3
	(None)
	O: add, modify, or delete
 O.CRYPTOGRAPHY
 O.RESIDUAL_INFO
Note:
Use of FIPS-2 validated module is mandatory.

	(None)
	T.DOS
	

	(None)
	T.RESOURCE
	T.RESOURCE may be modified to keep consistency with T.UNAUTHORIZED_ACCESS.

	(None)
	T.EA.PROXY
	Same as above.

	(None)
	T.EA.DOS
	Same as above.


