
Privacy Laws and Regulations

Legislation and Regulations
Requiring Document, Software and

MFP Security Solutions



The standard outlines three safeguards:
Administrative, Physical, Technical

Security Standard

Administrative
Standards

Physical
Standards

Technical
Standards

a. Facility Access
Control

b. Workstation
Use

c. Workstation
Security

d. Device and
Media Security

a. Access Control

b. Audit Controls

c. Integrity

d. Person or
Entity
Authentication

e. Transmission
Security

a. Security Management Process

b. Assigned Security Responsibility

c. Workforce Security

d. Information Access Management

e. Security Awareness and Training

f. Security Incident Procedures

g. Contingency Plan

h. Evaluation

i. Business Associate Contracts and
other arrangements

Health Insurance Portability and Accountability Act

The lists below suggest areas to be addressed by MFP’s and related software and
peripheral hardware. Access control, authentication solutions, audit trails and
document integrity are key areas. In general columns two and three apply.



 Laws Mandating the Protection and Tracking of Digital Information
 Homeland Security Information Sharing Act (HSISA, H.R. 4598)
 Health Insurance Portability and Accountability Act (HIPAA) – Security Rules

and Regulations
 Gramm-Leach-Bliley Financial Services Modernization Act
 Sarbanes-Oxley Act – Control of Information
 ISO17799 – Information security standards http://www.iso17799software.com/

 European Unions Data Protection Directive – Mandates protection of personal
data   http://www.cdt.org/privacy/eudirective/EU_Directive_.html

 Japanese Information Protection Law
http://www.meti.go.jp/english/information/data/IT-policy/privacy.htm

Listed below are some of the key laws and regulations that apply.
Separate files are provided which provide details. Links are also provided.


