[Third paragraph of Forward]
This document, “Protection Profile for Hardcopy Devices in Operational Environment A”, describes the assumptions, threats, objectives, and requirements, related to the use of HCDs in an information technology environment where a relatively high level of document security, operational accountability, and information assurance is required. Other Protection Profiles have been developed for HCDs in other operational environments. Those environments are defined within their respective Protection Profile documents. The operational environment definitions are based on guidelines established by NIST in “Special Publication 800-70: Security Configuration Checklists Program for IT Products” and are described in IEEE Std. P2600, Clause 5.
[Last part of 1.2.1 TOE Description]

All of the aforementioned items are considered to be assets requiring some level of protection, depending upon the security requirements of the environment in which the TOE is being used. Several Protection Profiles are available for HCDs in different environments:

Operational Environment A, generally characterized as a restrictive commercial information processing environment in which a relatively high level of document security, operational accountability, and information assurance, are required. Typical information processed in this environment is trade secret, mission-critical, or subject to legal and regulatory considerations such as for privacy or governance. This environment is not intended to support life-critical or national security applications.

Operational Environment B, generally characterized as a commercial information processing environment in which a moderate level of document security, network security, and security assurance, are required. Typically, the day-to-day proprietary and non-proprietary information needed to operate an enterprise will be handled by this environment.
Operational Environment C, generally characterized as a public-facing environment in which document security is not guaranteed, but access control  and usage accounting are important to the operator of the environment. A retail copy center, public library, Internet café, and hotel business center  are typical applications of this environemnt, 
Operational Environment D, generally characterized by a small, private information processing environment in which most elements of security are provided by the physical environment, but basic network security is needed to protect the device and its network from misuse from outside of the environment. Small offices and home offices are typical applications of this environment. 
All of these operational environments are more fully described in IEEE Std. P2600, clause 5.
This Protection Profile addresses the security threats, objectives, assumptions, objectives, and requirements that apply to Operational Environment A. 
