NIAP Discussion Items – Washington DC Meeting – March 2, 2006

(NIAP answers in blue in italics.)

______________________________________________________________
(1) Are you considering creating U.S. Government Protection Profiles based on one or more of our "commercial" PPs? If so, which PP(s)? Are our definitions of the operational environment useful and appropriate for the government? 
Unknown at this time.  It will depend on the results of the DOD strategy which is expected to be complete in the May 2006 time frame.

(2) and (3) apply only if you answer "Yes" to (1):

(2) What can we do to our PPs to make it easy to adopt them to U.S.

Government versions?

Follow the CIM and follow the NIAP process for govt profiles.  There are drafts of the CIM for V3 now that are tracking CC v3. 

(3) Is it possible for the U.S. Government versions to be a superset of the commercial version, such that if a product is certified against the government version then it would also be certified for the commercial version?

It is an underlying goal to stack the govt version hierarchically on top the commercial version.
(4) We have not identified any OSPs. However, we are designing our PPs around EAL2, and at least in the case of our High Value Asset PP, we are targeting an operational environment in which legislative or regulatory requirements may apply. For our "commercial" PPs, should we identify OSPs to be enforced by the TOE? By the operational environment?

Not necessary to identify any OSP; all the security objectives can be driven by the threats.

(5) If there is a US government version of the any of our PPs, would you add OSPs that would describe government requirements?

Perhaps but couldn’t think of a specific one at this time.

(6) Where should we place our definitions of subjects, objects, operations, and users? At the beginning of the SFR section? In its own section? Or ???

There is no required structure for the placement of these but application notes or before the SFRs.

(7) Will NIAP still require the four appendices? (References, Glossary, Acronyms, and Robustness Environment Characterization)

At this time, there’s no change in this area.

(8) Appendix B, Glossary, contains many terms that are not used in our PP.

Should we delete unused terms from our glossary?

Only include the terms that are used in the documents.

(9) Will there be an updated version of the text for Appendix D?  
No, not at this time.
(10) How is FDP_ISA used? Can you give an example, or an example of how we might use it in P2600?

They will look at the one item (per Carmen) and let us know if it is OK.

________________________________________________________________
Here's a response from NIAP regarding some questions about CC V3.0. 
The response is very inconsistent (IMO) with the guidance given on the NIAP 
web site regarding the use of CC V3.0 for new Profiles etc.. 

This might be a good topic for the NIAP representative to be able to address. 
(Especially the statement about possible pushing CC V3.0 out due to ISO's 
recent update to the current CC within ISO.)
Can you, or the appropriate contact in NSA, provide some insight into the "level" of change between CC V3 and CC V3.1.  We (Lexmark and other printer vendors in IEEE P2600) are looking at Protection Profiles and Security Targets based on V3, however we recently had a consultant state that: 

"CC V3 is not usable in its current form and V3.1 will be completely different" 

The problem is......CC V3.1 (according to the CC web site) isn't scheduled 
for public release until July 2006. 

So...I have the following questions. 

Is there any way to get an idea of the level of change projected between 
the CC V3 draft and CC V3.1?   

Is there a more detailed schedule for CC V3.1 that what's on the CC web site? 

Would it be possible to get pre-release versions of V3.1 if they are available 
before the July 2006 release date such that Protection Profile development 
can continue? 

Also, aside from the V3 vs V3.1 issue, are there sample Protection Profiles 
or templates based on CC V3 that might me made available to the IEEE P2600 
group?  We are having some trouble with the development of the profiles 
as is....

Response From Ron Bottomly

I'm surprised to learn that there are STs and PPs being written using a draft copy that was out for public comment and, therefore, is certain to change. I have been advising people not to aim for a moving target. 
  
Based on the comments received, it looks like part 3 is pretty well set in terms of philosophy. (Lots of favorable responses for the new ADV_ARC, for example). However, the details are still in flux, which is why it is folly to use the v3.0 words. 
  
The schedule currently calls for a release in July. However, I believe that was based on the theory that ISO would want to adopt it in keeping with its five-year update cycle. However, it looks like ISO has already updated its standard based on ccv2.3, so the five-year clock is no longer a factor. This may relieve the pressure to get something – anything – out in July and permit the schedule to be adjusted to allow for a quality version. 
  
When it gets finalized, it will be made available. It's not like we plan to hide it away, so there is no pre-release versions. At least, none that I'd be comfortable claiming would not be changed markedly.  It's because of this that the schedule calls for a window of transition: from the time it's released to when it needs to be used. I think that's about two years. 
  


Another issue raised by this member

In the current CC V3.0, users cannot directly interact with objects, they can only 
interact with subjects that provide access to objects......BTW one of the comments/requests against CC V3.0 review that may be addressed in CC V3.1 is direct user access to objects.
Even in V2 users cannot directly access an object… only indirectly through a subject.

_______________________________________________________________

Based on previous feedback from NIAP  : 
The IEEE use of the term “High Security” in connection with an EAL2 Profile is misleading and could cause user confusion. 

Even in the public environment there has to be admin functions or maintenance functions that need to have a high level of assurance and protection to ensure the Public does not bypass or corrupt the functionality of the device." 

Which EAL level will NIAP accept for the IEEE environments labeled  “HVA (High Value Asset) environment and “Public” environment?

High Robustness is approximately EAL 6, Medium 4+, Basic 2+.  Other things besides what’s in the TOE can contribute to protecting the device.  There’s no firm answer to what our HVA needs to be. Doing medium robustness for our HVA is probably the only one that makes sense.
NIAP’s Consistency Instruction Manual added scheme specific requirements such as FIPS validated encryption. Is a similar manual planned for CC V3? How will this impact the value of international evaluations?

There is a goal to harmonize with the other schemes.

Will NIAP require evaluations and certifications from other organizations to address what is not addressed by CC evaluations or seek to incorporate them into the CC? For example in addition to encryption, access control, network vulnerabilities, operating system vulnerabilities, etc?

NIAP is only to be concerned with CC evaluation and not other certifications or evaluations.

( Policy 13… policy regarding TOE boundary in relationship to the product.

The characterization of Basic, Medium and High robustness has changed in the past few years. What are NIAP’s current guidelines for general government users? For commercial users?

This is now clear based on the CIM.  NIAP does not address the needs of commercial users directly.
What are NIAP requirements for encryption?

· The requirement for encryption did not go away.  The family that defined it did go away.
Is FIPS certification is a requirement?

· Only for the US.


Does NIAP think keeping several CIMs (CIM for basic robustness, CIM for medium robustness…)?

· Yes


In a PP, I think that we can use FMI_CHO to let the ST choose between FIA_UAU.1 and FIA_UAU.2. However, if we want to have the same ST addressing the case of user authentication by the TSF and the case of the authentication by a third party, what should be done?

· Put in an assumption that the environment will provide the authentication but include a note that the TOE may provide the authentication.  We could also define local-user and remote-user where authentication can be done differently.

In our PP Application Notes we have: “Since the HCD consists of many functions (e.g. copier, printer, scanner, etc) and the combinations of those functions are practicable (e.g. copier only, copier and printer), some HCDs need not to counter part of threats or to depend on part of assumptions.  For example, it is obvious that the vendor or users of the stand-alone HCD do not have to consider the network-related threats or assumptions.  In such case, the scope of the ST must be smaller than this PP.  However, the ST should be considered to comply with this PP, if the appropriate and logical justification to show that the reduced threats and assumptions are complete, consistent and coherent must be included in the ST.”  Is this acceptable for NIAP?


· See the PKE PP for an example of doing something similar.

