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	1. ENTITIES

	Subjects
	

	
	S.APP.PRINT
	

	
	S.APP.SCAN
	

	
	S.APP.FAX
	

	
	S.APP.COPY
	

	
	S.APP.APPLET
	

	
	S.MGMT.AUTH
	

	
	S.MGMT.DEV
	

	
	S.MGMT.NET
	

	
	S.MGMT.SEC
	

	
	S.MGMT.AB
	

	
	S.MGMT.LOGS
	

	
	S.MGMT.FW
	

	
	S.OS.NET
	

	Interfaces
	

	
	I.NET
	

	
	I.FAX
	

	
	I.LOCAL
	

	
	I.MAINT
	

	
	I.EXTDEV
	

	
	I.OPPANEL
	

	Objects
	

	
	D.UDD.HARD
	hardcopy

	
	D.UDD.SOFT
	electronic copy

	
	D.UDD.TEMP
	temporary (e.g. image)

	
	D.UFD.ID
	identification

	
	D.UFD.AB
	address book data

	
	D.MD.DEV
	device configuration

	
	D.MD.SEC
	security configuration

	
	D.MD.NET
	network configuration

	
	D.MD.AUTH
	authentication data

	
	D.MD.LOG
	job and device logs

	
	D.RES
	resources? is needed?

	
	D.PROG.FW
	firmware

	
	D.PROG.APPLET
	applet

	
	D.COMMS.IN
	inbound

	
	D.COMMS.OUT
	outbound

	Operations
	

	
	R.PRINT.START
	

	
	R.PRINT.RELEASE
	

	
	R.PRINT.END
	

	
	R.SCAN.START
	

	
	R.SCAN.SEND
	

	
	R.SCAN.END
	

	
	R.FAXOUT.START
	

	
	R.FAXOUT.SEND
	

	
	R.FAXOUT.END
	

	
	R.FAXIN.START
	

	
	R.FAXIN.RELEASE
	

	
	R.FAXIN.END
	

	
	R.COPY.START
	

	
	R.COPY.RELEASE
	

	
	R.COPY.END
	

	
	R.ACC.ALLOW
	(COMMS)

	
	R.ACC.READ
	(UFD or MD)

	
	R.ACC.WRITE
	(UFD or MD)

	
	R.ACC.LOAD
	(FW)

	
	R.ACC.EXEC
	(APPLET)

	User attributes
	

	
	UA.NORM (.PRINT, .SCAN, .COPY, .FAXIN, .FAXOUT)

	
	UA.DEVADMIN
	

	
	UA.NETADMIN
	

	
	(UA.SECADMIN)
	Not currently defined in PP

	
	UA.AUDITOR
	

	
	UA.CUSTENG
	

	
	(UA.FAXSENDER)
	Not currently defined in PP

	
	UA.ANON?
	Is needed?

	
	UA.ALLOWED
	Not currently defined in PP, refers to net connections that are permitted by SFP

	
	UA.EAMGMT
	Not currently defined in PP, refers to external environment management users (like SNMP)


2. SFR EXAMPLES
	FIA_AFL.1 
	Authentication failure handling 

	Hierarchical to: 
	No other components. 

	Dependencies: 
	FIA_UAU.1 Timing of authentication 

	FIA_AFL.1.1 
	The TSF shall detect when [selection: [assignment: positive integer 

	
	number], 
	an 
	administrator configurable 
	positive 
	integer 

	within[assignment: 
	range 
	of 
	acceptable 
	values]] 
	unsuccessful 

	
	authentication attempts occur related to [assignment: list of 

	
	authentication events]. 

	FIA_AFL.1.2 
	When the defined number of unsuccessful authentication attempts has 

	
	been met or surpassed, the TSF shall [assignment: list of actions]. 


	FIA_ATD.1 
	User attribute definition 

	Hierarchical to: 
	No other components. 

	Dependencies: 
	No dependencies. 

	FIA_ATD.1.1 
	The TSF shall maintain the following list of security attributes belonging 
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	to individual users: [assignment: list of security attributes UA.NORM, UA.DEVADMIN, UA.NETADMIN, UA.SECADMIN, UA.AUDITOR, UA.CUSTENG, UA.FAXSENDER, UA.ANON(?), UA.EAMGMT]. 


	FIA_UAU.2 
	User authentication before any action 

	Hierarchical to: 
	FIA_UAU.1 Timing of authentication 

	Dependencies: 
	FIA_UID.1 Timing of identification 

	FIA_UAU.2.1 
	The TSF shall require each user to be successfully authenticated before 

	
	allowing any other TSF-mediated actions on behalf of that user. 


	FIA_UAU.7 
	Protected authentication feedback 

	Hierarchical to: 
	No other components. 

	Dependencies: 
	FIA_UAU.1 Timing of authentication 

	FIA_UAU.7.1 
	The TSF shall provide only [assignment: list of feedback 

	
	while the authentication is in progress. 


	FIA_UID.2 
	User identification before any action 

	
	Hierarchical to: 
	FIA_UID.1 Timing of identification 

	
	Dependencies: 
	No dependencies. 

	FIA_UID.2.1 
	The TSF shall require each user to be successfully identified before allowing 

	
	any other TSF-mediated actions on behalf of that user. 


	FIA_USB.1 
	User-subject binding 

	Hierarchical to: 
	No other components. 

	Dependencies: 
	FIA_ATD.1 User attribute definition 

	FIA_USB.1.1 
	The TSF shall associate the following user security attributes with 

	
	subjects acting on the behalf of that user: [assignment: list of user 

	
	security attributes  UA.NORM, UA.DEVADMIN, UA.NETADMIN, UA.SECADMIN, UA.AUDITOR, UA.CUSTENG, UA.FAXSENDER, UA.ANON(?), UA.EAMGMT ]. 


	FIA_USB.1.2 
	The TSF shall enforce the following rules on the initial association of 

	
	user security attributes with subjects acting on the behalf of users: 

	
	[assignment: rules for the initial association of attributes]. 

	FIA_USB.1.3 
	The TSF shall enforce the following rules governing changes to the user 

	
	security attributes associated with subjects acting on the behalf of users: 

	
	[assignment: rules for the changing of attributes]. 


	FDP_ACC.2 Complete access control Hierarchical to: FDP_ACC.1 Subset access control 

	Dependencies: 
	FDP_ACF.1 Security attribute based access control 

	FDP_ACC.2.1 
	The TSF shall enforce the [assignment: access control SFP] on [assignment: 

	
	list of subjects and objects] all Subjects and Objects and all operations among subjects and objects 

	
	covered by the SFP. 

	FDP_ACC.2.2 
	The TSF shall ensure that all operations between any subject controlled 

	
	by the TSF and any object controlled by the TSF are covered by an 

	
	access control SFP. 


	FDP_ACF.1 Security attribute based access control 

	Hierarchical to: 
	No other components.

	Dependencies: 
	FDP_ACC.1 Subset access control 

	
	FMT_MSA.3 Static attribute initialisation 

	FDP_ACF.1.1 
	The TSF shall enforce the [assignment: access control SFP] to objects 

	
	based on the following: [assignment: list of subjects and objects controlled 

	
	under the indicated SFP, and for each, the SFP-relevant security 

	
	attributes, or named groups of SFP-relevant security attributes]. 

	
	Subject

	Object(s)
	Attribute(s)

	
	S.APP.PRINT
	D.UDD.*

D.MD.LOG(?)
	UA.NORM
UA.NORM

	
	S.APP.SCAN
	D.UDD.*

D.UFD.AB

D.MD.LOG(?)
	UA.NORM

UA.NORM
UA.NORM

	
	S.APP.COPY
	D.UDD.HARD

D.UDD.TEMP

D.MD.LOG(?)
	UA.NORM

UA.NORM

UA.NORM

	
	S.APP.FAX
	D.UDD.*
D.UFD.AB

D.MD.LOG(?)
	UA.NORM, UA.FAXSENDER
UA.NORM

UA.NORM, UAFAXSENDER

	
	S.OS.NET
	D.COMMS.*
	UA.NETALLOWED

	
	S.MGMT.NET
	D.MD.NET
	UA.EAMGMT

	
	(etc. etc. etc.)
	
	

	FDP_ACF.1.2 
	The TSF shall enforce the following rules to determine if an operation 

	
	among controlled subjects and controlled objects is allowed: 

	
	[assignment: rules governing access among controlled subjects and 

	
	controlled objects using controlled operations on controlled objects]. 

	FDP_ACF.1.3 
	The TSF shall explicitly authorise access of subjects to objects based on 

	
	the following additional rules: [assignment: rules, based on security 

	
	attributes, that explicitly authorise access of subjects to objects]. 

	FDP_ACF.1.4 
	The TSF shall explicitly deny access of subjects to objects based on the 

	
	[assignment: rules, based on security attributes, that explicitly deny access 

	
	of subjects to objects]. 


	FMT_MSA.1 Management of security attributes 

	Hierarchical to: 
	No other components. 

	Dependencies: 
	[FDP_ACC.1 Subset access control, or 

	
	 FDP_IFC.1 Subset information flow control] 

	
	FMT_SMR.1 Security roles 

	
	FMT_SMF.1 Specification of Management Functions 

	FMT_MSA.1.1 
	The TSF shall enforce the [assignment: access control SFP, information 
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	flow control SFP] to restrict the ability to [selection: change_default, 
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	query, modify, delete, [assignment: other operations]] the security 
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	attributes [assignment: list of security attributes] UA.NORM, UA.DEVADMIN, UA.NETADMIN, UA.SECADMIN, UA.AUDITOR, UA.CUSTENG, UA.FAXSENDER, UA.ANON, UA.ALLOWED, UA.EAMGMT to [assignment: the 
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	authorised identified roles] UA.SECADMIN. 


	FMT_MSA.3 Static attribute initialisation 

	Hierarchical to:
	No other components.

	Dependencies: 
	FMT_MSA.1 Management of security attributes 

	
	FMT_SMR.1 Security roles 

	FMT_MSA.3.1 
	The TSF shall enforce the [assignment: access control SFP, information 

	
	flow control SFP] to provide [selection, choose one of: restrictive, 

	
	permissive, [assignment: other property]] default values for security 

	
	attributes that are used to enforce the SFP. 

	FMT_MSA.3.2 
	The TSF shall allow the [assignment: the authorised identified roles] U.SECAMIN to 

	
	specify alternative initial values to override the default values when an 

	
	object or information is created. 


	FMT_MTD.1 Management of TSF data Hierarchical to: No other components. 

	Dependencies: 
	FMT_SMR.1 Security roles 

	
	FMT_SMF.1 Specification of Management Functions 

	FMT_MTD.1.1 
	The TSF shall restrict the ability to [selection: change_default, query, 

	
	modify, delete, clear, [assignment: other operations]] operations specified in the table below the [assignment: list 

	
	of TSF data] TSF data specified in the table below to [assignment: the authorised identified roles] authorized identified roles in the table below. 


	TSF Data
	Operation(s)
	Authorized role(s)

	D.MD.NET
	R.ACC.READ
	U.UA.EAMGMT

	D.MD.NET
	R.ACC.READ|WRITE
	U.UA.NETADMIN

	D.MD.SEC.
	R.ACC.READ|WRITE
	U.UA.SECADMIN

	D.MD.DEV
	R.ACC.READ|WRITE
	U.UA.DEVADMIN

	D.MD.LOG
	R.ACC.READ
	U.UA.SECADMIN,U.UA.NETADMIN

	D.MD.LOG
	R.ACC.READ|WRITE
	U.UA.AUDITOR

	D.PROG.FW
	R.ACC.WRITE
	U.UA.CUSTENG

	Etc.
	Etc.
	Etc.


	FMT_MTD.2 Management of limits on TSF data Hierarchical to: No other components. 

	Dependencies: 
	FMT_MTD.1 Management of TSF data 

	
	FMT_SMR.1 Security roles 

	FMT_MTD.2.1 
	The TSF shall restrict the specification of the limits for [assignment: list 

	
	of TSF data] to [assignment: the authorised identified roles] UA.SECADMIN. 

	FMT_MTD.2.2 
	The TSF shall take the following actions, if the TSF data are at, or 

	
	exceed, the indicated limits: [assignment: actions to be taken]. 


	FMT_SMF.1 Specification of Management Functions Hierarchical to: No other components. 

	Dependencies: 
	No dependencies. 

	FMT_SMF.1.1 
	The TSF shall be capable of performing the following management 

	
	functions: [assignment: list of management functions to be provided by the 

	
	TSF]. 


	FMT_SMR.1 Security roles Hierarchical to: 
	No other components. 

	Dependencies: 
	FIA_UID.1 Timing of identification 

	FMT_SMR.1.1 
	The TSF shall maintain the roles [assignment: the authorised id 

	
	roles]  UA.NORM, UA.DEVADMIN, UA.NETADMIN, UA.SECADMIN, UA.AUDITOR, UA.CUSTENG, UA.FAXSENDER, UA.ANON, UA.EAMGMT. 

	FMT_SMR.1.2 
	The TSF shall be able to associate users with roles. 


More SFRs Etc. etc. etc.

