Sample Conversion of SFRs from CCv3.0 to CCv3.1
SFRs Based On CCv3.0

The example in the following pages is a suggested conversion of the TOE Security Functional Requirements (SFRs) in Section 6 of the Draft Protection Profile for Hardcopy Devices in Operational Environment C (PP-C) from the SFRs as specified in Common Criteria for Information Technology Security Evaluation part 2: security functional components, Version 3.0 Revision 2 dated July 2005 (CCv3.0) to the SFRs as specified in Common Criteria for Information Technology Security Evaluation part 2: security functional components, Version 3.1 Revision 1 dated June 2006 (CCv3.1). It is meant to provide a sample that could be used to convert the SFRs for all four Protection Profiles that bare part of the P2600 standard.

It is being provided for review and discussion at the P2600 Working Group Meeting in Waterloo Ontario.
The list has been segmented so that each SFR currently in PP-C that was generated from CCv3.0 is in the left column, and the corresponding SFR from CCv3.1 is in the right column in the same row. Ignore the paragraph numbering because it doesn’t reflect how the SFRs will actually appear in Section 6 of the PP. 

	Section 6.1, PP-C, Version 21a (Written Against CCv3.0)

6 IT Security Requirements

6.1 TOE Security Functional Requirements

In this section, the security functional requirements that the TOE must satisfy in order to achieve the security objectives defined in section Error! Reference source not found.are detailed. In the description of the requirements, the words against which the assignment or selection operation are performed are identified with [bold letters and brackets], the refinement operations are identified with bold letters and underline, and the iteration operations are identified with lower-case alphabetical suffix, e.g. “-a”. The unfinished operations identified as [operation: italic letters] shall be completed in the Security Target (ST).
	Section 6.1, PP-C, Version 22a1 (Written Against CCv3.1)
7 IT Security Requirements

7.1 TOE Security Functional Requirements

In this section, the security functional requirements that the TOE must satisfy in order to achieve the security objectives defined in section Error! Reference source not found.are detailed. In the description of the requirements, the words against which the assignment or selection operation are performed are identified with [bold letters and brackets], the refinement operations are identified with bold letters and underline, and the iteration operations are identified with lower-case alphabetical suffix, e.g. “-a”. The unfinished operations identified as [operation: italic letters] shall be completed in the Security Target (ST).

	7.1.1.1 FAU_GEN.2 Audit data generation with time 

FAU_GEN.2.1 The TSF shall store an audit record in [assignment: object] of the following events: [selection: start-up of the audit functions, shut-down of the audit functions, [assignment: rules for which other events will be audited]]. 

FAU_GEN.2.2 The TSF shall record within each audit record the following information: 

a) Date and time of the event, type of event, values of [assignment: security attributes of the subject], the [selection: success, failure, [assignment: other outcome(s)]] of the event; and  

b) [assignment: other information]. 

Dependencies: FMI_TIM.1 Time stamps

                          FDP_ACC.1 Access control 
	7.1.1.2 FAU_GEN.1 Audit data generation 

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events: 

a. Start-up and shut-down of the audit functions;

b. All auditable events for [selection: choose one of: minimum, basic, detailed, not specified] level of audit; and

c. [assignment: other specifically defined audit events]]. 

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information: 

a. Date and time of the event, type of event, subject identity, and the outcome (success or failure) of the event; and

b. For each audit event type, based on the auditable event definitions of the functional components included in the PP/ST, [assignment: other audit relevant information]. 

Dependencies:  FPT_STM.1 Reliable time stamps

FDP_ACC.1 Access control 

	7.1.2 User data protection (FDP)

7.1.2.1 FDP_ISA.1 (1) Security attribute initialisation 

FDP_ISA.1.1 The TSF shall [assignment: assign the value [assignment: value]] to the security attribute [assignment: security attribute] whenever a [assignment: object or subject] is created. 

Dependencies: FDP_ACC.1 Access control

7.1.2.2 FDP_ISA.1 (2) Security attribute initialisation 

FDP_ISA.1.1 The TSF shall [assignment: assign the value [assignment: value]] to the security attribute [assignment: Protocol] whenever a [assignment: D.INBOUND_NETWORK_TRAFFIC] is created. 

Dependencies: FDP_ACC.1 Access control

7.1.2.3 FDP_ISA.1 (3) Security attribute initialisation 

FDP_ISA.1.1 The TSF shall [assignment: assign the value [assignment: value]] to the security attribute [assignment: Protocol] whenever a [assignment: D.OUTBOUND_NETWORK_TRAFFIC] is created. 

Dependencies: FDP_ACC.1 Access control
	7.1.3 User data protection (FDP)

7.1.3.1 FMT_MSA.3 Static attribute initialisation

FMT_MSA.3.1 The TSF shall enforce the [assignment: access control SFP, information flow control SFP] to provide [selection, choose one of: restrictive, permissive, [assignment: other property]] default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 The TSF shall allow the [assignment: the authorised identified roles] to specify alternative initial values to override the default values when an object or information is created.

Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles



	
	7.1.3.2 FMT_SMR.1 Security roles

FMT_SMR.1.1 The TSF shall maintain the roles [assignment: the authorised identified roles].
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

Dependencies: FIA_UID.1 Timing of identification

	7.1.3.3 FDP_ACC.1 (1) Access control 

FDP_ACC.1.1 
The TSF shall [assignment: allow] an operation of a subject on an object [assignment: if and only if] [assignment: rules for operations, based on security attributes of D.INBOUND_NETWORK_TRAFFIC and D.OUTBOUND_NETWORK_TRAFFIC]. 

Dependencies: FDP_ISA.1 Security attribute initialisation

7.1.3.4 FDP_ACC.1 (2) Access Control

FDP_ACC.1.1 
The TSF shall [assignment: allow] an operation R.ENTER_TOE of a subject on an object D.INBOUND_NETWORK_TRAFFIC [assignment: if and only if] [assignment: it has the security attribute

Protocol of D.INBOUND_NETWORK_TRAFFIC included in NETWORK_INBOUND_POLICY].
Dependencies: FDP_ISA.1 Security attribute initialisation

7.1.3.5 FDP_ACC.1 (3) Access Control

FDP_ACC.1.1 
The TSF shall [assignment: allow] the operation R.LEAVE_TOE of a subject on an object D.OUTBOUND_NETWORK_TRAFFIC [assignment: if and only if] [assignment: it has the security attribute Protocol of D.OUTBOUND_NETWORK_TRAFFIC included in NETWORK_OUTBOUND_POLICY].
Dependencies: FDP_ISA.1 Security attribute initialisation

7.1.3.6 FDP_ACC.1 (4) Access Control

FDP_ACC.1.1
The TSF shall [assignment: allow] an operation R.READ, R.MODIFY, R.ADD, R.DELETE, or R.EXECUTE  R.UPDATE of a subject on an object  D.USER_DOCUMENT_DATA, D.USER_FUNCTION_DATA,  D.MANAGEMENT_DATA, D.APPLET, D.APPLICATION or D.FIRMWARE [assignment: if and only if] [assignment: the subject has the operation right on the object, based on security attributes of the subject and object].
Dependencies: FDP_ISA.1 Security attribute initialisation
	7.1.3.7 FDP_ACF.1 Security attribute based access control 

FDP_ACF.1.1 The TSF shall enforce the [assignment: access control SFP] to objects based on the following: [assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-relevant security attributes, or named groups of SFP-relevant security attributes].

FDP_ACF.1.2 The TSF shall enforce the following rules to determine if an operation among controlled subjects and controlled objects is allowed: [assignment: rules governing access among controlled subjects and controlled objects using controlled operations on controlled objects].

FDP_ACF.1.3 The TSF shall explicitly authorise access of subjects to objects based on the following additional rules: [assignment: rules, based on security attributes, that explicitly authorise access of subjects to objects].

FDP_ACF.1.4 The TSF shall explicitly deny access of subjects to objects based on the [assignment: rules, based on security attributes, that explicitly deny access of subjects to objects].
Dependencies: FDP_ACC.1 Security access control FMT_MSA.3 Static attribute initialisation
7.1.3.8 FDP_ACC.1 (1) Subset access control 

FDP_ACC.1.1 
The TSF shall enforce the [assignment: access control SFP] on [assignment: list of subjects, objects, and operations among subjects and objects covered by the SFP]. 

Dependencies: FDP_ACF.1 Security attribute based access control



	7.1.3.9 FDP_MSA.1 Management of security attributes 

FDP_MSA.1.1 The TSF determine if a subject is allowed to [selection: query, modify, delete, [assignment: other types of access], [assignment: security attribute]] or not, as follows: [assignment: rules, based on the security attribute being accessed and the security attributes of the subject]. 

Dependencies: FDP_ACC.1 Access control
	7.1.4 Security Management (FMT)

7.1.4.1 FMT_MSA.1 Management of security attributes 

FDP_MSA.1.1 The TSF shall enforce the [assignment: access control SFP, information flow control SFP] to restrict the ability to [selection: change_default, query, modify, delete, [assignment: other operations]] the security attributes [assignment: list of security attributes] to [assignment: the authorised identified roles]. 

Dependencies: FDP_ACC.1 Access control

	7.1.4.2 FIA_AFL.1
Authentication failure handling

FIA_AFL.1.1
The TSF shall detect when [assignment: positive integer number] unsuccessful authentication attempts occur related to [selection: the same user, the same subject, [assignment: other common property of the unsuccessful authentication attempts]]. 

FIA_AFL.1.2
When the defined number of unsuccessful authentication attempts has been met or surpassed, the TSF shall [assignment: list of actions].

Dependencies:
FIA_UAU.1 Timing of authentication
	7.1.4.3 FIA_AFL.1
Authentication failure handling

FIA_AFL.1.1
The TSF shall detect when [selection: [assignment: positive integer number] an administrator configurable positive integer within [assignment: range of accepted values] unsuccessful authentication attempts occur related to [assignment: list of authentication events]. 

FIA_AFL.1.2
When the defined number of unsuccessful authentication attempts has been met or surpassed, the TSF shall [assignment: list of actions].

Dependencies:
FIA_UAU.1 Timing of authentication



	7.1.4.4 FIA_UAU.1 User authentication by TSF 

FIA_UAU.1.1 The TSF shall authenticate a user before the user can bind to [assignment: subject]. 

Dependencies: 
FIA_UID.2 User identification 

  FIA_URE.2 User registration with storage of authentication data

Application note:  It is the intent of the authors of this profile to allow authentication to be done inside the TOE or outside the TOE (e.g. LDAP).
	7.1.4.5 FIA_UAU.1 Timing of authentication

FIA_UAU.1.1 The TSF shall allow [assignment: list of TSF mediated actions] on behalf of the user to be performed before the user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any other TSF-mediated actions on behalf of that user.

Dependencies: FIA_UID.1 Timing of identification

Application note:  It is the intent of the authors of this profile to allow authentication to be done inside the TOE or outside the TOE (e.g. LDAP).

	7.1.4.6 FIA_UAU.2 User authentication by third party 

FIA_UAU.2.1 The TSF shall verify that a user has been authenticated by [assignment: other user] before the user can bind to [assignment: subject]. 

Dependencies: FIA_UID.2 User identification
	No counterpart

	7.1.4.7 FIA_UAU.6 Limited authentication feedback 

FIA_UAU.6.1 The TSF shall provide only [assignment: list of feedback] to the user while the authentication is in progress. 

Dependencies: FIA_UAU.1 User authentication by TSF
	7.1.4.8 FIA_UAU.7 Protected authentication feedback 

FIA_UAU.6.1 The TSF shall provide only [assignment: list of feedback] to the user while the authentication is in progress. 

Dependencies: FIA_UAU.1 Timing of authentication

	7.1.4.9 FIA_UID.2 User identification 

FIA_UID.2.1 The TSF shall identify a user before the user can bind to [assignment: subject].

Dependencies: FIA_USB.1 User-subject binding
	7.1.4.10 FIA_UID.1 Timing of identification 

FIA_UID.1.1 The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the user to be performed before the user is identified.

FIA_UID.1.2 The TSF shall require each user to be successfully identified before allowing any other TSF-mediated actions on behalf of the user.

Dependencies: No dependencies

	7.1.4.11 FIA_USB.1 User-subject binding 

FIA_USB.1.1 Upon binding a user to [assignment: subject] [assignment: the TSF shall change the values of security attributes of that subject as follows: [assignment: rules on how new values security attributes of that subject are determined from the user security properties of the user]].

Dependencies: No dependencies.
	7.1.4.12 FIA_USB.1 User-subject binding

FIA_USB.1.1 The TSF shall associate the following user security attributes with

subjects acting on the behalf of that user: [assignment: list of user

security attributes].

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of

user security attributes with subjects acting on the behalf of users: [assignment: rules for the initial association of attributes].

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user

security attributes associated with subjects acting on the behalf of users: [assignment: rules for the changing of attributes].

Dependencies: FIA_ATD.1 User attribute definition
7.1.4.13 FIA_ATD.1 User attribute definition

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging

to individual users: [assignment: list of security attributes].

Dependencies: No dependencies.

	7.1.4.14 FIA_TOB.1 TSF-initiated termination of binding

FIA_TOB.1.1 The TSF shall terminate a binding to [assignment: subject] after [selection: completion of [assignment: operation], [assignment: time interval of user inactivity], [assignment: other condition]]. 

FIA_TOB.1.2 The TSF shall [selection: leave the security attributes of the subject unchanged, terminate the subject, set the security attributes of the subject to [assignment: rules for setting the security attributes of the subject]]. 

Dependencies: FIA_USB.1 User-subject binding
	7.1.4.15 FTA_SSL.3 TSF-initiated termination 

FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time interval of user inactivity]. 

Dependencies: No dependencies

	7.1.4.16 FPT_TST.1 TSF self-testing 

FPT_TST.1.1 The TSF shall run a suite of tests [selection: immediately after installation, during each start-up, periodically during normal operation, at the request of a subject, [assignment: other conditions]] to demonstrate the correct operation of [selection: [assignment: parts of the TSF] , the TSF ]. 

Dependencies:
No dependencies
7.1.4.17 FPT_TST.2 Integrity testing 

FPT_TST.2.1 The TSF shall run a suite of tests [selection: immediately after installation, during each start-up, periodically during normal operation, at the request of a subject, [assignment: other conditions]] to verify the integrity of [selection: the stored executable code of the TSF, [assignment: list of objects]].

Dependencies:
No dependencies
	7.1.4.18 FPT_TST.1 TSF testing 

FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up, periodically during normal operation, at the request of the authorized user, at the conditions [assignment: conditions under which self-test could occur]] to demonstrate the correct operation of the [selection: [assignment: parts of the TSF] , the TSF ]. 

Dependencies:
FPT_AMT.1 Abstract machine testing
7.1.4.19 FPT_AMT.1 Abstract machine testing

FPT_AMT.1.1 The TSF shall run a suite of tests [selection: during initial start-up, periodically during normal operation, at the request of an authorised user, [assignment: other conditions]] to demonstrate the correct operation of the security assumptions provided by the abstract machine that underlies the TSF.
Dependencies: No dependencies.

	7.1.4.20 FPT_RSA.1 Maximum quotas for subjects and objects 

FPT_RSA.1.1 The TSF shall enforce maximum quotas for [selection: processing resources, storage resources, communication resources, [assignment: other resources]] that [assignment: list of subjects and/or objects] can use [selection: simultaneously, over a specified period of time]. 

FPT_RSA.1.2 The TSF shall [assignment: action(s)] when a maximum quotum is [selection: almost surpassed, surpassed]. 

Dependencies:
No dependencies
	7.1.4.21 FPT_RSA.1 Maximum quotas 

FRU_RSA.1.1 The TSF shall enforce maximum quotas of the following resources [assignment: controlled resources]] that [selection: individual user, defined group of users, subjects] can use [selection: simultaneously, over a specified period of time]. 

Dependencies:
No dependencies

	7.1.4.22 FMI_TIM.1 Time stamps 

FMI_TIM.1.1 The TSF shall maintain the current time in [assignment: object] to an accuracy of [assignment: accuracy metric]. 

Dependencies: FDP_ACC.1 Access control
	7.1.4.23 FPT_STM.1 Reliable time stamps 

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps. 

Dependencies: FDP_ACC.1 Access control

	7.1.4.24 FCO_CID.1 Confidentiality of imported data
FCO_CID.1.1 The TSF shall assist in protecting the confidentiality of [assignment: D.USER_MANAGEMENT_DATA] provided to [assignment: subject] by a user bound to that subject. 

Dependencies:
No dependencies

7.1.4.25 FCO_CED.1 Confidentiality of exported data
FCO_CED.1.1 The TSF shall protect the confidentiality of [assignment: D.USER_MANAGEMENT_DATA] provided by [assignment: subject] to a user bound to that subject.

Dependencies:
No dependencies


	7.1.4.26 DP_UCT.1  (1) Basic data exchange confidentiality

FDP_UCT.1.1 The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to be able to transmit objects in a manner protected from unauthorised disclosure.
Dependencies: [FTP_ITC.1 Inter-TSF trusted channel, or

FTP_TRP.1 Trusted path]

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

7.1.4.27 FDP_UCT.1 (2) Basic data exchange confidentiality

FDP_UCT.1.1 The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to be able to receive objects in a manner protected from unauthorised disclosure.
Dependencies: [FTP_ITC.1 Inter-TSF trusted channel, or

FTP_TRP.1 Trusted path]

[FDP_ACC.1 Subset access control, or

                              FDP_IFC.1 Subset information flow control]
7.1.4.28 FTP_ITC.1 Inter-TSF trusted channel

FTP_ITC.1.1 The TSF shall provide a communication channel between itself and a remote trusted IT product that is logically distinct from other communication channels and provides assured identification of its end points and protection of the channel data from modification or disclosure.
Dependencies: No dependencies.

	7.1.4.29 FCO_IED.1 Integrity of exported data without recovery

FCO_IED.1.1 When [assignment: subject] transmits [assignment: list of data and/or security attributes] to a user bound to that object, the TSF shall provide that user the means to detect [selection: modification, deletion, insertion, replay, [assignment: other integrity]] anomalies.

Dependencies: 
No dependencies
7.1.4.30 FCO_IID.1 Integrity of imported data without recovery

FCO_IID.1.1 The TSF shall monitor the integrity of [assignment: list of data and/or security attributes] provided to [assignment: subject] by a user bound to that subject for [selection: modification, deletion, insertion, replay, [assignment: other integrity]] anomalies.

FCO_IID.1.2 On detection of an anomaly the TSF shall discard the data and/or security attributes.

Dependencies: 
No dependencies
	7.1.4.31 FDP_UIT.1 (1) Data exchange integrity

FDP_UIT.1.1 The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to be able to transmit user data in a manner protected from [selection: modification, deletion, insertion, replay] errors.
FDP_UIT.1.2 The TSF shall be able to determine on receipt of user data, whether [selection: modification, deletion, insertion, replay] has occurred.

Dependencies: FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control

FTP_ITC.1 Inter-TSF trusted channel, or

FTP_TRP.1 Trusted path

7.1.4.32 FDP_UIT.1 (2) Data exchange integrity

FDP_UIT.1.1 The TSF shall enforce the [assignment: access control SFP(s) and/or information flow control SFP(s)] to be able to receive user data in a manner protected from [selection: modification, deletion, insertion, replay] errors.
FDP_UIT.1.2 The TSF shall be able to determine on receipt of user data, whether [selection: modification, deletion, insertion, replay] has occurred.

Dependencies: FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control

FTP_ITC.1 Inter-TSF trusted channel, or

                             FTP_TRP.1 Trusted path
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