Section 3

Directives & Best  Practices

Comments:

Nomenclature questions: 

Directives – Governmentally specified or standardized practices to address vulnerabilities?

Environment:  Two meanings – 

· Functional environment – setting (e.g.,  Doctor’s office  vs CIA  field office) –  related to security expectations

· Security  Environment  - physical security, network infrastructure, etc

Assumption:
Environments/Vulerabilities to be addressed are identified in section 2.

What is to be done?  Identify techniques applicable  to vulnerabilities




Refer to standards.

What additional material is needed ?   Identify Techniques and standards.

Process  to be used (one person/team?)


Team – break into separate  tasks

How long  will it take?


First draft:  October F2F

Scope of section: Identification of existing best practices  applicable to protecting against the vulnerabilities  identified  in section 2. Bag of tricks!

System Considerations

Identify functional environments and security objectives.

Holistic view of how to address security in all identified environment. 

Define minimum  system security  considerations    necessary to achieve the desired overall   security  objectives in  each environment.

Refer  to existing Standards – as starting point..

See NIST 800.37  – Guide for  Security Assurance and Acquisition  of Tested/Evaluated  Products  and NIST 800.23

Supplement and subtract as  appropriate to functional environments?

Physical Security

Refer to existing standards – (as  above)

Supplement with information on non controlled  physical locations

Address  techniques applicable to  vulnerabilities involving physical access

Device Implementation Considerations

Identification of Protection Techniques appropriate to device features and implementations


Basic Operating System internal to MFP -


Peripherals (Hard Disk)


External programmability (Java, executable code update  etc)

I/O ports supported (data and management)

Authentication Techniques


Identify techniques  Refer to standards (part of this  is system  dependent) Standard Techniques (e.g.,  PKI, smart card, biometric) [ISO Specs]

Encryption


Identify Techniques  - Refer to standards . Suggest minimum  acceptable level.

Audit Trail

Identify Techniques  - Refer to standards See NIST 800.37 – Guide for  Security Assurance and Acquisition  of Tested/Evaluated  Products

