Differences in the “final” profiles and IEEE 2600-2008.
Environment A

IEEE 2600-2008 Clause 8.1.1.4: Offline salvage of deleted or stored User Document Data.

Profile A ended up with the caveat of just storage designed for removal by a user. 2600 also lists the disk wiping technique as one method of protection but there is nothing in Clause 7.3.3.3 that discusses the protection of deleted/de-referenced data via the access control mechanism…..

IEEE 2600-2008 Clause 8.1.1.6: Protecting User Document and Function data, HCD Confidential and Protected Data, and Software in transit.

Profile A does not include anything about software protection. 

Profile A also requires protection from unauthorized disclosure of User Function Data and HCD Protected Data….

Environment B

IEEE 2600-2008 Clause 8.1.2.4 Offline salvage……

Same issue as with Environment A

IEEE 2600-2008 Clause 8.1.2.6: Protecting HCD Confidential Data, HCD Protected Data and software in transit.

Profile B does not include anything about software protection.

Profile B also requires protection from unauthorized disclosure of HCD Protected Data.
Environment C

IEEE 2600-2008 Clause 8.1.3.2 Deletion of residual User Document Data.

Same issue as with Environment A and B with the addition of an issue that Profile C doesn’t include the NVS package at all…..the only requirement for Profile C is the access control mechanism for deleted/de-referenced data…

IEEE 2600-2008 Clause 8.1.3.4 Protecting HCD Confidential Data, HCD Protected Data and software in transit.

Profile C does not include anything about software protection.

Profile C also requires protection from unauthorized disclosure of HCD Protected Data 

Environment D
IEEE 2600-2008 Clause 8.1.4.3 Protecting HCD Confidential Data, HCD Protected Data and software in transit.

Profile D does not include anything about software protection.

Profile D also requires protection from unauthorized disclosure of HCD Protected Data 

IEEE 2600-2008 Clause 8.1.4.6 HCD cannot be used to bridge between fax interface and a shared communications media
This requirement was generalized in the other three environments to: HCD cannot be used as an unauthorized bridge from one interface to a shared communications media interface. (I think this may just be a mistake in the base standard…..??? otherwise I don’t remember why we left the specific fax requirement in Environment D…..)
