CURRENT SFP TABLES AND APP NOTES
Common

	Object
	Attribute
	Operation(s)
	Subject
	Access control rule

	D.DOC
	none required
	Delete
	U.NORMAL
	Denied, except for his/her own documents

	D.FUNC
	none required
	Modify; Delete
	U.NORMAL
	Denied, except for his/her own documents


PP APPLICATION NOTE— A document is “owned” by a User if that document was created or submitted to the TOE by that User, unless indicated otherwise in one of the named SFR Packages in this Standard.
PP APPLICATION NOTE— Access control rules for the “Create” Operation are not specified because typically, any authorized U.NORMAL can create his/her own documents and cannot create documents that are owned by another User. The ST Author should consider adding appropriate rules for a conforming TOE.
PP APPLICATION NOTE— Conformance to one or more of the named SFR Packages in this Standard may expand the rules by adding access controls for additional objects, security attributes, or roles. The User Data access control SFP for a conforming Security Target or Protection Profile is composed of rules defined in Table 16 and all SFPs that have been included by conformance with SFR packages
PP APPLICATION NOTE— An ST Author may refine these rules by adding additional security attributes or additional roles, provided that such refinements do not violate the access control policy composed of rules defined in table 15 and all SFPs that have been included by conformance with SFR packages.
PP APPLICATION NOTE— An ST Author may define additional objects and access control rules for those objects as long as this does not violate the access control policy composed of rules defined in Table 16 and all SFPs that have been included by conformance with SFR packages.
PRT

	Object
	Attribute(s)
	Operation
	Subject
	Access control rule

	D.DOC
	+PRT
	Read
	U.NORMAL
	Denied, except for his/her own documents


PP APPLICATION NOTE – In these cases, “Read” refers (as a minimum) to the release of pending hardcopy output to a Hardcopy Output Handler. It may also be used to refer to previewing documents on a display device, if such a feature is present in a conforming TOE. 

PP APPLICATION NOTE – A User will need to authenticate using the Operator Panel on the TOE to perform "Read" operations. If the User authenticated using Operator Panel when submitting a print job, and that session is still active, then re-authentication is not necessary. However, if that session is no longer active or the User authenticated and submitted the print job over a different Interface, then the User will need to authenticate using Operator Panel in order to establish a new session before being permitted to perform the "Read" operation. 

SCN

	Object
	Attribute(s)
	Operation
	Subject
	Access control rule

	D.DOC
	+SCN
	Read
	U.NORMAL
	Denied, except for his/her own documents


PP APPLICATION NOTE – In these cases, “Read” refers (as a minimum) to the transmission of User Document Data through an Interface to a destination of the user’s choice. It may also be used to refer to previewing documents on a display device, if such a feature is present in a conforming TOE. 

PP APPLICATION NOTE – If a conforming TOE provides a feature for modifying a scanned document before transmission, then the ST Author should add additional rules for D.DOC (+SCN) using the Modify operation. 

CPY

	Object
	Attribute(s)
	Operation
	Subject
	Access control rule

	D.DOC
	+CPY
	Read
	This package does not specify any access control restriction


PP APPLICATION NOTE – In this case, “Read” refers to the release of pending hardcopy output to a Hardcopy Output Handler. It may also be used to refer to previewing documents on a display device, if such a feature is present in a conforming TOE.

PP APPLICATION NOTE –  For F.CPY, there are no access control requirements for release of User Document Data to the Hardcopy Output Handler because the Normal User who submitted the job is physically present when User Document Data are supplied to the Original Document Handler. The ST Author may create more restrictive access control rules. 

PP APPLICATION NOTE – If a conforming TOE provides a feature for modifying a scanned document before producing hardcopy output, then the ST Author should add additional rules for D.DOC (+CPY) using the Modify operation. 

FAX

	Object
	Attribute(s)
	Operation
	Subject
	Access control rule

	D.DOC
	+FAXIN
	Read 
	U.USER
	Denied, except for his/her own documents

	
	+FAXOUT
	Read
	U.NORMAL
	Denied, except for his/her own documents


PP APPLICATION NOTE – In these cases, “Read” refers (as a minimum) to the release of pending hardcopy output to a Hardcopy Output Handler for receiving faxes (+FAXIN), and to the transmission of User Document Data through an Interface for sending or receiving faxes (+FAXOUT or +FAXIN). It may also be used to refer to previewing documents on a display device, if such a feature is present in a conforming TOE. 

PP APPLICATION NOTE – For receiving fax documents (+FAXIN), the “owner” of a received fax job is considered to be U.ADMINISTRATOR. The ST Author may refine this role if a conforming TOE provides a specific role for fax administration. 

PP APPLICATION NOTE – If a conforming TOE provides a feature that allows an administrator to manage ownership of a received fax job -- typically, to transfer ownership to one or more intended recipients of a fax document -- then the ST Author should consider adding a rule to the FAX Access Control SFP such as “D.DOC +FAXIN Read U.NORMAL ‘Allowed if this User is authorized by U.ADMINISTRATOR’”. Alternatively, the ST Author may define and use attributes for this purpose in the FAX Access Control SFP, provided that the initialization and management of such attributes are specified in such as in FMT_MSA.1 and FMT_MSA.3. In either case, the ST Author should precisely define the ownership rules for both User Documents and User Function Data associated with such documents.

PP APPLICATION NOTE – If a conforming TOE provides a feature that allows an administrator to manage the transmission of or delete outgoing fax documents, then the ST Author should consider adding an additional rule to the FAX Access Control SFP for D.DOC(+FAXOUT) that permit the administrator to Read or Delete, respectively, and an additional rule for D.FUNC that permits the administrator to Modify or Delete, respectively.

PP APPLICATION NOTE – If a conforming TOE provides a feature for modifying a document before creating hardcopy output or transmission, then the ST Author should add additional rules for D.DOC(+FAXIN) or D.DOC(+FAXOUT), respectively, using the Modify operation.

DSR

	Object
	Attribute(s)
	Operation
	Subject
	Access control rule

	D.DOC
	+DSR
	Read
	U.NORMAL
	Denied, except (1) for his/her own documents, or (2) if authorized by another role or mechanism if such functions are provided by a conforming TOE


PP APPLICATION NOTE – In these cases, “Read” refers (as a minimum) to the transmission of User Document Data through an Interface to a destination of the user’s choice. It may also be used to refer to previewing documents on a display device, if such a feature is present in a conforming TOE. 

PP APPLICATION NOTE – If a conforming TOE provides a feature for modifying a document that has been stored in the TOE, then the ST Author should add additional rules for D.DOC (+DSR) using the Modify operation.

PP APPLICATION NOTE – An access control rule for creating documents is not specified, because it is assumed that all users who are allowed to use the DSR function are automatically allowed to create documents. The ST Author may introduce more restrictive rules for document creation if the conforming TOE enforces such rules.

PP APPLICATION NOTE – The ST Author should specify appropriate roles or mechanisms for authorizing users to read or modify another user’s documents, if such functions are provided by a conforming TOE.

PROPOSED SFP TABLES AND APP NOTES
Common
(no table)

PP APPLICATION NOTE— The Conmon Access Control SFP is composed of FDP_ACC.1(a), FDP_ACF.1(a), FMT_MSA.1(a), and FMT_MSA.3(a), and the combination of all data access control SFPs that have been included by conformance with SFR Packages in this Standard.
PP APPLICATION NOTE— An ST Author may define additional objects and access control rules provided that they not violate the Common Access Control SFP.
PRT

	Object
	Attribute(s)
	Operation
	Subject
	Access control rule

	D.DOC
	+PRT
	Read; Delete
	U.NORMAL
	Denied, except for his/her own documents

	D.FUNC
	+PRT
	Modify; Delete
	U.NORMAL
	Denied, except for his/her own jobs


PP APPLICATION NOTE – In these cases, “Read” refers (as a minimum) to the release of pending hardcopy output to a Hardcopy Output Handler. It may also be used to refer to previewing documents on a display device, if such a feature is present in a conforming TOE. 
PP APPLICATION NOTE – A User will need to authenticate using the Operator Panel on the TOE to perform "Read" operations. If the User authenticated using Operator Panel when submitting a print job, and that user’s session is still active, then re-authentication is not necessary. However, if that session is no longer active or the User authenticated and submitted the print job over a different Interface, then the User will need to authenticate using Operator Panel in order to establish a new session before being permitted to perform the "Read" operation. 

SCN

	Object
	Attribute(s)
	Operation
	Subject
	Access control rule

	D.DOC
	+SCN
	Read; Delete
	U.NORMAL
	Denied, except for his/her own documents

	D.FUNC
	+SCN
	Modify; Delete
	U.NORMAL
	Denied, except for his/her own jobs


PP APPLICATION NOTE – In these cases, “Read” refers (as a minimum) to the transmission of User Document Data through an Interface to a destination of the user’s choice. It may also be used to refer to previewing documents on a display device, if such a feature is present in a conforming TOE. 
PP APPLICATION NOTE – If a conforming TOE provides a feature for modifying a scanned document before transmission, then the ST Author should add additional rules for D.DOC (+SCN) using the Modify operation. 

CPY

	Object
	Attribute
	Operation(s)
	Subject
	Access control rule

	D.DOC
	+CPY
	Delete
	U.NORMAL
	Denied, except for his/her own documents

	D.FUNC
	+CPY
	Modify; Delete
	U.NORMAL
	Denied, except for his/her own documents


PP APPLICATION NOTE –  For F.CPY, there are no access control requirements for reading  User Document Data to the Hardcopy Output Handler because the Normal User who submitted the job is physically present when User Document Data are supplied to the Original Document Handler. The ST Author may create more restrictive access control rules.
PP APPLICATION NOTE – The access controls for deleting User Document Data and for modifying or deleting User Function Data are intended to disallow one user from stopping or modifying another user’s job. 
PP APPLICATION NOTE – If a conforming TOE provides a feature for modifying a copied document before producing hardcopy output, then the ST Author should consider adding additional rules for D.DOC (+CPY) using the Modify operation. 

FAX

	Object
	Attribute(s)
	Operation
	Subject
	Access control rule

	D.DOC
	+FAXIN
	Read; Delete 
	U.USER
	Denied, except for his/her own documents

	
	+FAXOUT
	Read; Delete
	U.NORMAL
	Denied, except for his/her own documents

	D.FUNC
	+FAXIN
	Modify; Delete
	U.USER
	Denied, except for his/her own jobs

	
	+FAXOUT
	Modify; Delete
	U.NORMAL
	Denied, except for his/her own jobs


PP APPLICATION NOTE – In these cases, “Read” refers (as a minimum) to the release of pending hardcopy output to a Hardcopy Output Handler for receiving faxes (+FAXIN), and to the transmission of User Document Data through an Interface for sending or receiving faxes (+FAXOUT or +FAXIN). It may also be used to refer to previewing documents on a display device, if such a feature is present in a conforming TOE. 
PP APPLICATION NOTE – For receiving fax documents (+FAXIN), the “owner” of a received fax job is considered to be U.ADMINISTRATOR. The ST Author may refine this role if a conforming TOE provides a specific role for fax administration. 
PP APPLICATION NOTE – If a conforming TOE provides a feature that allows an administrator to manage ownership of a received fax job -- typically, to transfer ownership to one or more intended recipients of a fax document -- then the ST Author should consider adding rules to the FAX Access Control SFP for D.DOC(+FAXIN) or D.FUNC(+FAXIN) that permit the administrator to delegate document or job ownership. Alternatively, the ST Author may define and use attributes for this purpose in the FAX Access Control SFP, provided that the initialization and management of such attributes are specified in such as in FMT_MSA.1 and FMT_MSA.3. In either case, the ST Author should precisely define the ownership rules for both User Documents and User Function Data associated with such documents.

PP APPLICATION NOTE – If a conforming TOE provides a feature that allows an administrator to manage the transmission of or delete outgoing fax documents, then the ST Author should consider adding an additional rule to the FAX Access Control SFP for D.DOC(+FAXOUT) that permit the administrator to Read or Delete, respectively, and an additional rule for D.FUNC that permits the administrator to Modify or Delete, respectively.
PP APPLICATION NOTE – If a conforming TOE provides a feature for modifying a document before creating hardcopy output or transmission, then the ST Author should add additional rules for D.DOC(+FAXIN) or D.DOC(+FAXOUT), respectively, using the Modify operation.

DSR

	Object
	Attribute(s)
	Operation
	Subject
	Access control rule

	D.DOC
	+DSR
	Read; Delete
	U.NORMAL
	Denied, except (1) for his/her own documents, or (2) if authorized by another role or mechanism if such functions are provided by a conforming TOE

	D.FUNC
	+DSR
	Modify; Delete
	U.NORMAL
	Denied, except (1) for his/her own jobs, or (2) if authorized by another role or mechanism if such functions are provided by a conforming TOE


PP APPLICATION NOTE – In these cases, “Read” refers (as a minimum) to the transmission of User Document Data through an Interface to a destination of the user’s choice. It may also be used to refer to previewing documents on a display device, if such a feature is present in a conforming TOE. 
PP APPLICATION NOTE – If a conforming TOE provides a feature for modifying a document that has been stored in the TOE, then the ST Author should add additional rules for D.DOC (+DSR) using the Modify operation.
PP APPLICATION NOTE – An access control rule for creating documents is not specified, because it is assumed that all users who are allowed to use the DSR function are automatically allowed to create documents. The ST Author may introduce more restrictive rules for document creation if the conforming TOE enforces such rules.
PP APPLICATION NOTE – The ST Author should specify appropriate roles or mechanisms for authorizing users to read or modify another user’s documents, if such functions are provided by a conforming TOE.

