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Abstract 5 

Th i s d o cu m e nt d e scri be s a co ng e sti o n m anag e m e nt m e ch ani sm  ai m i ng  at co ntro lli ng  co ng e sti o n 6 
i n sh o rt-rang e , h i g h -sp e e d  Eth e rne t ne two rk s su ch  as D ata Ce nte r Ne two rk s. Su ch  m e ch ani sm , 7 
calle d  Eth e rne t Co ng e sti o n M anag e r ( ECM ) , i nclu d e s th re e  co m p o ne nts:  ( 1 )  co ng e sti o n d e te cto rs 8 
asso ci ate d  wi th  bri d g e  transm i ssi o n q u e u e s, ( 2)  rate  li m i te rs asso ci ate d  wi th  NI Cs transm i ssi o n 9 
q u e u e s to  co ntro l th e  traf f i c i nj e cti o n rate , and  ( 3 )  a si g nali ng  p ro to co l to  co nv e y  co ng e sti o n 10  
co ntro l i nf o rm ati o n f ro m  d e te cto rs to  rate  li m i te rs. W h e n co ng e sti o n ari se s i n so m e  q u e u e  i n th e  11 
ne two rk , co ng e sti o n co ntro l si g nals are  se nt f ro m  su ch  q u e u e  to  th e  NI Cs o ri g i nati ng  th e  f lo ws 12 
cau si ng  co ng e sti o n. Su ch  si g nals wi ll cau se  rate  li m i te rs to  slo w d o wn th e  o f f e nd i ng  f lo ws to  a 13 
rate  co m p ati ble  wi th  th e  transm i ssi o n rate  f ro m  th e  co ng e ste d  q u e u e , e f f e cti v e ly  bri ng i ng  d o wn 14 
th e  q u e u e  d e p th  to  a d e si re d  le v e l. 15 
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1 I n t r o d u c t i o n  1 
Data C enter netw o rk s are a pecu li ar env i ro nm ent becau se o f thei r hi gh speed (at least 1 G bps) and 2 
lo w  latency (a few  tens o f m i cro seco nds o f ro u nd tri p ti m e). In certai n cases, su ch netw o rk s m ay 3 
m ak e u se o f 80 2.3X  li nk -lev el flo w  co ntro l to  deli v er near-z ero  pack et lo ss to  appli cati o ns. Su ch 4 
req u i rem ents m ak e co ngesti o n m anagem ent i n data center netw o rk s q u i te challengi ng becau se: 5 

• H i gh speed co u pled w i th sm all bu ffers (req u i red to  pro v i de lo w  latency) cau ses su ch 6 
bu ffers to  fi ll u p ex trem ely q u i ck ly w hen co ngesti o n ari ses; 7 

• If li nk -lev el flo w -co ntro l i s bei ng u sed, co ngesti o n spreads o v er a satu rati o n tree alm o st 8 
i nstantly cau si ng sev ere head o f the li ne blo ck i ng, po ssi bly li v e-lo ck , o r – i n the w o rst o f 9 
scenari o s – ev en dead-lo ck . 10  

Tradi ti o nal co ngesti o n co ntro l techni q u es su ch as R E D [1] and E C N  [2] hav e been sho w n no t to  11 
w o rk  w ell w i th sm all bu ffers becau se o f the ex trem ely co m pressed dynam i cs ex hi bi ted by su ch 12 
bu ffers. In fact, u nder co ngesti o n co ndi ti o ns a bu ffer i n a typi cal data center netw o rk  m ay fi ll u p 13 
i n a few  hu ndreds o f m i cro seco nds, fo rci ng R E D and E C N  to  w o rk  i n the regi o n o f m ax i m u m  14 
dro p/ m ark  pro babi li ty. Thi s, i n tu rn, cau ses the traffi c flo w s to  back  o ff to o  m u ch, and – 15 
co nseq u ently – su bstanti al lo ss o f thro u ghpu t. Also , R E D and E C N  are layer 3 and 4 co ngesti o n 16 
m anagem ent m echani sm s w hi ch w o rk  o nly i n presence o f a co o perati ng transpo rt pro to co ls su ch 17 
as TC P. Si nce i n data center netw o rk  there i s a su bstanti al presence o f no n-TC P traffi c R E D and 18 
E C N  are i neffecti v e at co ntro lli ng co ngesti o n cau sed by su ch traffi c. 19 
To  o v erco m e the abo v e li m i tati o ns, w e pro po se Eth e rne t Co ng e sti o n M anag e r (E C M ), a layer 2 20  
co ngesti o n co ntro l m echani sm  co ncei v ed to  o perate i n netw o rk s li m i ted i n sco pe as per the IE E E  21 
P80 2.1Qau  Pro j ect Au tho ri z ati o n R eq u est (PAR ) [3]. The fo u ndi ng pri nci ples o f E C M  are: 22 

• Pu shi ng co ngesti o n fro m  the co re o f the netw o rk  to w ards the edge, w here there i s less 23 
traffi c aggregati o n and m o re reso u rces to  deal w i th i t m o re effecti v ely; 24 

• U si ng rate-li m i ters at the edge to  co ntro l the rate o f traffi c i nj ecti o n fo r flo w s cau si ng 25 
co ngesti o n; 26 

• Tu ni ng rate-li m i ter param eters based o n co nti nu o u s feedback  co m i ng fro m  the 27 
co ngesti o n po i nts. 28 

The rest o f thi s do cu m ent i s o rgani z ed as fo llo w s: secti o n 2 pro v i des an o v erv i ew  o f the E C M  29 
m echani sm ; secti o n 3 descri bes E C M  i n detai l, parti cu larly secti o n 3.1 di scu sses the si gnali ng 30  
co m po nent and the u nderlyi ng pro to co l, secti o n 3.2 addresses the co ngesti o n detecti o n 31 
co m po nent, and secti o n 3.3 ex am i nes the reacti o n co m po nent. F i nally, co nclu si o ns are presented 32 
i n secti o n 4. 33 

2 E C M  O v e r v i e w  34 
F i gu re 1sho w s a sam ple data center netw o rk  co m po sed o f a co re sw i tch, a nu m ber o f edge 35 
sw i tches and so m e end no des. E nd N o des A and B  are si m u ltaneo u sly sendi ng traffi c at li ne rate 36 
(10  G bps) to  end no de C . Si nce the aggregate traffi c rate ex ceeds the capaci ty o f the li nk  37 
co nnecti ng the C o re Sw i tch to  E dge Sw i tch C , thi s li nk  i s su bj ect to  co ngesti o n and the q u eu e(s) 38 
asso ci ated w i th i t start fi lli ng u p. The d e te cti o n co m po nent o f E C M  asso ci ated w i th that q u eu e 39 
sam ples arri v i ng fram es w i th a certai n pro babi li ty. B ased o n a co nfi gu rable thresho ld that defi ne 40  
the i deal q u eu e depth, i f the cu rrent q u eu e length ex ceeds the thresho ld, E C M  si g nals “ slo w -41 
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do w n” by sendi ng m essages desti ned to  end no des A and B . Su ch m essages are pro cessed at end 1 
no des A and B . The re acti o n to  a “ slo w -do w n” m essage i s the i nstanti ati o n o f a rate li m i ter (o r a 2 
fu rther slo w  do w n i f o ne i s already i nstanti ated) at the pro cessi ng po i nt. The pu rpo se o f the rate 3 
li m i ter i s to  slo w  do w n a co ngesti ng traffi c flo w  to  m i ti gate co ngesti o n at the co re sw i tch.  4 
F ram es that hav e been rate li m i ted carry thi s i nfo rm ati o n w i th them . E C M  co nti nu es to  m o ni to r 5 
the q u eu e length and, as the co ngesti o n begi ns to  abate, si gnals the no des w hi ch hav e rate li m i ted 6 
thei r traffi c “ speed u p”. Thi s i s to  av o i d u nder-u ti li z i ng the bandw i dth at the co ngesti o n po i nt.  7 
 8 

 9 
Figure 1 – E x a m p l e o f  a  c o n gest ed  D a t a  C en t er N et w o rk  a n d  E C M  m essa gin g 10  

2.1 T e r m i n o l o g y  11 
Thi s secti o n pro v i des the defi ni ti o n o f a nu m ber o f term s that w i ll be u sed thro u gho u t thi s 12 
do cu m ent. 13 

• Congestion Management Domain: The co nti g u o u s set o f L ayer 2 dev i ces that su ppo rt 14 
E C M . In a gi v en C o ngesti o n M anagem ent Do m ai n (C M D), E C M  m ay be enabled o r 15 
di sabled o n each o f the ei ght IE E E  80 2.1Q pri o ri ti es i ndependently.  16 

• Congestion P oint: Place w here an u nco ntro lled accu m u lati o n o f data fram es o ccu rs 17 
becau se o f the m i sm atch i n the arri v al rate and the departu re rate. An ex am ple o f 18 
co ngesti o n po i nt (C P) i s o ne o f the o u tpu t q u eu es o f a sw i tch. 19 

• Detec tion: C o m po nent o f E C M  resi di ng at a C P w hi ch detects a co ngesti o n co ndi ti o n and 20  
generates “ slo w -do w n” (o r “ speed-u p”) si gnals to  bri ng su ch co ndi ti o n u nder co ntro l. 21 

• R eac tion P oint: Place w here si gnals generated by the E C M  detecti o n co m po nent are 22 
8pro cessed and term i nated. R eacti o n po i nts (R Ps) are u su ally lo cated i n N etw o rk  Interface 23 
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C ards (N IC s) and co nsi st o f a set o f q u eu es and an eq u al nu m ber o f rate li m i ters 1 
asso ci ated w i th them . 2 

• R eac tion: C o m po nent o f E C M  resi di ng i n an R P w hi ch i m plem ents co ngesti o n m i ti gati o n 3 
acti o ns. The reacti o n co m po nent pro cess E C M  si gnals and acco rdi ngly co ntro l the rate o f 4 
i nj ecti o n o f traffi c by adj u sti ng the cu rrent rate o f the rate li m i ters. 5 

• S ignal ing: C o m po nent o f E C M  u sed to  carry co ngesti o n co ntro l m essages fro m  the C Ps to  6 
the R Ps. 7 

The nex t secti o n descri bes i n detai l the three co m po nents o f the E C M  m echani sm , nam ely 8 
si gnali ng, detecti o n, and reacti o n. 9 

3 E C M  C o m p o n e n t s  a n d  O p e r a t i o n s  10  

3 .1 S i g n a l i n g  11 
F i gu re 2 sho w s the ex change o f m essages betw een a C P and a R P. As so o n as a C P detects 12 
co ngesti o n, as descri bed later i n secti o n 3.2, i t starts sendi ng ex pli ci t feedback  m essages to  the 13 
R Ps asso ci ated w i th the traffi c flo w s cau si ng su ch co ngesti o n. The feedback  m essage i s an 14 
E thernet fram e k no w n as the ECM  F ram e . A po ssi ble fo rm at fo r the E C M  F ram e i s sho w n i n 15 
F i gu re 3.  16 
An E C M  F ram e i s generated by a C P by sam pli ng i nco m i ng fram es, as descri bed i n secti o n 3.2. 17 
The E C M  F ram e has D e sti nati o n Ad d re ss (DA) eq u al to  the So u rce Address o f the sam pled 18 
fram e, and a So u rce  Ad d re ss (SA) eq u al to  a M AC  address asso ci ated w i th the C P (u su ally the 19 
M AC  address o f the M anagem ent E nti ty o f the sw i tch w here the C P i s lo cated). 20  
 21 

Congestion

Edge Switch
(R ea ctio n  P o in t)

C o r e Switch
(C o n ges tio n  P o in t)

- 0

D a ta  F r a m es

Edge Switch C o r e Switch
+

EC M  F r a m es

- + -

D a ta  F r a m es  with 
C M -T a g

EC M  F r a m es

 22 
Figure 2 –E C M  sign a l in g  23 

 24 
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Figure 3 – E C M  Fra m e Fo rm a t   28 
 29 
Thi s ensu res that the E C M  F ram e i s fo rw arded back  to  the so u rce o f the traffi c cau si ng 30  
co ngesti o n w i th a v ali d so u rce address.  31 
The I EEE 8 0 2.1 Q Tag  i s co pi ed fro m  the sam pled fram e. The Pri o ri ty fi eld o f the E C M  F ram e 32 
80 2.1Q Tag i s set ei ther to  the pri o ri ty o f the sam pled fram e o r to  a co nfi gu rable pri o ri ty. It i s 33 
preferable to  u se the hi ghest pri o ri ty i n o rder to  m i ni m i z e the latency ex peri enced by E C M  34 
F ram es. 35 
The Eth e rTy p e  o f the E C M  F ram e i s set to  0 x X X X X , i denti fyi ng the fram e as bei ng an E C M  36 
F eedback  m essage. 37 
The V e rsi o n fi eld i ndi cates the v ersi o n o f the E C M  pro to co l. C u rrently o nly v ersi o n 0  (z ero ) i s 38 
defi ned. Su bseq u ent v ersi o ns o f the E C M  pro to co l m u st be back w ard co m pati ble. If a E C M  39 
i m plem entati o n v ersi o n X  recei v es a E C M  fram e w i th v ersi o n Y  and Y  >  X , su ch an 40  
i m plem entati o n m u st u se o nly the fi elds defi ned fo r v ersi o n X . 41 
The Q bi t i ndi cates that the Qd e lta fi eld has satu rated, i .e., i ts v alu e i s ei ther eq u al to  -2Qe q  o r 42 
2Qe q . The m eani ng o f su ch bi ts w i ll be clari fi ed i n secti o n 3.3.1. 43 
The bi ts i n the Re se rv e d  fi elds are cu rrently no t u sed. They m u st be set to  0  (z ero ) o n transm i ssi o n 44 
and i gno red o n recepti o n. F u tu re v ersi o ns o f the B C N  pro to co l m ay redefi ne all o r so m e o f the 45 
reserv ed bi ts. 46 
The CPI D  fi eld i s the Co ng e sti o n Po i nt I D e nti f i e r and i ts pu rpo se i s to  u ni v o cally i denti fy a 47 
co ngested enti ty – u su ally a q u eu e – w i thi n C M D. Thi s i nfo rm ati o n has to  be pro pagated to  the 48 
R P i n o rder to  create a bi -u ni v o cal asso ci ati o n betw een the C P and R P(s).  The C PID fi eld m u st 49 
be u ni q u e acro ss the netw o rk  bu t, si nce i t i s an o paq u e o bj ect, i ts fo rm at i s o nly relev ant to  the C P 50  
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that assi gns i t. The C PID sho u ld at least i nclu de a M AC  address asso ci ated w i th the sw i tch w here 1 
the C P resi des to  ensu re glo bal u ni q u eness, plu s a lo cal i denti fi er to  ensu re lo cal u ni q u eness. 2 
The Qo f f  and Qd e lta fi elds co ntai n the actu al feedback  i nfo rm ati o n co nv eyed by the C o ngesti o n 3 
Po i nt to  the R eacti o n Po i nt. The u se o f su ch fi elds w i ll be descri bed i n the nex t tw o  secti o ns. 4 
The Ti m e stam p  and U ni t fi elds are co pi ed fro m  the co rrespo ndi ng fi elds fro m  C M -Tag (see belo w  5 
fo r i ts defi ni ti o n) o f the sam pled fram e. If the sam pled fram e do es no t carry su ch a tag, the 6 
Ti m e stam p  and U ni t fi elds are set to  0  (z ero ). 7 
The paylo ad o f a B C N  F ram e co nsi sts o f the fi rst N bytes (w here N i s a co nfi gu rable param eter) 8 
o f the sam pled fram e starti ng fro m  the DA. The m i ni m u m  v alu e o f N i s 24, to  ensu re that a B C N  9 
F ram e i s at least 64 bytes lo ng. The pu rpo se o f su ch paylo ad i s to  co nv ey to  the R P eno u gh 10  
i nfo rm ati o n to  ex ert the fi nest co ngesti o n m i ti gati o n acti o n po ssi ble (i t sho u ld at least i nclu de DA, 11 
SA, and 80 2.1Q Tag). 12 
W hen a R P recei v es an E C M  F ram e fro m  a C P, and su ch m essage cau ses a co ngesti o n m i ti gati o n 13 
acti o n to  be perfo rm ed o n a parti cu lar traffi c flo w  (u su ally the acti v ati o n o f a rate li m i ter o r the 14 
adj u stm ent o f an ex i sti ng o ne), the C PID fi eld fro m  the E C M  F ram e i s sto red i n a lo cal regi ster 15 
asso ci ated w i th the co rrespo ndi ng rate li m i ter. All the fram es belo ngi ng to  that flo w  su bseq u ently 16 
i nj ected by the R P i n the netw o rk  w i ll carry a Co ng e sti o n M anag e m e nt Tag  (C M -Tag) co ntai ni ng 17 
the C PID fro m  the regi ster (see secti o n 3.3). 18 
 19 
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  20  
 |        E t h e r T y p e  =  C M -T a g      |V e r s i o n |      R e s e r v e d          |  21 
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  22 
 |                                                               |  23 
 +                             C P I D                               +  24 
 |                                                               |  25 
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  26 
 |         T i m e s t a m p        |U n i t  |    27 
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 28 

Figure 4 – Fo rm a t  o f  t h e C M -T a g  29 
 30  
The C M -Tag i s i denti fi ed by the v alu e 0 x X X X X  i n the Eth e rTy p e  fi eld and i t sho u ld be lo cated 31 
after the 80 2.1Q Tag. Its m ai n pu rpo se i s to  co m plete the bi -u ni v o cal asso ci ati o n betw een a C P 32 
and a R P.  The pu rpo se o f thi s asso ci ati o n i s to  prev ent a R P fro m  recei v i ng po si ti v e feedback  33 
fro m  m u lti ple C Ps fo r the sam e flo w .  In fact, a C P i s su ppo sed to  generate po si ti v e E C M  34 
F eedback  m essages o nly fo r fram es that carry a C M -Tag w i th a C PID m atchi ng i ts o w n ID.  35 
The V e rsi o n fi eld i ndi cates the v ersi o n o f the E C M  pro to co l. C u rrently o nly v ersi o n 0  (z ero ) i s 36 
defi ned. Su bseq u ent v ersi o n o f the E C M  pro to co l m u st be back w ard co m pati ble. If a E C M  37 
i m plem entati o n v ersi o n X  recei v es a E C M  fram e w i th v ersi o n Y  and Y  >  X , su ch an 38 
i m plem entati o n m u st u se o nly the fi elds defi ned fo r v ersi o n X . 39 
The Ti m e stam p  fi eld i s u sed by a R P to  esti m ate the ro u nd tri p ti m e fro m  the C P i t i s asso ci ated 40  
w i th. E v ery ti m e a R P i nserts a C M -Tag i n the fram e i t i s go i ng to  transm i t, the cu rrent v alu e o f a 41 
lo cal free ru nni ng ti m er i s co pi ed i nto  the Ti m estam p fi eld. The U ni t fi eld i ndi cates the ti m e u ni t 42 
u sed by the free ru nni ng ti m er acco rdi ng to  the fo llo w i ng eq u ati o n: 43 
 44 

Ti m e_ u ni t =  2Unit ⋅ 1 µs 45 
 46 



  

8 

3 .2 D e t e c t i o n  1 
F i gu re 5 sho w s ho w  the detecti o n pro cess w o rk s and ho w  E C M  F ram es are generated at a 2 
C o ngesti o n Po i nt. 3 

 4 
Figure 5 - C o n gest io n  D et ec t io n  P ro c ess a n d  M essa ge G en era t io n  a t  a  C o n gest io n  P o in t  5 

 6 
An e q u i li bri u m  thresho ld Qe q  defi nes the o perati ng po i nt o f a q u eu e u nder co ngesti o n co ndi ti o ns. 7 
In o ther w o rds, Qe q  i s the target lev el aro u nd w hi ch the q u eu e length sho u ld o sci llate u nder 8 
no rm al co ngesti o n co ndi ti o ns. A sev ere co ngesti o n thresho ld Qsc defi nes the lev el at w hi ch the 9 
q u eu e i s su bj ect to  ex trem e co ngesti o n co ndi ti o ns. 10  
Inco m i ng fram es are sam pled w i th a certai n pro babi li ty P, e.g., 0 .0 1. Sam pli ng i s perfo rm ed o n a 11 
byte arri v al basi s. That i s, i f the av erage fram e length i s E[L], then a fram e i s sam pled o n av erage 12 
ev ery E[L]/ P byte recei v ed. If w e assu m e an av erage fram e length o f 10 0 0  bytes, then the av erage 13 
sam pli ng rate i s go i ng to  be o ne fram e ev ery 10 0  K B  o f data recei v ed. Thi s can be easi ly 14 
i m plem ented u si ng a F i x e d  I nte rv al fo llo w ed by a Rand o m  I nte rv al as sho w n i n F i gu re 6. 15 
 16 

 17 
Figure 6 – S a m p l in g P ro c ess 18 

 19 
Ini ti ally and after ev ery sam ple, the effecti v e sam pli ng i nterv al S i s calcu lated by addi ng the tw o  20  
i nterv als: 21 
 22 

S =  Sf  +  Sr 23 
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 1 
The length o f ev ery fram e arri v i ng at the q u eu e i s accu m u lated i n L. The fram e that m ak es L > =  S 2 
i s sam pled. A new  rando m  i nterv al Sr i s pi ck ed and L i s set to  z ero . The fi x ed i nterv al Sf  sho u ld 3 
be co nfi gu rable i n the range [0 , 256] K B  w i th 1 byte i ncrem ents. The rando m  i nterv al Sr sho u ld 4 
be generated i n the range [0 , 64] K B  w i th 1 byte i ncrem ents. 5 
W hen the q u eu e length i s z ero  (0 ) o r i t i s abo v e the m i ld  co ng e sti o n th re sh o ld  Qm c, the sam pli ng 6 
pro babi li ty i s i ncreased by a facto r Sscale , i .e., S i s di v i ded by Sscale 1. Thi s i s called o v e r-7 
sam p li ng  and i t’ s pu rpo se i s to  speedu p the respo nse to  transi ent co ndi ti o ns (i .e., q u eu e go i ng fu ll 8 
o r em pty) by generati ng m o re E C M  fram es w hen su ch co ndi ti o ns o ccu r. 9 
W hen a fram e i s sam pled, the cu rrent q u eu e length Qle n i s co m pared w i th the Qsc thresho ld. If 10  
Qle n i s greater than Qsc, the q u eu e i s u nder sev ere co ngesti o n co ndi ti o ns, and a speci al E C M  11 
m essage, i .e., E C M (0 ,0 ), i s generated. As di scu ssed later i n secti o n 3.3, su ch m essage cau ses a 12 
rate li m i ter to  tem po rari ly dro p i ts rate to  z ero . 13 
If Qle n i s belo w  Qsc bu t abo v e Qm c, the E C M  m essage co rrespo ndi ng to  the m ax i m u m  negati v e 14 
feedback , i .e., E C M (Qeq , 2* Qeq ) i s generated. Thi s m essage, also  k no w n as ECM -M ax  w i ll 15 
cau se the m ax i m u m  rate decrem ent to  o ccu r at a rate li m i ter recei v i ng i t. E C M -M ax , alo ng w i th 16 
o v er-sam pli ng, allo w s fo r a faster respo nse to  su dden and q u i ck  po si ti v e changes i n the q u eu e 17 
length. 18 
If the q u eu e i s no t o perati ng u nder sev ere o r m i ld co ngesti o n co ndi ti o ns, the tw o  co m po nents o f 19 
the E C M  feedback , Qo f f  and Qd e lta, are co m pu ted. As sho w n i n F i gu re 5, Qo f f  i s the o ffset o f the 20  
cu rrent q u eu e length w i th respect to  the eq u i li bri u m  thresho ld Qe q . Qo f f  m u st be satu rated at 21 
+Qe q  and –Qe q . Qd e lta i s the change i n length o f the q u eu e si nce the last sam pled fram e, and i t 22 
m u st be satu rated at +2Qe q  and -2Qe q . W hen Qd e lta satu rates, the Q bi t i n the E C M  F ram e i s set. 23 
The u ni t o f Qe q , Qo f f , and Qd e lta i s m u lti ples o f 64 bytes. 24 
If Qo f f   i s po si ti v e, i .e., the q u eu e i s abo v e the eq u i li bri u m  thresho ld, a E C M  m essage co ntai ni ng 25 
Qo f f  and Qd e lta i s generated.  If thi s i s no t the case, a E C M  m essage has to  be generated o nly i f 26 
the C M -Tag o f the sam pled fram e co ntai ns an R L  o pti o n and the C PIDhsh fi eld m atches the 27 
C PIDhsh asso ci ated w i th the q u eu e. The rati o nale behi nd thi s i s the fo llo w i ng: If Qo f f  i s po si ti v e, 28 
the q u eu e i s abo v e the eq u i li bri u m  and therefo re an E C M  m essage has to  be generated anyw ay. In 29 
the o ther cases, the q u eu e i s ei ther em ptyi ng o u t, o r i t i s fi lli ng u p bu t i t has no t yet reached the 30  
eq u i li bri u m  thresho ld. In su ch cases, an E C M  m essage has to  be generated o nly o n tho se flo w s 31 
that are cu rrently rate li m i ted and asso ci ated w i th thi s parti cu lar C P. Thi s check  i s necessary to  32 
redu ce as m u ch as po ssi ble the generati o n o f “ false po si ti v e” E C M  m essages, i .e., po si ti v e E C M  33 
m essages fo r no n rate-li m i ted flo w s, o r fo r rate li m i ted flo w s asso ci ated w i th o ther C Ps. 34 
In certai n netw o rk s Qe q  m ay be set di fferently fo r di fferent C Ps. In o rder to  generate E C M  35 
m essages carryi ng a no rm ali z ed feedback , a scali ng facto r Qscale  i s u sed to  m u lti ply the v alu es o f 36 
Qo f f  and Qd e lta co pi ed i nto  an E C M  fram e. In o ther w o rds, Qo f f  and Qd e lta are calcu lated as 37 
descri bed abo v e and the actu al E C M  fram e w i ll co ntai n Qscale ·Qo f f  and Qscale ·Qd e lta2. F o r 38 
ex am ple, a C P w i th a sm aller bu ffer than o ther C Ps m ay hav e a lo w er Qeq .  Thi s w i ll resu lt i n a 39 
sm aller range fo r the Qo f f  and Qd e lta v alu es generated by su ch C P co m pared w i th o ther C Ps. To  40  
co m pensate fo r that, su ch C P w i ll u se a Qscale  v alu e greater than o ne. 41 
                                                           
1 F r o m  t h e  i m p l e m e n t a t i o n  p e r s p e c t i v e  s u c h  d i v i s i o n  c a n  b e  s a f e l y  a p p r o x i m a t e d  w i t h  a  s h i f t  o p e r a t i o n  a s ,  m o s t  
l i k e l y ,  Sscale i s  a  p o w e r  o f  2. 
2 F r o m  t h e  i m p l e m e n t a t i o n  p e r s p e c t i v e  s u c h  m u l t i p l i c a t i o n s  c a n  b e  s a f e l y  a p p r o x i m a t e d  w i t h  s h i f t  o p e r a t i o n s  a s ,  m o s t  
l i k e l y ,  Q scale i s  a  p o w e r  o f  2. 
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W hen Qo f f  and Qd e lta are bo th z ero , no  E C M  m essage i s generated. As descri bed earli er, the 1 
m essage E C M (0 ,0 ) has a speci al m eani ng. 2 
E v ery E C M  fram e generated by a C P w i ll carry i n the paylo ad the C M -Tag co pi ed fro m  the 3 
sam pled fram e. Thi s i nfo rm ati o n i s u sed by the R P as descri bed i n the nex t secti o n. 4 

3.2.1 C o n g e s t i o n  Po i n t  Ps e u d o -c o d e  5 
 6 
 7 
init ia l iz e() 8 
{ 9 
 q u eu e_ l en =  0;       // Q u eu e l eng t h . I nc rem ent ed  on p a c k et  a rriv a l  b y  p a c k et  l eng t h  (in  10  
        // p a g es) a nd  d ec rem ent ed  on p a c k et  d ep a rt u re. 11 
 sa m p _ b y t e_ a c c  =  0;   // S a m p l ing  p roc ess b y t e a rriv a l  a c c u m u l a t or. 12 
 q u eu e_ ol d  =  0;       // Q u eu e l eng t h  a t  p rev iou s sa m p l e. 13 
 14 
 ec m _ sa m p l ing _ int erv a l  =  E C M _ FI X E D _ S A M P L I NG _ I NT +  15 
          (E C M _ RA ND O M _ S A M P L I NG _ I NT *  (u ra nd () *  2  - 1));    // u ra nd ():  ra nd om  nu m b er  16 
                                                               // u niform l y  d ist rib u t ed  in [ 0,1) 17 
} 18 
 19 
 20  
forea c h  ( I nc om ing Fra m e =  fra m e_ a rriv a l () ) 21 
{ 22 
 if ( E na b l e_ ec m _ g enera t ion & &  23 
   I nc om ing Fra m e.E t h ert y p e !=  E C M  )            // S a m p l e onl y  fra m es su b j ec t  t o E C M  24 
 { 25 
  sa m p _ b y t e_ a c c  +=  l en( I nc om ing Fra m e ); 26 
  if ( sa m p _ b y t e_ a c c  >  ( ec m _ sa m p l ing _ int erv a l  > >   27 
        ((q u eu e_ l en >  E C M _ Q _ M C  | |  q u eu e_ l en = =  0) ?  E C M _ S _ S C A L E  :  0 ))) 28 
  { 29 
   /*  Fra m e h a s b een sa m p l ed  * / 30  
   need _ g en_ ec m _ fra m e =  1;                  // A ssu m e a n E C M  fra m e h a s t o b e g enera t ed  31 
  32 
   /*  S et u p  nex t  sa m p l ing  int erv a l  * / 33 
   sa m p _ b y t e_ a c c  =  0; 34 
   ec m _ sa m p l ing _ int erv a l  =  E C M _ FI X E D _ S A M P L I NG _ I NT +  35 
                                (E C M _ RA ND O M _ S A M P L I NG _ I NT *  (u ra nd () *  2  - 1)); 36 
   37 
   if ( q u eu e_ l en >  E C M _ Q _ S C  )              // E C M (0,0) 38 
   { 39 
    E C M Fra m e.Q off =  0; 40  
    E C M Fra m e.Q d el t a  =  0; 41 
   } 42 
   el se if ( q u eu e_ l en >  E C M _ Q _ M C  )         // E C M -M a x  43 
   { 44 
    E C M Fra m e.Q off =  E C M _ Q _ E Q ; 45 
    E C M Fra m e.Q d el t a  =  2  *  E C M _ Q _ E Q ; 46 
   } 47 
   el se                                     // Reg u l a r E C M  Fra m e 48 
   { 49 
    q off =  q u eu e_ l en - E C M _ Q _ E Q ; 50  
    if (q off <  -E C M _ Q _ E Q ) q off =  -E C M _ Q _ E Q ; 51 
    E C M Fra m e.Q off =  q off *  E C M _ Q _ S C A L E ; 52 
   53 
    q d el t a  =  q u eu e_ l en - q u eu e_ ol d ; 54 
    if ( q d el t a  >  2  *  E C M _ Q _ E Q  ) 55 
    { 56 
     q d el t a  =  2  *  E C M _ Q _ E Q ; 57 
     if ( E C M _ q sa t _ ena b l e ) E C M Fra m e.Q  =  1;   // NB :  ex p erim ent a l  fea t u re,  58 
               // ena b l e need ed  59 
    } 60  
    if ( q d el t a  <  -2  *  E C M _ Q _ E Q  ) 61 
    { 62 
     q d el t a  =  -2  *  E C M _ Q _ E Q ; 63 
     if ( E C M _ q sa t _ ena b l e ) E C M Fra m e.Q  =  1; 64 
    } 65 
    E C M Fra m e.Q d el t a  =  q d el t a  *  E C M _ Q _ S C A L E ; 66 



  

11 

 1 
    /*  Fil t er ou t  sp u riou s feed b a c k  * /      2 
    if ((q off = =  0 & &  q d el t a  = =  0) | |    // No ra t e c h a ng e 3 
     ((q off <  0) & &                   // P osit iv e Fb  a nd  …  4 
      (!h a s_ c m t a g (S a m p l ed Fra m e) | |   // …  no C M -Ta g  or C P I D  m ism a t c h   5 
         (h a s_ c m t a g (S a m p l ed Fra m e) & &  S a m p l ed Fra m e.C M Ta g .C P I D  !=  C P I D )))) 6 
    { 7 
     Need _ g en_ ec m _ fra m e =  0; 8 
    } 9 
   } 10  
   q u eu e_ ol d  =  q u eu e_ l en; 11 
   12 
   if ( Need G enE C M Fra m e ) 13 
   { 14 
    E C M Fra m e.D A  =  I nc om ing Fra m e.S A ; 15 
    E C M Fra m e.S A  =  S W I TC H _ M A C _ A D D RE S S ;        // M A C  a d d ress of t h e sw it c h  g enera t ing  16 
               // E C M  fra m e 17 
    E C M Fra m e.8 02 1Q Ta g .P riorit y  =  H I G H _ P RI ;   // M a y  b e p riorit y  of sa m p l ed  fra m e 18 
    E C M Fra m e.C P I D  =  C P I D ; 19 
    E C M Fra m e.Tim est a m p  =  S a m p l ed Fra m e.C M Ta g .Tim est a m p ; 20  
    E C M Fra m e.U nit  =  S a m p l ed Fra m e.C M Ta g .U nit ; 21 
    forw a rd ( E C M Fra m e ); 22 
   } 23 
  }    // if (sa m p _ b y t e_ a c c  > =  E C M _ sa m p l ing _ int erv a l  )   24 
 }    //  if ( E na b l e_ ec m _ g enera t ion …  25 
}   // forea c h () 26 

3 .3  R e a c t i o n  27 
F i gu re 7 sho w s the stru ctu re o f an R P data-path w hi ch m ay be i m plem ented i n the egress po rt o f 28 
N IC .  A set o f fi lters, F 1 thro u gh F n, di v ert the traffi c that m atches a parti cu lar fi lteri ng cri teri o n 29 
(e.g., { V L AN , DA, SA, Pri o ri ty}, { V L AN , Pri o ri ty}, { Pri o ri ty}, etc.) fro m  the regu lar data path 30  
(“ N o  M atch” i n the fi gu re) to  a set o f co rrespo ndi ng q u eu es. Traffi c i s drai ned fro m  su ch q u eu es 31 
by a set o f rate li m i ters, R 1 thro u gh R n, w ho se rate i s co ntro lled by the E C M  F ram es co m i ng 32 
fro m  C P.  N o te that, i n o rder to  av o i d o u t-o f-o rder fram es, the “ N o  M atch” path m u st no t q u eu e 33 
traffi c, i .e., i t has abso lu te pri o ri ty w i th respect to  the rate-li m i ted paths. B esi des co ntro lli ng the 34 
rate o f traffi c, the rate li m i ters also  add the C M -Tag to  all the transm i tted fram es i n o rder to  eli ci t 35 
feedback  fro m  the C Ps they are cu rrently asso ci ated w i th.  36 
 37 
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Figure 7 – D a t a -p a t h  st ruc t ure o f  a  R ea c t io n  P o in t  2 

 3 
E v ery ti m e an E C M  fram e i s recei v ed by an R P, the i nfo rm ati o n necessary to  i denti fy a traffi c 4 
flo w  (e.g., DA, SA, V L AN , Pri o ri ty) i s ex tracted fro m  the header o f the sam pled fram e carri ed 5 
i nsi de the E C M  fram e. Thi s i nfo rm ati o n i s co m bi ned i n so m e w ay (fo r ex am ple u si ng a hash 6 
fu ncti o n) to  o btai n a co m p re sse d  f lo w i d e nti f i e r ( F lo wI D ).  The F lo w ID i s co m pared w i th the 7 
F lo w IDs sto red i n the cu rrently acti v e fi lters. If there i s no  m atch, thi s flo w  i s no t cu rrently bei ng 8 
rate li m i ted by the R P. A fi lter/ rate-li m i ter pai r i s i nstanti ated and the F lo w ID and C PID recei v ed 9 
i n the E C M  fram e are sto red i n regi sters asso ci ated w i th thi s pai r. Also , the rate o f su ch rate 10  
li m i ter i s set to  a co nfi gu rable i ni ti al rate Ri 3. 11 
If there i s a m atch, ho w ev er, thi s parti cu lar flo w  i s already bei ng rate li m i ted by the R P. The v alu e 12 
o f the feedback  fro m  the C P i s then calcu lated as descri bed later i n thi s secti o n.  If the feedback  i s 13 
negati v e, the rate-li m i ter rate i s adj u sted as per feedback , and C PID fro m  the E C M  fram e are 14 
sto red w i th the fi lter/ rate-li m i ter pai r. If the feedback  i s po si ti v e, i nstead, the rate i s adj u sted i f 15 
and o nly i f the C PID o f the E C M  fram es m atches the C PID cu rrently sto red w i th the rate-li m i ter.  16 
In o ther w o rds, all E C M  fram es carryi ng a negati v e feedback  are ho no red, w hi le the E C M  fram es 17 
carryi ng a po si ti v e feedback  are pro cessed o nly i f they hav e been generated by the C P cu rrently 18 
asso ci ated w i th the R P.  19 
Si nce F lo w ID i s a co m pressed flo w  i denti fi er, m u lti ple flo w s m ay be i denti fi ed the sam e F lo w ID 20  
and end u p i n the sam e rate-li m i ted q u eu e. Di fferent i m plem entati o ns m ay cho o se the degree o f 21 
flo w  aggregati o n by u si ng a di fferent nu m ber o f rate-li m i ted q u eu es (n) and a di fferent hash 22 
fu ncti o n to  o btai n F lo w ID. 23 
 24 
                                                           
3 U s u a l l y  a  f r a c t i o n  o f  t h e  l i n k  c a p a c i t y  C s u c h  a s   ½   o r  ¼ .  
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To  ensu re that (po tenti ally) po si ti v e feedback  i s generated o nly by the C P cu rrently asso ci ated 1 
w i th a fi lter/ rate-li m i ter, the R P adds the C M -Tag to  the fram es i t transm i ts co ntai ni ng the C PID 2 
cu rrently sto red i n the rate-li m i ter regi ster. 3 
An acti v e fi lter m ay change i ts asso ci ati o n w i th a C P o v er ti m e. As m enti o ned abo v e, the 4 
asso ci ati o n can be changed o nly w hen a E C M  fram e co nv eyi ng negati v e feedback  i s recei v ed 5 
fro m  a C P di fferent fro m  the o ne cu rrently asso ci ated w i th the fi lter. F o r ex am ple, i f a traffi c flo w  6 
i s su bj ect to  co ngesti o n at C P1 – and, therefo re, i s rate co ntro lled by C P1 – starts ex peri enci ng 7 
co ngesti o n at C P2, the latter w i ll generate negati v e E C M  fram es fo r that flo w , cau si ng i ts fi lter to  8 
change asso ci ati o n fro m  C P1 to  C P2. After so m e ti m e, the negati v e feedback  generated by o ne o f 9 
the tw o  C o ngesti o n Po i nts w i ll prev ai l o v er the o ther and the fi lter w i ll settle i ts asso ci ati o n w i th 10  
the prev ai li ng o ne. 11 
E v ery ti m e an R P recei v es an E C M  fram e, the Ro u nd  Tri p  Ti m e  (R TT) betw een the R P and the 12 
C P (defi ned as the di fference betw een the cu rrent ti m e and the Ti m estam p fi eld carri ed by the 13 
E C M  F ram e) i s calcu lated. The R TT i s then fi ltered thro u gh an e x p o ne nti al we i g h te d  m o v i ng  14 
av e rag e  (E W M A) as fo llo w s: 15 
 16 

R TTav g � (1 – 2-W r t t ) R TTav g + 2-W r t t  *  R TT 17 
 18 

and m ade av ai lable to  co ntro l so ftw are thro u gh a read-o nly regi ster. Thi s m easu re m ay be u sed to  19 
dynam i cally adj u st the v alu e o f so m e o f the co ntro l lo o p param eters. The algo ri thm  to  carry o u t 20  
su ch an adj u stm ent i s sti ll bei ng i nv esti gated.  21 
At ev ery R P there are o nly a li m i ted nu m ber (n) o f rate li m i ters av ai lable. Thu s, i t m ay happen 22 
that, at a certai n m o m ent, all the rate li m i ters are i n u se and an E C M  fram e arri v es that w o u ld 23 
cau se the i nstanti ati o n o f a new  rate li m i ter. In su ch a case, a per-pri o ri ty rate li m i ter (a.k .a. 24 
co arse  rate  li m i te r) gets i nstanti ated, and all the rate li m i ters (a.k .a. f i ne  rate  li m i te rs) cu rrently 25 
asso ci ated w i th su ch a pri o ri ty are set to  o perate at the m ax i m u m  rate to  fo rce a rapi d transi ti o n to  26 
the per-pri o ri ty rate-co ntro l. W hen all the q u eu es o f the i ndi v i du al rate-li m i ters are em pty, they 27 
m ay be released. 28 
O nce a rate li m i ter has been i nstanti ated, i t m ay be reclai m ed o nce tw o  co ndi ti o ns are sati sfi ed: 29 
(1) the q u eu e o f the rate li m i ter i s em pty, and (2) i ts rate i s at o r abo v e li ne-rate. These tw o  30  
co ndi ti o ns are necessary to  av o i d o u t o f o rder pack et deli v ery. 31 

3.3.1 Ra t e  C o n t r o l  A l g o r i t h m  32 
The rate co ntro l algo ri thm  em plo yed by E C M  w o rk s acco rdi ng to  an Ad d i ti v e  I ncre ase  33 
M u lti p li cati v e  D e cre ase  (AIM D) schem e lo o sely deri v ed fro m  the o ne em plo yed by TC P. TC P 34 
i ncreases i ts rate li nearly o v er ti m e i n absence o f co ngesti o n and halv es i ts rate ev ery ti m e i t 35 
recei v es negati v e feedback , ei ther ex pli ci t (i .e., E C N ), o r i m pli ci t (i .e., pack et dro p). The 36 
granu lari ty o f thi s AIM D schem e i s q u i te co arse and i t has been sho w n that i n m any cases i t m ay 37 
lead to  li nk  u nderu ti li z ati o n. In co ntrast, E C M  em plo ys an AIM D schem e w i th a m u ch fi ner 38 
granu lari ty.  E v ery ti m e a E C M  F ram es arri v es at a rate li m i ter, a F eedback  si gnal i s calcu lated 39 
acco rdi ng to  the fo llo w i ng eq u ati o n: 40  
 41 

F b =   – (Qo f f  + w·Qd e lta) 42 
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 1 
w here w i s a param eter u sed to  w ei ght the delta co m po nent m o re o r less w i th respect to  the o ffset 2 
co m po nent . w sho u ld be co nfi gu rable i n the i nterv al [1/ 8, 8] w i th 1/ 8 i ncrem ents. B ased o n the 3 
si gn o f the F eedback  si gnal F b, the rate i s i ncreased o r decreased as fo llo w s: 4 
 5 

• If F b >  0    R � R +  Gi ·F b·Ru  6 
• If F b <  0    R � R·( 1  – Gd ·|F b|) 7 

 8 
w here Gi  and Gd  are the I ncre ase  Gai n and D e cre ase  Gai n respecti v ely, and Ru  i s the Rate  U ni t 9 
(i .e., the granu lari ty o f the rate adj u stm ent) em plo yed by the rate li m i ters. Ru  sho u ld be 10  
co nfi gu rable i n the range [1, 10 0 ] M bps w i th i ncrem ents o f 1 M bps. B o th Gi  and Gd  are 11 
fracti o nal v alu es. Si nce thei r granu lari ty i s u nk no w n, they sho u ld be represented i n fi x ed po i nt 12 
no tati o n w i th the largest nu m ber o f bi ts po ssi ble. 13 
Si nce Gd  and Qe q  m ay be cho sen i ndependently, to  li m i t the m ax i m u m  negati v e rate adj u stm ent 14 
to  a fracti o n α <  1, the pro du ct Gd ·|F b| m u st be satu rated to  α. L i k ew i se, si nce Gi  and Qe q  m ay 15 
be i ndependently cho sen, the m ax i m u m  po si ti v e rate adj u stm ent sho u ld be li m i ted to  a certai n 16 
fracti o n β <  1 o f the li nk  capaci ty C4. Therefo re the pro du ct Gi ·F b·Ru  m u st be satu rated to  β·C. 17 
G i v en su ch co nstrai ns, the prev i o u s eq u ati o ns can be rew ri tten as: 18 
 19 

• If F b >  0    R � R +  m i n(Gi ·F b·Ru , β·C) 20  
• If F b <  0    R � R·( 1  – m i n(Gd ·|F b|, α)) 21 

 22 
J u st li k e Gi  and Gd , α and β are fracti o ns and they sho u ld be represented i n fi x ed po i nt no tati o n 23 
w i th as m any bi ts as po ssi ble. 24 
B esi des the changes dri v en by feedback  fro m  C Ps, the cu rrent rate o f a rate li m i ter i s also  su bj ect 25 
to  a peri o di cal se lf -i ncre ase . E v ery ti m e i nterv al Td (e.g., 1 m s), the rate i s i ncreased by a sm all 26 
am o u nt Rd (e.g., 1 M bps).  Su ch self-i ncrease i s u sefu l fo r a nu m ber o f reaso ns: 27 
1. Speeds u p co nv ergence to  fai rness, as sm all flo w s recei v e su bstanti ally larger relati v e 28 

i ncrem ents co m pared w i th large flo w s; 29 
2. Allo w s fo r the reclam ati o n o f stale rate li m i ters. In fact, a rate li m i ter m ay sto p recei v i ng 30  

E C M  fram es becau se tw o  m ai n reaso ns: (1) the traffi c stream  that su ch rate li m i ter w as 31 
co ntro lli ng has su ddenly ended, and (2) ro u ti ng i ssu es i n the netw o rk  prev ent E C M  F ram es 32 
fro m  reachi ng the rate li m i ter.  W hen thi s happens, the rate li m i ter w i ll rem ai n stu ck  at the 33 
cu rrent rate fo rev er. Instead, the self-i ncrease w i ll bri ng the rate-li m i ter rate back  to  li ne-rate 34 
and w i ll cau se i ts deco m m i ssi o ni ng; 35 

3. Im pro v es the reco v ery after a E C M (0 ,0 ) m essage i s recei v ed (see nex t su bsecti o n). 36 
Td sho u ld be pro gram m able i n the range [1 µs, 10  m s] w i th 1 µs i ncrem ents, w hi le Rd sho u ld be 37 
pro gram m able i n the range [1 M bps, 10 0  M bps] w i th 1 M bps i ncrem ents. 38 
Di fferent (and m o re co m plex ) self-i ncrease strategi es m ay be em plo yed by a reacti o n po i nt (see 39 
[7]). The o ne descri bed i n thi s do cu m ent has been cho sen fo r i ts si m pli ci ty. 40  

                                                           
4 C i s  t h e  c a p a c i t y  o f  t h e  l i n k  d r a i n i n g  t h e  r a t e  l i m i t e r . 
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3.3.2 E x c e p t i o n s  a n d  N o n -l i n e a r  Ra t e  A d j u s t m e n t s  1 
W hen a C P i s su bj ect to  sev ere co ngesti o n, i t m ay send the speci al E C M  fram e E C M (0 ,0 ) (i .e., a 2 
E C M  m essage w i th Qo f f  = 0  and Qd e lta =  0 ). W hen a rate li m i ter recei v es su ch a m essage, as 3 
sho w n i n F i gu re 8, i t sets i ts cu rrent rate R to  0  and starts a rando m  ti m er w ho se range i s 4 
determ i ned by a param eter Tm ax  (e.g., 10  µs). W hen the ti m er started by the E C M (0 ,0 ) fram e 5 
ex pi res, the rate li m i ter i s set to  o perate at a m i ni m u m  rate Rm i n (e.g., 1/ 10 0  o f li ne rate). Thi s 6 
sho u ld restart the traffi c flo w  to w ards the co ngesti o n po i nt and tri gger – ho pefu lly po si ti v e – 7 
feedback . Du ri ng the rando m  ti m eo u t peri o d the au to m ati c self-i ncrease o f the rate i s su spended, 8 
and i t i s resu m ed o nly after the ti m er ex pi rati o n. Also , all E C M  m essages, i nclu di ng E C M (0 ,0 ) 9 
m u st be i gno red du ri ng a ti m eo u t peri o d. 10  

 11 
Figure 8 – E x a m p l e o f  t im eo ut  a n d  ra n d o m  rest a rt  12 

 13 
After the ti m er ex pi rati o n, Tm ax  i s do u bled and Rm i n i s halv ed, so  that the nex t E C M (0 ,0 ) (i f 14 
any) w i ll cau se the rando m  ti m er to  hav e a lo nger du rati o n and the rate li m i ter to  restart fro m  a 15 
slo w er rate, effecti v ely reali z i ng an ex po nenti al back -o ff. The i ni ti al v alu es o f Tm ax  and Rm i n are 16 
resto red u po n the recepti o n o f the fi rst po si ti v e feedback . 17 
Tm ax  sho u ld be co nfi gu rable i n the range [1µs, 1s] w i th 1µs i ncrem ents, w hi le Rm i n sho u ld be 18 
co nfi gu rable i n the range [1 M bps, 1 G bps] w i th 1 M bps i ncrem ents. The i ni ti al v alu es o f Tm ax  19 
and Rm i n are 10  u s and 10 0  M bps respecti v ely. 20  
The ti m eo u t w i th rando m  restart has been i ntro du ced w i th the go al to  m i m i c tw o  behav i o rs w hi ch 21 
hav e been pro v en v ery su ccessfu l w hen deali ng w i th sev ere co ngesti o n cau sed by m u lti ple traffi c 22 
so u rces: 23 
1. TC P retransm i ssi o n ti m eo u t, w hi ch cau ses the si lenci ng o f m o st o f the so u rces co ntri bu ti ng to  24 

co ngesti o n, and 25 
2. E thernet C SM A/ C D algo ri thm , w hi ch helps desynchro ni z e traffi c so u rces restarti ng after a 26 

ti m eo u t. 27 
 28 
Speci al handli ng o f E C M  m essages i s also  req u i red w hen the Q i s set i n the E C M  F ram e, 29 
si gnali ng that the Qd e lta feedback  co m po nent i s satu rated at 2Qe q  o r -2Qe q . W hen thi s happens, 30  
a stro nger rate adj u stm ent m u st be perfo rm ed becau se the system  i s w o rk i ng o u tsi de o f the li near 31 
regi o n. The fo llo w i ng rate adj u stm ent i s perfo rm ed based o n the si gn o f Qd e lta: 32 

t 

ECM0 

R 

Ra n d o m  
T i m e  

ECM+ 

Rmin 
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 1 
• If Qd e lta <  0    R � R +  2·β·C 2 
• If Qd e lta >  0    R �  R·( 1  – m i n(2·α, 1) ) 3 

 4 
In o ther w o rds, w hen Qd e lta satu rates a rate adj u stm ent tw i ce as bi g as the m ax i m u m  rate 5 
adj u stm ent i n ei ther di recti o n i s perfo rm ed.  Si nce i n the case o f the decrease 2·α m ay be larger 6 
than 1, the resu lti ng rate m ay be negati v e. To  av o i d thi s, the pro du ct 2·α i s satu rated at 1. 7 

3.3.3 Re a c t i o n  Po i n t  Ps e u d o -c o d e  8 
 9 
init ia l iz e() 10  
{  11 
 RL [ * ] .st a t e =  I NA C TI V E ;            // *  =  a l l  ra t e l im it ers 12 
 RL [ * ] .fl ow id  =  -1;                 // no fl ow  id  13 
 RL [ * ] .ra t e =  C ; 14 
 RL [ * ] .C P I D  =  0; 15 
 RL [ * ] .RTTa v g  =  0; 16 
 RL [ * ] .Rm in =  Rm in; 17 
 RL [ * ] .Tm a x  =  Tm a x ; 18 
} 19 
 20  
 21 
p roc essE C M Fra m e ( E C M Fra m e ) 22 
{ 23 
 Fl ow I d  =  som e_ h a sh ( E C M Fra m e.P a y l oa d  );    // E C M  fra m e p a y l oa d  c ont a ins t h e h ea d er of 24 
             // sa m p l ed  fra m e 25 
 26 
 rl id x  =  g et Ra t eL im it erI nd x ( Fl ow I D  );      // Ret u rns t h e ind ex  of t h e RL  a ssoc ia t ed  w it h  27 
             // Fl ow I D , or t h e ind ex  of t h e nex t  a v a il a b l e 28 
             // RL  if no Fl ow I D  m a t c h . Not e t h a t  Fl ow I D  m a y   29 
             // b e u sed  d irec t l y  a s t h e ind ex  in t h e RL  t a b l e 30  
  31 
 if ( ( E C M Fra m e.Q off = =  0 & &  E C M Fra m e.Q d el t a  = =  0 ) & &     // E C M (0,0) 32 
         RL [ rl id x ] .st a t e !=  TI M E O U T ) 33 
 { 34 
  RL [ rl id x ] .st a t e =  TI M E O U T; 35 
  RL [ rl id x ] .ra t e =  0; 36 
  RL [ rl id x ] .C P I D  =  E C M Fra m e.C P I D ; 37 
  Tm a x _ t im er_ set ( rl id x , RL [ rl id x ] .Tm a x  *  u ra nd () );  38 
 } 39 
 el se 40  
 { 41 
  Fb  =  -(E C M Fra m e.Q off + W  *  E C M Fra m e.Q d el t a ); 42 
  43 
  if ( Fb  <  0 ) 44 
  { 45 
   if (RL [ rl id x ] .st a t e =  I NA C TI V E  ) 46 
   { 47 
    RL [ rl id x ] .st a t e =  A C TI V E ; 48 
    RL [ rl id x ] .fl ow id  =  Fl ow I d ; 49 
    RL [ rl id x ] .ra t e =  Ri; 50  
    RL [ rl id x ] .C P I D  =  E C M Fra m e.C P I D ; 51 
    RL [ rl id x ] .RTTa v g  =  0; 52 
   } 53 
   el se 54 
   { 55 
    RL [ rl id x ] .ra t e * =  1 - ( E C M Fra m e.Q  = =  1 ?  m in(2 ·α , 1) :  m in(-Fb ·G d , α ) ) ; 56 
    if ( RL [ rl id x ] .ra t e = =  0 ) RL [ rl id x ] .ra t e =  RL [ rl id x ] .Rm in;  // S a t u ra t e t o Rm in 57 
    if ( RL [ rl id x ] .C P I D  = =  E C M Fra m e.C P I D  ) 58 
    { 59 
     RL [ rl id x ] .RTTa v g  =  c a l c _ m ov a v g ( RL [ rl id x ] .RTTa v g ,                 // ol d  v a l u e  60  
                    (now () - E C M Fra m e.Tim est a m p ),     // new  v a l u e 61 
                    2  ^  -W rt t  );                      // w eig h t  62 
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    } 1 
    el se 2 
    { 3 
     RL [ rl id x ] .C P I D  =  E C M Fra m e.C P I D ; 4 
     RL [ rl id x ] .RTTa v g  =  0; 5 
    } 6 
   } 7 
  }  8 
  el se if ( RL [ rl id x ] .C P I D  = =  E C M Fra m e.C P I D  & &   9 
         RL [ rl id x ] .st a t e = =  A C TI V E  ) 10  
  { 11 
   RL [ rl id x ] .ra t e +=  E C M Fra m e.Q  = =  1 ?  2 ·β·C  :  m in(G i·Fb ·Ru , β·C ); 12 
   RL [ rl id x ] .Rm in =  Rm in; 13 
   RL [ rl id x ] .Tm a x  =  Tm a x ; 14 
   RL [ rl id x ] .RTTa v g  =  c a l c _ m ov a v g ( RL [ rl id x ] .RTTa v g ,               // ol d  v a l u e  15 
            (now () - E C M Fra m e.Tim est a m p ),    // new  v a l u e 16 
             2  ^  -W rt t  );                    // w eig h t  17 
  } 18 
 } 19 
} 20  
 21 
/*  Tim ers * / 22 
 23 
forea c h  ( rl id x  =  Tm a x _ t im eou t () ) 24 
{ 25 
 RL [ rl id x ] .st a t e =  A C TI V E ;  26 
 RL [ rl id x ] .ra t e =  RL [ rl id x ] .Rm in; 27 
 RL [ rl id x ] .Rm in /=  2 ; 28 
 RL [ rl id x ] .Tm a x  * =  2 ; 29 
} 30  
 31 
 32 
forea c h  ( Td _ t im eou t () ) 33 
{ 34 
 if ( RL [ * ] .st a t e = =  A C TI V E  )                 // *  =  a l l  Ra t e L im it ers 35 
 { 36 
  RL [ * ] .ra t e +=  Rd ;                             37 
  if ( RL [ * ] .ra t e >  C  ) RL [ * ] .ra t e =  C ;    // sa t u ra t e @  C  38 
 } 39 
 Td _ t im er_ set ( Td  ); 40  
} 41 
 42 
 43 
/*  Fra m e d ep a rt u re from  RL  q u eu e * / 44 
 45 
forea c h  ( rl d ix  =  fra m e_ d ep a rt u re_ from _ rl () ) 46 
{ 47 
 insert C M Ta g ( O u t g oing Fra m e ); 48 
 O u t g oing Fra m e.C M Ta g .C P I D  =  RL [ rl id x ] .C P I D ; 49 
 O u t g oing Fra m e.C M Ta g .Tim est a m p  =  now (); 50  
 51 
 if ( RL [ rl id x ] .q u eu e_ l en = =  0 & &  RL [ rl id x ] .ra t e = =  C  )  52 
 { 53 
  RL [ rl id x ] .st a t e =  I NA C TI V E ; 54 
  RL [ rl id x ] .fl ow id  =  -1; 55 
 } 56 
} 57 
 58 

4 C o n c l u s i o n s  59 
Thi s do cu m ent descri bes E C M , a back w ard no ti fi cati o n-based m echani sm  fo r co ngesti o n 60  
m anagem ent i n data center netw o rk s. Su ch netw o rk s are pecu li ar becau se o f thei r hi gh speed, lo w  61 
latency, and, i n certai n cases, z ero  traffi c lo ss. In su ch env i ro nm ents tradi ti o nal co ngesti o n 62 
m anagem ent m echani sm  su ch as R E D [1] and E C N  [2] hav e been sho w n no t to  w o rk  parti cu larly 63 
w ell. 64 
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Si m u lati o n ev i dence [4] [5] sho w s that E C M  w o rk s su bstanti ally better than the abo v e m enti o ned 1 
alternati v es, especi ally i n data center netw o rk s w here TC P and no n-TC P traffi c share the sam e 2 
i nfrastru ctu re. Thi s i s becau se tradi ti o nal co ngesti o n m anagem ent schem es w o rk  o nly w hen the 3 
v ast m aj o ri ty o f traffi c i s TC P, i .e., they assu m e a co ngesti o n-respo nsi v e transpo rt layer. Si nce 4 
E C M  do es no t m ak e any assu m pti o n o n the transpo rt layer, i t can deal ev en w i th no n-respo nsi v e 5 
pro to co ls. 6 
E C M  has also  been stu di ed fro m  the analyti cal standpo i nt u si ng techni q u es co m m o nly u sed i n 7 
C o ntro l Theo ry. It has been analyti cally sho w n that the E C M  co ntro l lo o p i s stable i n a w i de 8 
regi o n as determ i ned by i ts param eters [6]. 9 
E C M  has been o ri gi nally presented to  80 2.1 i n M ay 20 0 5 fo r rev i ew  and to  gather feedback  fro m  10  
the standards co m m u ni ty5 [4][5][6]. A Pro j ect Au tho ri z ati o n R eq u est (PAR ) [1], alo ng w i th a 11 
tu to ri al o n E C M , w as presented to  the IE E E  80 2 Plenary i n J u ly 20 0 6.  The PAR  w as appro v ed 12 
and a Task  F o rce nam ed 80 2.1Qau  has been fo rm ed w i th the charter to  dev elo p a co ngesti o n 13 
m anagem ent fram ew o rk  fo r E thernet. E C M  i s cu rrently o ne o f the pro po sals bei ng co nsi dered by 14 
the task  fo rce fo r su ch fram ew o rk . 15 
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[2] R am ak ri shnan, K .K ., F lo yd, S., and B lack , D.,” The Addi ti o n o f E x pli ci t C o ngesti o n 19 

N o ti fi cati o n (E C N ) to  IP”, R F C  3168 20  
[3] P80 2.1Qau  (C / L M ) Standard fo r L o cal and M etro po li tan Area N etw o rk s – V i rtu al 21 

B ri dged L o cal Area N etw o rk s - Am endm ent 10 : C o ngesti o n N o ti fi cati o n 22 
[4] D. B ergam asco , “ Presentati o n o f B ack w ard C o ngesti o n N o ti fi cati o n to  IE E E  80 2.1”, 23 

http:/ / w w w .i eee80 2.o rg/ 1/ fi les/ pu bli c/ do cs20 0 5/ new -bergam asco -back w ard-co ngesti o n-24 
no ti fi cati o n-0 50 5.pdf 25 

[5] D. B ergam asco , “ U pdates o n B C N  F o r the IE E E  80 2 J u ly 20 0 5 Plenary M eeti ng”, 26 
http:/ / w w w .i eee80 2.o rg/ 1/ fi les/ pu bli c/ do cs20 0 5/ new -bergam asco -bcn-j u ly-plenary-27 
0 70 5.ppt 28 

[6] D. B ergam asco , R . Pan, “ Presentati o n o f B C N  V 2.0  to  IE E E  80 2.1 Sep 20 0 5 Interi m  29 
M eeti ng”, http:/ / w w w .i eee80 2.o rg/ 1/ fi les/ pu bli c/ do cs20 0 5/ new -bergam asco -bcn-30  
septem ber-i nteri m -rev -fi nal-0 9 0 5.ppt 31 

[7] Y . L u , R . Pang, B . Prabhak ar, D. B ergam asco , V . Alari a, A. B aldi ni , “ Co ng e sti o n Co ntro l 32 
i n Ne two rk s wi th  No  Co ng e sti o n D ro p s ( I ) ”, 44t h  Annu al Allerto n C o nference, Septem ber 33 
20 0 6 34 

6 G l o s s a r y  35 
The fo llo w i ng li st descri bes acro nym s and defi ni ti o ns fo r term s u sed thro u gho u t thi s do cu m ent: 36 
A I M D: Addi ti v e Increase M u lti pli cati v e Decrease 37 

                                                           
5 A t  t h a t  t i m e ,  E C M  w a s  k n o w n  a s  B C N ,  o r  B ack w ar d  Co n g est i o n  N o t i f i cat i o n .  T h e  n a m e  h a s  b e e n  r e c e n t l y  c h a n g e d  
i n t o  E C M  t o  a v o i d  c o n f u s i o n  w i t h  t h e  g e n e r i c  c o n c e p t  o f  s e n d i n g  c o n g e s t i o n  n o t i f i c a t i o n s  i n  t h e  o p p o s i t e  d i r e c t i o n  o f  
t h e  t r a f f i c  c a u s i n g  c o n g e s t i o n . 
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A Q M : Acti v e Qu eu e M anagem ent 1 
C M D: C o ngesti o n M anagem ent Do m ai n 2 
C M -T ag: C o ngesti o n M anagem ent Tag 3 
C P : C o ngesti o n Po i nt 4 
C P I D: C o ngesti o n Po i nt IDenti fi er 5 
C S M A / C D: C arri es Sense M u lti ple Access w i th C o lli si o n Detecti o n  6 
DA : Desti nati o n Address 7 
E C M : E thernet C o ngesti o n M anagem ent 8 
E C N : E x pli ci t C o ngesti o n N o ti fi cati o n 9 
F l ow I D: F lo w  Identi fi er 10  
N I C : N etw o rk  Interface C ard 11 
R E D: R ando m  E arly Detecti o n 12 
R L : R ate L i m i ter 13 
R L  O p t ion : R ate L i m i ted O pti o n 14 
R P : R eacti o n Po i nt 15 
R T T : R o u nd Tri p Ti m e 16 
S A : So u rce Address 17 
T C P : Transm i ssi o n C o ntro l Pro to co l 18 
V L A N : V i rtu al L o cal Area N etw o rk  19 


