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Via_fucsimile

Amn: ParCom Secrétary
7 S ONl DS

1-732-362-1571

Friday, April 12, 2002

Secretary, IEEE-SA Standards Board Parent Comnuttes
Institate of Electrical and Electronics Engineers, Inc.
445 Hoes Lane

Piscataway, NI 0838535 USA

Atm' PatCom Secretary

As part of our onzoing review of Certicom's intellectual property, and in order to fulfili our obligations
\mder this standard. we wish to provide a statement of Certicom's current position.

This letter sets forth Certicom's Intellecmal Property in relation to the IEEE P802.15.3 Wireless Medium
Aceese Control (MAC) and Physical Layer (PHY) Specifications for High Rate Wireless Personal Area
Networks (WPAN™).

Carticom is commited 1o making public-key ¢ryptography viable i the most demanding eavironments,
and particularly those encountered in small constraned devices such as wireless commumcators, PDA's,
and smart cards, Certicom’s active research programs have generated and conunue 1o generate significant
imellecmal property based on the most efficient ways 10 wmplement high-swengith public-key
cryptography. Accordingly, Certicom has invested significant financial resources and continues (o protect
its investments by patenting cryptographic implememation techmgues, routines, algorithms, and
prorocols  Some of this intellectual property is embodied in currently evolving standards and Certicom 1s
continuing 1o meet its obligations to notify standards associations of patent coverage. In paruculasr,
Certicom has patents and patent applications that relate 10 the following aspects of the proposed IEEE
802153 standard: point compression, public-key validation, key establishment protocols, umplicit
cerrificates, digial signature schemes. hardware-and software-based computational techniques o7
speeding up finite-ficld operations and modular integer arithmenie, and other computational technigues.
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If a license is required under any of Certicom's patents or patent apphications o implement the
cryptographic schemes in IEEE 802.13.3, Certicom j¢ prepared to grant a heense on far and non-
discriminatory terms and on reasonable terms and conditions, 1o any party 1o use those patents in
implementing a scheme compliant with IEEE 802.15.3, provided that the licensee provides a similar grant
for any relevant parents under thexr control 1o Cerncom.,

For information of licensing terms, please contact

Hervé Séguin

Director of Licensing

Phone; +1-805-301-3827.
To assist in the evaluation of intellectual property tights, a hst of Certicom's patents is enclosed.
Yours very truly,

Certicom Corp.

,.-ld"”:'-“// 4_._,,__...;
St e g e i
g et

lan MecKinnon

President and CEO

APk

Encl: Published Certicom Patent Portiolio

¢e: Dr. Bob Heile (Chair IEEE P802.13 Werking Group)
Dr. John Barr (Chair [EEE P802.15.3 Task Groun)
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Attachment

An implementation conforming to the IEEE 802.15.3 standard may require a license from Certicom for one or more

of the following items.

Certicom is the owner of the following 1$sued patents:
Dare Issued  Title

= W [
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11
12
13
14
L5
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33

Patent No.
US 6,349.318

US 6,337,909

US 6,336,188
FR 97 12690
FR 98 01047
GR 2322775
GB 2318709

LS 6,279,110 B1

US 6,212,281
'S 6,193,433
US 6,178,507
GB 23132728
US 6.141.420
Us 6,134,325
GB 2 321 741
U8 6,122,736
FR 97 05976
1S 6.097,813
US 6.078,667
US 6,049,815
UK 2 309 809
US 5.999,626
FR 98 01204
Us 5,955,717
US 5,933,504
US 5,896,455
US 5,889,865
US 5,787.028
US 5,761,305

EPQ (337 985 Bl

CRB 2176325
CA 1242030
US 4,745,568

2002 02 19
2002 01 08

200201 01
2001 10 19
2001 10 19
2001 09 19
2001 09 03
2001 08 21
2001 04 03
2001 02 27
2001 01 23
2000 1213
2000 10 31
200010 17
2000 10 04
200009 19
2000 09 08
2000 08 01
2000 06 20
200004 11
2000 03 08
1999 1207
1999 10 08
1999 09 21
1999 08 03
1999 04 20
1999 03 30
1998 06 28
1998 06 02
1995 06 14
1989 07 19
1988 09 13
1988 05 17

Arithmertic processor for finite field and module integer arithmelic operanons
Generarion of Session Keys for ElGamal-like Protocols from low Hamming Weight
inegers

Authenricated Key-agreement Protocoi

Procédé et appareil de généraiion de valeurs uniques impossibles 4 prédice
Protocole de vérification d'unc signature numeérique

Digital Signature Pretocol

(Jenerating unique and unpredictable values

Masked Digiral Signatures

Digital Signaturs Protocol

Prvate key validity and validanon

Data Card Verificanon System

Digiral Signawre Protocol with Reduced Bandwith

Ellipric Curve Encrypuon Sysems

Key Transmussion System

Dara card verification system

Key agreement and transport protoeol with implicit signatures
Protocole de signature numérique & Jargeur de bande reduite
Dignal Signature Protocol with Reduced Bandvndth

Generating Unigue and Unpradicrable Values

Method and Apparatus for Finite Field Multiplication
Transacrion Verification Protocol for Smart Cards

Digital Signatures on a Smart Card

Sysidme de Vérificaton de Cartes de Données

Transaction Venfication Protocol for Smart Cards

Strengthened publie key protocol

Key Agresment and Transport Protocol with Implicit Signatures
Key Agreement and Transport Protocol with Implicit Signatures
Muluple Bir Multiplier

Key Agreement and Transport Protocols with Impligit Signatures
Computational method and apparatus for finite ficld mulupher
Compurational method and appararus for finire field muldplier
Computational method and apparatus for finite field mulnplier
Computalional method and apparamus for finite field mulupler

Certicom is the owner of the following joint patents with Motoroia:

1
2
3

Patent No.

US 6,230,179
US 6,009,450
US 5,982.805

Date Issned
2001 05 08
1999 12 28
1999 11 09

Title

Finite field muluplier warh intrinsic modular reduction

Finite ficld mverse circuit

Finite field inverse cireuit for use in an ellipric curve processor
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Certicom has the exclusive rights to the following Enwust patent:

Patent No. Datg Issued  Title
1 US 5,600.725 19970204 Digital Signatur¢ Method and Key Agreement Method

Certicom also has published patent applications that relate to the following:

Publicaricn Number Publication Date Applicatipn Name
1 WO 9057900 (PCTY and 1999 11 11 (PCT) and Authenlicared Key Agreement Protocoi

US200100169058A1 2001 08 23 (US)
2 WO 9920020 1999 04 22 Key Validation Scheme
3 WO 00/39668 2000 07 06 A Method for Accelerating Cryptographic Operations on Elliptic Curves
4 WO 00/44129 200007 07 A Resilient Cryptographic Scheme
5 WO 9923781 1999 05 14 Signature Verification for ElGamal Schemes
6 WO 99/25092 and WO 199905 20and  Maskea Digital Signatures
US2001/0008013 Al LIS 2001 07 12
7 WO 01/54374 A2 2001 07 26 Customizable Public Key Infrastructure and Development Tool for
Same
8 WO 99/63426 1999 12 09 Accelerared Cryprographic Operations
9 WO 00/42753 2000 07 20 Method and Apparatus for Masking Cryptographic Operanons
10 WO 00/55756 200008 21 System and Method for Efficient Basis Conversion
11 WO 00/52877 2000 09 08 Merthod and Apparatus for Finite Field Basis Conversion
12 WO 00/01109 200001 06 A Method for Preventing Key Share Attacks
13 WO 00/35223 2000 06 15 Enhanced Subscriber Authenucation Protocol
14 WO 00/42511 2000 07 20 Method and Apparatus for Minirmzing Differential Power Atacks on
Processors
15 WO 09/49612 1999 09 30 Iniplicit Cernificale Scheme
16 WO 01/95068 A2 20011213 A Method for the Application of Implicit Signature Schemes
17 WO 00/05837 2000 02 03 Timing Arack Resistant Cryptographic Sysem
18 WO 98/34202 1998 08 06 Data Card Venfication System
19 WO 01/06997 A2 and A3 2001 0123 Spli-Key Key-Azreement Protocol
20 WO 98/51037 1998 11 12 A Log-On Verification Protoc¢ol
21 WO 99/21320 1999 04 29 Accelerared Signarure Verification on an Elhiptic Curve
22 WO 99/59286 19991118 Private Key Validity and Validation
23 WO 98/18234 1998 04 30 Key Agresment and Transport Protocol with Implicit Signatures
24 WO 98/51032 199811 12 Two Way Authentication Protocol
25 WO 598/48345 1998 10 29 Arithmetic Processor
26 WO 99/39476 1999 08 09 Secure One-Way Authenrication Communication Sysiem
27 WO 99/49386 1999 09 30 Accelerated Finite Field Operarions on an Ellipic Curve

28 WO 00/25204 2000 05 04 Power-Signature Anack Resistant Cryprographic Scheme




