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1. Multicast Authentication Key (MAK)
The current IEEE 802.16n AWD [1] specifies a key hierarchy for secured multicast operation, which is similar to the key hierarchy defined in IEEE 802.16m-2011 [2]. In IEEE 802.16m-2011, the Authentication Key (AK) derives subsequent keys that are used for MAC verification and traffic encryption. The 802.16n AWD uses the same key hierarchy with the root key named as the Multicast Authentication Key (MAK).

However, in IEEE 802.16m-2011, the AK is derived from the Primary Master Key (PMK), which is in turn derived from the Master Session Key (MSK) obtained through the EAP transfer protocol at the higher layer. Furthermore, the AK is obtained from a key agreement procedure following the EAP transfer protocol or re-authentication.
The case is different in 802.16n where the MAK is a pre-established shared key among an HR-BS and a group of HR-MSs in an HR multicast group. There is no key agreement procedure and the MAK is not a derived key. In fact, the MAK operates as a master key in the multicast operation.
To avoid confusion and to improve semantics, we propose to rename the MAK to Multicast Master Key (MMK).
2. Parameter Names

The AAI Security defined in IEEE 802.16m-2011 [2] specifies for secured unicast operations on both UL and DL. Since multicast is only defined for DL, we may omit subscripts indicating DL, i.e., MCMAC_KEY_D, MCMAC_PN_D and MTEKDLE.
[-------------------------------------------------Begin of Text Proposal----------------------------------------------------]

[Adopt the following text in the 802.16n AWD Document (C802.16x-xx/xxxx)]
[Change section 17.3.10.2 as indicated:]

17.3.10.2 Security Procedure for Multicast Operation
PKMv3 as described in 16.2.5.2 provides HR-stations with strong protection from theft of service by encrypting connections between HR-MSs and HR-BSs.

PKMv3 also shall provide HR-stations with strong protection from theft of service by encrypting multicast connections between HR-MSs and HR-BSs, as defined in this subsection.

If a DL multicast connection is to be encrypted, each HR-MS participating in the connection shall have an additional security association (SA) (i.e., multicast SA), allowing that connection to be encrypted using keys that are independent of those used for other encrypted transmissions between HR-MSs and the HR-BS.

Similar to unicast key management, multicast traffic can be encrypted using multicast specific key management based on PMKv3 as described in Figure aaa. Multicast CMAC (MCMAC) key and Multicast TEK (MTEK) are derived from Multicast AK (MAK) Multicast Master Key(MMK). MAKMMK is a pre-established shared key among an HR-BS and a group of HR-MSs in an HR multicast group. 
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Figure 921 – MCMAC Key and MTEK Key derivation from MAKMMK
Shared security association (i.e., Multicast Security Association; MSA) is an SA for the multicast transport/control flow and it provides keying material. Security key related to parameter to support multicast and the context is secured till the key expires.

17.3.10.2.1 Security context for multicast communication

The multicast security context is a set of parameters linked to a key in each hierarchy that defines the scope while the key usage is considered to be secure.

Examples of these parameters are key lifetime and counters ensuring the same encryption will not be used more than once. When the context of the key expires, a new key should be obtained to continue working. The purpose of this sub clause is to define the context that belongs to each key, how it is obtained and the scope of its usage.

17.3.10.2.1.1 MAKMMK context

The MAKMMK context includes all parameters associated with the MAKMMK. This context is created whenever a new MAKMMK is derived.
This context shall be deleted whenever the MAKMMK is no longer valid or used.

The MAKMMK context is described in Table 1251.

Table 1251 – The MAKMMK context
	Parameter
	Size (bit)
	Usage

	MAKMMK
	160 
	Shared by HR-MSs in a multicast group

	MAKMMK Lifetime 
	32 
	MAKMMK Lifetime 

	MAKMMKID 
	64 
	Identifies the authorization master key.

	MAKMMK_COUNT 
	16 
	A value used to derive the MCMAC key and MTEK 

	MCMAC_KEY_D 
	128 
	The key which is used for signing DL MAC control messages. 

	MCMAC_PN_D 
	24 
	Used to avoid DL replay attack on the control connection before this expires, reauthorization is needed. The initial value of MCMAC_PN_D is zero and the value of MCMAC_PN_D is reset to zero whenever MAKMMK_COUNT is increased. 

	Next available counter_MTEK
	16 
	The counter value to be used in next MTEK derivation, after derivation this is increased by 1. 


17.3.10.2.1.2 MSA context

The MSA context is the set of parameters managed by each MSA in order to ensure MTEK management and usage in secure way.

The MSA context holds MTEK context and additional information that belongs to the MSA itself.

17.3.10.2.1.2.1 MTEK context

The MTEK context includes all relevant parameters of a single MTEK and is described in Table 1252.

Table 1252 – The MTEK context

	Parameter 
	Size (bit)
	Usage

	MTEK 
	128 
	Key used for encryption or decryption of MAC PDUs from FIDs associated with the corresponding MSA 

	MEKS 
	2 
	Encryption key sequence number 

	COUNTER_MTEK 
	16 
	The counter value used to derive this MTEK 

	MTEK lifetime 
	32 
	MTEK lifetime 

	MTEK_PN_D 
	22 
	The PN used for encrypting DL packets. After each MAC PDU transmission, the value shall be increased by 1. (0x000000-0x1FFFFF) 

	PN Window Size 
	As negotiated in key agreement 
	The receiver shall track the PNs received inside PN window 


17.3.10.2.1.2.2 MSA context

The MSA context is described in Table 1253.

Table 1253 – The MSA context

	Parameter 
	Size (bit)
	Usage

	MSAID 
	8 
	The identifier of this MSA, which describes the applied en/ decryption method and MTEK contexts. 

	MTEKDLE context 
	Sizeof(MTEK Context) 
	MTEK context used for downlink encryption and decryption. 


 [-------------------------------------------------End of Text Proposal----------------------------------------------------]
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