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Introduction
(Thisintroduction is not part of IEEE Std 802.16.1, |EEE Standard for Broadband Wirel ess Access.)
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1 Overview

This standard includes specifications for the air interface, including the physical layer and medium access
control layer, of fixed point-to-multipoint broadband wireless access systems providing multiple services
operating in the vicinity of 30 GHz. It isbroadly applicable to systems operating between 10 and 66 GHz.

1.1 Normative references
This standard shall be used in conjunction with the following publications.

[DOCSIS] Data-Over-Cable Service Interface Specifications, "Radio Freguency Interface Specification",
SP-RFlv1.1-103-991103.

[EN 300 421] ETSI EN 300 421 V1.1.2 (1997-08), "Digitd Video Broadcasting (DVB); Framing structure,
channel coding and modulation for 11/112 GHz satellite services'.

[EN 301 199] ETSI EN 301 199 v1.2.1 (1999-06), "Digitd Video Broadcasting (DVB); Interaction channel
for Local Multi-point Distribution Systems (LMDS)".

[EN 301 210] ETSI EN 301 210 V1.1.1 (1999-03), "Digitd Video Broadcasting (DVB); Framing structure,
channel coding and modulation for Digital Satellite News Gathering (DSNG) and other contribution applica-
tions by satellite".

[FBWA] ITU-R 9B/134-E, JRG 8A-9B, New Recommendation ITU-R FBWA, "Radio Transmission Sys-
tems for Fixed Broadband Wireless Access (BWA) Based on Cable Modem Standards (Annex B of ITU-T
Rec. J.112)".

[FIPS-46-2]Federal Information Processing Standard Publications 46-2, “Data Encryption Standard (DES)”,
December 30, 1993.

[FIPS-74]Federal Information Processing Standards Publication (FIPS PUB) 74, “Guiddines for Imple-
menting and Using the Data Encryption Standard”, April 1981.

[FIPS-81]Federal Information Processing Standards Publication (FIPS PUB) 81, “DES Modes of Opera-
tion”, December 1980.

[FIPS-140-1]Federal Information Processing Standards Publication (FIPS PUB) 140-1, “Security Require-
ments for Cryptographic Modules’, April 1982.

[FIPS-180-1] Federal Information Processing Standards Publication (FIPS PUB) 180-1, “Secure Hash Stan-
dard”, April 1995.

[FIPS-186] Federal Information Processing Standards Publication (FIPS PUB) 186, “Digital Signature Stan-
dard”, 18 May 1994.

[G.114] ITU-T G.114 (05/00), Series G: “One-way transmission time.”

[1.210] ITU-T Recommendation 1.210 (1993) - "ISDN Service Capabilities Principles of Telecommunica-
tions Services Supported by an ISDN and the Means to Describe Them".

[IEEE802]IEEE Std 802-1990, “|EEE Standards for Local and Metropolitan Area Networks: Overview and
Architecture, December 1990".
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[IEEE802.3] IEEE Std 802.3-1996 (1SO 8802-3) -“|EEE Standards for Local and Metropolitan Area Net-
works: Part 3: Carrier ense multiple access with collision detection (CSMA/CD) access method and physical
sublayer specifications’.

[J.83] ITU-T Recommendation J.83 (04/97), Series J. Transmission of Television, Sound Programme and
Other Multimedia Signals: Digital transmission of television signals, "Digital multi-programme systems for
television, sound and data services for cable distribution"”.

[J.116] ITU-T Recommendation J.116, "Interaction channel for Local Multipoint Distribution services'.

[1S08025] 1SO 8025 (December 1987), “Information processing systems - Open Systems Interconnection -
Specification of the Basic Encoding Rules for Abstract Syntax Notation One (ASN.1)".

[RFC-1123] Braden, R., “Requirements for Internet Hosts -- Application and Support”, IETF RFC-1123,
October 1989.

[RFC-1157] Schoffstall, M., Fedor, M., Davin, J. and Case, J., “A Simple Network Management Protocol
(SNMP)", IETF RFC-1157, May, 1990.

[RFC-1633] R. Braden et a., "Integrated Services in the Internet Architecture: An Overview", IETF RFC-
1633, June 1994.

[RFC-1750]D. Eastlake, S. Crocker, J. Schiller, “Randomness Recommendations for Security”, IETF RFC-
1750, December 1994.

[RFC-2104]H. Krawczyk, M. Bellare, R. Canetti, “HMAC: Keyed-Hashing for Message Authentication”,
|IETF RFC-2104, February 1997.

[RFC-2131] Droms, R., “Dynamic Host Configuration Protocol”, IETF RFC-2131, March, 1997.

[RFC-2132] Alexander, S., and Droms, R., “DHCP Options and BOOTP Vendor Extensions’, IETF RFC-
2132, March, 1997.

[RFC-2210] Wroclawski, J., “The Use of RSV P with the IETF Integrated Services’, IETF RFC-2210, Sep-
tember, 1997.

[RFC-2212] Shenker, S., Partridge, C., and Guerin, R., “ Specification of Guaranteed Quality of Service”,
IETF RFC-2212, September, 1997.

[RFC-2349] Malkin, G. and Harkin, A., TFTP Timeout Interval and Transfer Size Options, IETF RFC-2349,
May 1998.

[RFC-2202]P. Cheng, R. Glenn, “Test cases for HMAC-MD5 and HMAC-SHA-1", IETF RFC-2202, Sep-
tember 1997.

[RFC-2205] R. Braden, Ed., L. Zhang, S. Berson, S. Herzog, S. Jamin, “Resource ReSerVation Protocol
(RSVP) —Version 1 Functional Specification.”, IETF RFC-2205. September 1997.

[RFC-2459]R. Houdley, W. Ford, W. Polk, D. Solo, “Internet X.509 Public Key Infrastructure Certificate and
CRL Profile”, IETF RFC-2459, January 1999.

[RFC-2475] S. Blekeet al, "An Architecture for Differentiated Services', IETF RFC-2475, December, 1998.
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[RSA] RSA Laboratories, “The Public-Key Cryptography Standards’, RSA Data Security, Inc., Redwood
City, CA.
[RSA1] RSA Lahoratories, “PKCS#1: RSA Encryption Standard. Version 1.5, November 1993.

[RSA2] RSA Laboratories, “ Some Examples of the PKCS Standards,” RSA Data Security, Inc., Redwood
City, CA, November 1, 1993.

[RSA3] RSA Laboratories, “PKCS #1 v2.0: RSA Cryptography Standard”, October Xxxxx

1.2 Definitions

Base Station (BS): A generalized equipment set providing connectivity, management, and control of the
subscriber station.

Burst Profile: Set of parameters that describe the upstream transmission propertiesthat are associated with
an IUC. Each profile contains parameters such as modulation type, preamble length, guard times, etc.

Connection: A unidirectional mapping between equivalent BS and SS peers. Connections are identified by
aCID. All traffic is carried on a connection.

Connection Identifier (CID): A unidirectional, MAC-layer address that identifies a connection to equiva-
lent peersin the SSand BSMAC. A CID mapsto a SFID, which defines the QoS parameters to the Service
Flow associated with that connection. Security associations also exist be keying material and CIDs.
Downlink: A flow of information that existsin the downstream.

Downstream: The direction from aBSto the SS.

Frame: A frameisafixed duration of time, which contains both transmit and receive intervals.
Information Element (1E): A component of the UL-MAP that defines the length and address assignment
associated with an lUC. Taken as awhole, each |E represents atype of upstream transmission. Mulitple |IEs

may exist in the UL-MAP.

Interval Usage Code (IUC): Defines the type of usage of an Information Element. IUCs are defined for
bandwidth requests, data grants, etc.

Grant Per Connection (GPC): A bandwidth alocation method in which grants are aggregated for all con-
nections and are allocated to the SS terminal as that aggregate. Note that bandwidth requests are always
made for a connection.

Grant Per Terminal (GPT): A bandwidth allocation method in which grants are alocated to a connections
within a SS. Note that bandwidth requests are always made for a connection.

MAC Service Access Point (MSAP): The point in the protocol stack where services of the MAC layer
(Medium Access Control) are requested by the layer above and delivered by the MAC layer.

Mini-dlot: A unit of bandwidth allocation equivalent to N PS, where N =2m (m =0,...7).
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Multicast Group: Agroup of zero or more SSs or connections that are assigned a mulitcast address for the
purposes of polling.

Physical-Slot (PS): A unit of granularity equal to 4 modulation symbols. Each PS represents 8, 16, or 24
bits (using QAM-4, QAM-16, or QAM-64 modulation, respectively).

Privacy Key Management Protocol (PKM): A client/server model between the BS and SSthat is used to
secure distribution of keying materid.

Security Association (SA): The set of security information a BS and one or more of its client SS share in
order to support secure communications across the BWA network.

Service Flow: A Service Flow isaunidirectional flow of PDUs on aconnection that is provided a particular
Quality of Service.

Service Flow Class: A grouping of Service Flow propertiesto allow higher layer entities and external appli-
cations to request Service Flows with desired QoS parametersin aglobally consistent way.

Service Flow Name: An ASCII string that is used to reference a set of QoS parameters that (partiadly)
define a Service Flow.

Subscriber Station (SS): A generalized equipment set providing connectivity between subscriber equip-
ment and aBS.

SS Uplink: A flow of information that exists in the upstream.
Uplink: Thedirection from a SSto the BS.
Uplink MAP (UL-MAP): A set of information that defines the entire access for a scheduling interval.

Upstream: The direction from a SS to the BS.

1.3 Terminology

Throughout this document, the words that are used to define the significance of particular requirements are
capitalized. These words are:

"MUST" or “SHALL” These words or the adjective "REQUIRED" means that the item is an absolute
requirement for any implementation conforming to this standard.

"MUST NOT" This phrase means that theitem is an absolute prohibition.

"SHOULD" This word or the adjective "RECOMMENDED" means that there may exist valid reasons in
particular circumstancesto ignore thisitem, but the full implications should be understood and the case care-
fully weighed before choosing a different course.

"SHOULD NOT" This phrase means that there may exist valid reasons in particular circumstances when the
listed behavior is acceptable or even useful, but the full implications should be understood and the case care-
fully weighed before implementing any behavior described with this label.

"MAY" Thisword or the adjective "OPTIONAL" means that thisitem is optional. One vendor may choose
to include the item because a particular marketplace requiresit or because it enhances the product, for exam-
ple; another vendor may omit the same item.
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1.4 Acronyms and abbreviations

ARP
ATDD
ATM
BR

BS

CG
CID
ss

cs
csl
CTG
DAMA
DCD
DES
DL
DIUC
DSA
DSC
DSD
EC
EKS
EUI
FC
FDD
FSN
GM
GPC
GPT
HCS
H-FDD
HL-MAA
HT

IE

luc

1P
LLC
LL-MAA
LOS
MAA
MAC
MPEG
MPLS
MSAP
MIC
MTG
PBR
PDU

Address Resol ution Protocol
Adaptive Time Division Duplexing
Asynchronous Transfer Mode
Bandwidth Request

Base Station

Continuous Grant

Connection Identifier

Customer Premises Equipment
Convergence Subprocess
Convergence Subprocess Indicator
SS Transition Gap

Demand Assign Multiple Access
Downlink Channel Descriptor
Data Encryption Standard

Down Link

Downlink Interval Usage Code
Dynamic Service Addition
Dynamic Service Change
Dynamic Service Deletion
Encryption Control

Encryption Key Sequence
Ethernet Unique Identifier
Fragment Control

Frequency Division Duplex
Fragment Sequence Number
Grant Management

Grant Per Connection

Grant Per Terminal

Header Check Sequence
Half-duplex FDD

High Level Mediaum Access Arbitration
Header Type

Information Element

Interval Usage Code

Internet Protocol

Logical Link Control

Low Level Mediaum Access Arbitration
Lineof Sight

Medium Access Arbitration
Medium Access Control

Moving Pictures Experts Group
MultiProtocol Label Switching
MAC Service Access Point
Message Integrity Check
Modulation Transition Gap
Piggy-Back Reguest

Protocol Data Unit
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PHY
Pl
PKM
PM

PS
QoS
RS
SAP
S|
SDU
TC
TDD
TDM
TDMA
TFTP
TDU
TLV
TRGTTG
uluc
DIUC
uUCD
UGS
UGS-AD
UL

1.5 Scope

Physical layer

PHY Information element
Privacy Key Management
Poll Me bit

Physical Slot

Quality of Service
Reed-Solomon

Service Access Point

Slip Indicator

Service Data Unit
Transmission Convergence
Time Division Duplex

Time Division Multiplex
Time Division Multiple Access
Trivia File Transfer Protocol
TC Data Unit
Type-Length-Value

TX/Rx Transmission Gap
Uplink Interval Usage Code
Downlink Interval Usage Code
Uplink Channel Descriptor
Unsolicited Grant Service

Unsolicited Grant Service with Activity Detection

Uplink

|EEE 802.16.1-00/01, August 2000

For the purposes of this document, a“system” constitutes: an 802.16.1 MAC and PHY implementation, in
which at least one subscriber station communicates with a base station via a point-to-multipoint (P-MP)
radio air interface, the interfacesto external networks, and services transported by the MAC and PHY proto-

col layers.

The 802.16.1 air interface interoperability standard is part of afamily of standards for local and metropolitan
area networks. The following diagram illustrates the relationship of 802.16.1 protocols to other 802 stan-
dards, and to the OSI reference model. (The numbersin thefigure refer to |EEE standard numbers.)
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Figure 1—Relationship between 802.16.1 and other Protocol Standards (the numbersin the
figure refer to IEEE standard numbers

Thisfamily of standards deals with the Physical and Data Link layers as defined by the International Organi-
zation for Standardization (1SO) Open Systems Interconnection Basic Reference Model (1SO 7498: 1984).
The access standards define several types of medium access technologies and associated physica media,
each appropriate for particular applications or system objectives. Other types are under investigation.

The standards that define the technol ogies noted in the above diagram are as follows:

|EEE Std 802: Overview and Architecture. Providesanoverview to the family of IEEE 802 Standards. This
document forms part of the 802 scope of work.

ANSI/IEEE Std 802.1B [ISO/IEC 15802-2]: LAN/MAN Management. Definesan Open Systems Intercon-
nection (OSI) management-compatible architecture, environment for performing remote management.
ANSI/IEEE Std 802.1D [ISO/IEC 10038]: MAC Bridging. Specifiesan architecture and protocol for the
interconnection of |IEEE 802 L ANsbelow the MAC service boundary.

ANSI/IEEE Std 802.1E [I SO/IEC 15802-4]: System Load Protocol. Specifies aset of services and protocols
for those aspects of management concerned with the loading of systemson IEEE 802 LANSs.

ANSI/IEEE Std 802.2 [ISO/IEC 8802-2]: Logical Link Control

ANSI/IEEE Std 802.3 [ISO/IEC 8802-3]: CSMA/CD Access Method and Physical Layer Specifications
ANSI/IEEE Std 802.4 [ISO/IEC 8802-4]: Token Bus Access Method and Physical Layer Specifications
|EEE Std 802.10: Interoperable LAN/MAN Security, Secure Data Exchange (SDE)

1.6 Supported Services

The 802.16.1 standard is intended to provide for a metropolitan wireless network that operates as a third-
party or public entity providing contractual services to its customers. As such, it differs from alocal area
network, which isintended to serve users who are members of the same organization.

A public network must have mechanismsto verify that traffic originates with legitimate users and means to
prevent users from utilizing resources beyond their contractual limits. Also, any attempted violation of such
limits (intentional and inadvertent) must not adversely impact the service extended to other customers. It
must be possible to measure the resources used by a given customer in order to hill for services, and finally
privacy must be enforceable through the use of encryption.
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A LAN, in contrast, needs very few of these features beyond the actual movement of data. Authentication
and privacy are seldom issues in wired networks, and billing for services is likewise a rarity in the LAN
world.

Asasubstitute for awireline network, a BWA network must be able to carry avariety of traffic types, many
of which are legacy applications of long standing with well-established expectations of service quality and
availability.

This standard is an attempt to provide interoperability in equipment that meets the genera requirements
cited above, with specific details in the following sections.

1.7 Target Applications

A broadband wireless access (BWA) system based on 802.16.1 protocolsis expected toaddress markets sim-
ilar towire- or fiber-based broadband access technologies, such as copper digital subscriber line (DSL) tech-
nologies, digital cable TV hybrid fiber/coax (HFC) networks, Integrated Services Digital Network (ISDN)

andlegacy TDM digita transmission systems (e.g., full and fractional T1, E1, ISDN-PRI etc.), and the ser-

vices that such legacy systems carry: data, voice and audio/video.

The optimization of 802.16.1 is for businesses and multi-tenant dwellings. Future standards in the 802.16
family may address access for the single-family residential market.

A key word in BWA is “access.” access to some other network such as the Internet, a private network, a
telephony network, etc. An 802.16.1 system generally provides access to an externa network and is not
intended to form an end-to-end communication system by itself. 802.16.1 systems are expected to be fixed
rather than mobile.

Sometimes, the word subscriber is associated with a single customer that is billed for aservice. But aBWA
system may support more than one customer at a single access point to a subscriber BWA radio. In other
words, the subscriber access point provides “wholesale” connection of multiple “retail” subscribers [14].
An office building may be well served by asingleBWA radio, but house many tenants who contract for ser-
vices separately.

The 802.16.1 network is point-to-multipoint, with one base station serving amultiplicity of subscriber termi-
nals at millimeter-wave frequencies. Assuch, it sharesitstota capacity among users based on their service
contracts and immediate transmission needs. In its ability to provide bandwidth to customers, it falls
between dedicated point-to-point wireless links and lower-frequency systems (such as those in the micro-
wave region).
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Figure 2—A Multi-Tier Perspective of Wireless Transmission and Distribution Systems

1.7.1 Bearer Services

This section describes typica services, transported by an 802.16.1 system. In this document, bearer service
refer to the services provided by the protocols that can appear in the layer sitting directly over the MAC
layer. The meaning of bearer servicesin this document also includes the types of networks that are able to
interface with 802.16.1-based BWA networks. [1.210]

1.7.1.1 Digital Audio/Video Multicast

802.16.1 protocols efficiently transport digital audio/video streams to subscribers. The streams flow in the
direction of the infrastructure network to subscriber(s) only, although use of acknowledgements is not pre-
cluded. Digital Audio/Video Multicast serviceisthussimilar to digital video capabilities of digital cable TV
and digital satellite television service.

In addition, this standard supports non-multicast video in applicationslike video conferencing. In thiscase,
the video stream is two-way and the delay requirements are very stringent due to the level of interactivity
involved.

1.7.1.2 Digital Telephony

802.16.1 systems support telephone service to subscribersin away that easesthe migration of legacy equip-
ment and public switched telephone network (PSTN) access technologies to 802.16.1 systems. 802.16.1
protocols may transport any layer in the nationally- and internationally-defined digital telephony service
hierarchies: Synchronous Digital Hierarchy (SDH) or Plesiochronous Digital Hierarchy (PDH). (Please see
the glossary entriesin section 1.2.)

Itisexpected that a significant application for 802.16.1 systems is connecting a business PBX to an 802.16.1
system. Most PBXs use channelized SDH/PDH circuits for their connection to the public switched tele-
phone network (PSTN), such as TI/E1, and multiples or fractions thereof.
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1.7.1.3 ATM Cell Relay Service

ATM standards define arich set of quality of service (QoS) guarantees for various service categories. ATM
transmits data using small, 53-byte, fixed-length cells which are “routed” by ATM switches along virtual
connections with an ATM network. ATM cell relay service is carried over awide variety of links and bit
rates, whether copper, optical fiber or wireless. ATM standards define arich set of quality of service (QoS)
guarantees for various service categories.

802.16.1 protocols are defined such that an 802.16.1 system can efficiently transport ATM cell relay service
and preserve its QoS features (see section 1.11, Class of Service and Quality of Service). Thus, 802.16.1

systems broadly address the target applications mentioned in section 1.7. Also note that, since ATM cell

relay service is connection-oriented, it employs message-based signaling protocols to establish, maintain

and tear down switched virtual circuits as well as signal QoS-based services and perform network manage-

ment. 802.16.1 protocols may need to be cognizant of such ATM signaling to enable an 802.16.1 system to

preserve QoS.

802.16.1 provides a means to utilize ATM addresses such as ITU-T E.164. The ATM convergence sublayer
provides ameans to translate ATM addresses to MAC addresses.

Application

Presentation
Session Convergence sublayers

Transport Medium Access Control

Network -

: Transmission
Data link /
Physical Physical

OSI Reference 802.16.1 Layering

Figure 3—Protocol layers

1.7.1.4 Internet Protocol Service

The 802.16.1 systems directly transport variable length | P datagrams efficiently. Both IP version 4 and 6 are
supported. Especially for efficient transport of 1Pv6, TCP/IP header compression over the air interface is
supported.

The 802.16.1 IP service provides support for real-time and non-real-time services. It is possible to support
the emerging IP Quality of Service (QoS) efforts: Differentiated Services [RFC-2475] and Integrated Ser-
vices [RFC-1633].

1.7.1.5 Bridged LAN Service

The 801.16.1 protocols support bridged LAN services, directly or indirectly.
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1.7.1.6 Other Services

Other services that for instance require QoS-based delivery of the MAC services similar to channelized
SDH/PDH telephony, cell relay service, IP service or bridging service (see above sections), are envisaged.
These services do not place any specia regquirements on 802.16.1 systems (MAC and PHY protocols) not
already covered in the above sections. Some services are:

Back-haul servicefor cellular or digital wireless telephone networks. An 802.16.1 system may be aconve-
nient means to provide wireless trunks for wirel ess telephony base stations. The channelized SDH/PDH ser-
vicesor ATM cdll relay service may be appropriate.

Virtual point-to-point connections for subscriber access to core network services. Here the Internet-ori-
ented point-to-point protocol (PPP) is employed to make virtual connections between subscribers and ser-
vice providers and PPP is encapsulated directly in the 802.16.1 MAC protocol. PPP has some benefits such
as simple authentication, privacy/encryption, data compression, and layer 3 network parameter assignment.

Frame Relay Service Frame Relay is a packet/frame-based protocol, circuit-based data service that uses a

simple variable-length frame format. Some basic QoS guarantees are defined for frame relay, but not asrich

as ATM. Frame relay networks typically use provisioned permanent virtual circuits (PVCs), athough asig-

naling protocol for switched virtual circuits (SVCs) is defined and in use (Q.933). Frame Relay also defines
amanagement protocol.

1.8 System Model

Asmentioned in section Scope, an 802.16.1 “system” constitutes: an 802.16.1 MAC and PHY implementa-
tion, in which at least two stationscommunicate viaaradio air interface (an 802.16.1 system), the interfaces
to external networks, and services transported by the MAC and PHY protocol layers. An 802.16.1.1 system
employs point-to-multipoint radios operating in the vicinity of 30 GHz, but more generally in the rang