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Modified TEK State Machine for the MBRA

Seokheon Cho, Sungcheol Chang, and Chulsik Yoon
ETRI

Introduction

The MBRA (Multicast & Broadcast Rekeying Algorithm) is defined in the IEEE P802.16e/D5.

The TEK State Machine is needed to be modified for the multicast service or the broadcast service.

In this contribution, we suggest the modified TEK state machine so that the MBRA is fully operated for the multicast service and

broadcast service.
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Proposed changes

[Change section 7.2.5 as described below:]

7.2.5 MAC Management messages

The TEK state machine consists of six seven states and nine eleven events (including receipt of messages) that can trigger state
transitions. Like the Authorization state machine, the TEK state machine is presented in both a state flow diagram (Figure 132a)
and a state transition matrix (Table 132a). As was the case for the Authorization state machine, the state transition matrix shall be
used as the definitive specification of protocol actions associated with each state transition.

Shaded states in Figure 132 (Operational, Rekey Wait, and Rekey Reauthorize Wait Rekey Reauthorize Wait, and M&B Rekey
Interim Wait) have valid keying material and encrypted traffic can be passed.

The SAID can be replaced by the GSAID for the multicast service or the broadcast service. And, the TEK can be also replaced by
the GTEK for the multicast service or the broadcast service.

The Authorization state machine starts an independent TEK state machine for each of its authorized SAIDs. As mentioned in
7.2.2, the BS maintains two active TEKs per SAID. The BS includes in its Key Replies both of these TEKs, along with their
remaining lifetimes. The BS encrypts downlink traffic with the older of its two TEKs and decrypts uplink traffic with either the
older or newer TEK, depending upon which of the two keys the SS was using at the time. The SS encrypts uplink traffic with the
newer of its two TEKs and decrypts downlink traffic with either the older or newer TEK, depending upon which of the two keys
the BS was using at the time. See 7.4 for details on SS and BS key usage requirements.

For the unicast service, the BS includes in its Key Replies both of these TEKs, along with their remaining lifetimes. The BS
encrypts downlink traffic with the older of its two TEKs and decrypts uplink traffic with either the older or newer TEK, depending
upon which of the two keys the SS was using at the time. The SS encrypts uplink traffic with the newer of its two TEKs and
decrypts downlink traffic with either the older or newer TEK, depending upon which of the two keys the BS was using at the time.
See 7.4 for details on SS and BS key usage requirements.

For the multicast service or the broadcast service, the BS may include both of GTEKs in its Key Reply messages, when an SS
request traffic keying material. And, the BS may include the newer GTEK in the Key Update Command message, when the BS
transmits the new traffic keying material in key push mode. The BS encrypts downlink traffic with current GTEK. The SS
decrypts downlink traffic with either the older or newer GTEK, depending upon which of the two keys the BS is using at the time.
See 7.9 for details on SS and BS key usage requirements.

Through operation of a TEK state machine, the SS attempts to keep its copies of an SAID’s TEKs synchronized with those of its
BS. A TEK state machine issues Key Requests to refresh copies of its SAID’s keying material soon after the scheduled expiration
time of the older of its two TEKs and before the expiration of its newer TEK. To accommodate for SS/BS clock skew and other
system processing and transmission delays, the SS schedules its Key Requests a configurable number of seconds before the newer
TEK’s estimated expiration in the BS. With the receipt of the Key Reply, the SS shall always update its records with the TEK
Parameters from both TEKs contained in the Key Reply message. Figure 132 illustrates the SS’s scheduling of its key refreshes in
conjunction with its management of an SA’s active TEKs. With the receipt of the two Key Update Command messages, the SS
shall always update its records with the TEK Parameters contained in the two Key Update Command messages for the multicast
service or the broadcast service.



 2004-11-15                                                        IEEE C802.16e-04/511r1

3

Start

Timeout /
Key Request

Op Reauth

Wait

Op Wait

Operational
Rekey
Wait

Rekey Reauth
Wait

Stop /

Key Reject,
Stop /

Stop /

Authorized /
Key Request

Auth Pend/ 

Auth Pend /

TEK Invalid /
Key Request

Key Reply /

Key Reply /

Stop /

TEK Refresh Timeout /
Key Request

TEK Invalid /

Key Reject,
Stop / 

Auth Comp /
Key Request

Auth Comp/ 
Key Request

Timeout/ 
Key RequestTEK Updated /

M&B Rekey
Interim Wait

GKEK Updated /

TEK Refresh Timeout /
Key Request

Figure 132a-TEK state machine flow diagram

Table 132a-TEK FSM state transition matrix

State

Event or

Rcvd

Message

(A)

Start

(B)

Op Wait

(C)

Op Reauth

Wait

(D)

Op

(E)

Rekey Wait

(F)

Rekey

Reauth Wait

(G)

M&B Rekey

Interim

Wait

(1)

Stop
Start Start Start Start Start

(2)

Authorized
Op Wait

(3)

Auth Pend

Op Reauth

Wait

Rekey

Reauth Wait

(4)

Auth Comp
Op Wait Rekey Wait

(5) Op Wait Op Wait Op Reauth
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State

Event or

Rcvd

Message

(A)

Start

(B)

Op Wait

(C)

Op Reauth

Wait

(D)

Op

(E)

Rekey Wait

(F)

Rekey

Reauth Wait

(G)

M&B Rekey

Interim

Wait

TEK Invalid Wait

(6)

Timeout
Op Wait Rekey Wait

(7)

TEK Refresh

Timeout

Rekey Wait Rekey wait

(8)

Key Reply
Operational Operational

(9)

Key Reject
Start Start

(10)

GKEK

Updated

M&B Rekey

Interim Wait

(11)

GTEK

Updated

Operational

7.2.5.1 States

[Add the following the end of section 7.2.5.1:]

M&B Rekey Interim Wait (Multicast & Broadcast Rekey Interim Wait): This state is defined only for the multicast service or the

broadcast service. This state is the wait state the TEK state machine is placed in if the TEK state machine has valid traffic keying

material and receives the new GKEK from the BS.

7.2.5.2 Messages

[Change section 7.2.5.1 as described below:]

Note that the message formats are defined in detail in 6.3.2.3.9.

Key Request: Request a TEK for this SAID. Sent by the SS to the BS and authenticated with keyed message digest. The message
authentication key is derived from the AK.

Key Reply: Response from the BS carrying the two active sets of traffic keying material for this SAID. Sent by the BS to the SS,
it includes the SAID’s TEKs, encrypted with a KEK derived from the AK or the GSAID’s GTEK, encrypted with a GKEK
randomly generated from the BS or the ASA server. The Key Reply message is authenticated with a keyed message digest; the
authentication key is derived from the AK.

Key Reject: Response from the BS to the SS to indicate this SAID is no longer valid and no key will be sent. The Key Reject
message is authenticated with a keyed message digest; the authentication key is derived from the AK.

TEK Invalid: The BS sends an SS this message if it determines that the SS encrypted an uplink PDU with an invalid TEK, i.e., an
SAID’s TEK key sequence number, contained within the received PDU’s MAC Header, is out of the BS’s range of known, valid
sequence numbers for that SAID.
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Key Update Command: Push a GTEK for this GSAID for the multicast service or the broadcast service. Sent by the BS to the SS
and authenticate with keyed message digest. The message authentication key is derived from the AK in the Key Update Command
message for the GKEK update mode. The message authentication key is derived from the GKEK in the Key Update Command
message for the GTEK update mode.

7.2.5.3 Events

[Add the following the end of section 7.2.5.3:]

GKEK Updated: This event is triggered when the SS receives the new GKEK through the Key Update Command message for the

GKEK update mode.

GTEK Updated: This event is triggered when the SS receives the new GTEK and traffic keying material through the Key Update

Command message for the GTEK update mode.

7.2.5.4 Parameters

[Add the following the end of section 7.2.5.4:]

M&B TEK Grace Time (Multicast & Broadcast TEK Grace Time): Time interval, in seconds, before the estimated expiration of an

old distributed GTEK.

7.2.5.5 Actions

[Add the following the end of section 7.2.5.5:]

7-G M&B Rekey Interim Wait (TEK Refresh Timeout) -> Rekey Wait

a) send Key Request message to BS

b) set Key Request retry timer to Rekey Wait Timeout

10-D Operational (GKEK Updated) -> M&B Rekey Interim Wait

a) process contents of Key Update Command message for the GKEK update mode and incorporate new GKEK into key

database

11-G M&B Rekey Interim Wait (GTEK Updated) -> Operational

a) clear Key Request retry timer

b) process contents of Key Update Command message for the GTEK update mode and incorporate new traffic keying

material into key database

c) set the TEK refresh timer to go off “TEK Grace Time” seconds prior to the key’s scheduled expiration


