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Introduction

• In IEEE 802.16-REV2, Standalone MAC Signaling
headers are neither authenticated nor encrypted.

• The MAC management messages or Headers are
sent without encryption between BS and MS.

• A rogue station could read these messages and
could send a false response and distort the
information relevant to the procedure in BS/MS.

• Bandwidth Request header is not authenticated, a
malicious user could send a wrong BR header
which may cause following problems:
– deprivation of bandwidth in the system for the legitimate

users (denial of Service attack) or
– wastage of UL bandwidth.



Proposal: Authenticated HCS

• In IEEE 802.16-REV2, HMAC/CMAC tuple is used for
authentication that has large overhead.

• HMAC tuple is 21 bytes, and CMAC tuple is 13-19 bytes. It
seems inappropriate to send so many bytes in the HMAC/CMAC
tuple for protecting few bytes of header (e.g. 6 bytes in
802.16REV2).

• We propose that Bandwidth Request and other signalling
headers shall be authenticated, by replacing HCS with
Authenticated HCS (A-HCS).

• With this method, the A-HCS (Authenticated HCS) provides
both error detection and integrity protection at the same time.

• A-HCS field is only 8 bits long, which may not provide same level
of integrity protection as HMAC/CMAC mechanism.

• However, the proposed scheme is bandwidth efficient and useful
in preventing malicious uplink bandwidth wastage and reducing
the chance of replay attack and denial of service attack.



Example implementation: Authenticated BR Header

• In 802.16-REV2, the checksum is computed as the
residue of the generator polynomial (D8+D2+D+1).

• Propose to compute the checksum using the
message authentication code as mentioned below:
A-HCS = CMAC( CMAC_KEY_U⊗counter, 5-byte-

checksum) mod (D8+D2+D+1)
• Counter is a monotonically increasing number. The

purpose to ensure that even though the A-HCS is
only 8 bits long, it’s harder for the attacker to find a
HCS collision and replay the message for bandwidth
request.



Flow Identifier (4)

BR LSB (8)

Example: Bandwidth Request Header Format

• Hdr Type: Header Type (1 for BR and other signaling header)
• Sig Hdr Type: Signaling Header Type (0 for BR and 1 for other

signaling header)
• Counter LSB: the LSBs of counter
• BR: bandwidth requested in the unit of resource block
• STId: Station identifier of the MS
• Flow identifier: Flow identifier of the connection requesting for b/w
• A-HCS: Authenticated HCS
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Proposed text changes for 802.16m SDD

[insert following text in section 12.x]
12.x.x MAC Header security

Header Check Sum (HCS) of standalone MAC signaling
header provides both error detection and integrity protection


