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@ Problem Statement

Does HEC-16 Provide Adequate Error Coverage ?
— 16 Byte (128 bits) RPR Header
— Realistic Fiber Bit Error Rates (10-° ~ 10-13)
— Generator Polynomial
X164+ X124+ X5+1
Do We Need HEC-32 ?

— Generator Polynomial
X324 X264+ X234 X224 X 164X 124X 1M1+ X 104 X84+ X7+ X0+ X4+ X2+ X +1

Approach— Determine Undetected Error Probability

— HEC-16, Code Length L = 144 (128+16), Check Bits r= 16
— HEC-32, Code Length L = 160 (144+32), Check Bits r = 32
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Coding Preliminaries

Bit Error Rate— ¢
Weight Distribution Enumerator N[L,w]

— For A Given Generator Polynomial
N[L,w] — Number of Length L Codewords with w ones

Probability of Undetected Error

SUUN(Lw)(1-)e"
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4 Coding Preliminaries

Undetected Error Probability
— Computationally More Efficient to Use Dual Codes

— Every (L,r) Code Has a (L,L-r) Dual Code
See Reference [1] for Definition of Dual Codes

— Dual Code Weight Enumerator M[L,w]
See Reference [2] for Algorithms to Compute M[L,w]

Probability of Undetected Error

SUUN(Lw)(1-)e"
=27 M (L, w)(1-2€)" — (1-¢)"
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Results without Scrambling Consideration
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Undetected Error

Probability

Bit Error Rate HEC-16 HEC-32
10°1° 8.31 x 1058 6.00 x 10-104
1014 8.31 x 105 6.00 x 107
1013 8.31 x 1050 6.00 x 100
10712 8.31 x 1046 6.00 x 1083
10" 8.31 x 1042 6.00 x 10776
10-1° 8.31 x 1038 6.00 x 1069
1099 8.31 x 1034 6.00 x 1062
10708 8.31 x 1030 5.99 x 10°°
1097 8.31 x 106 5.99 x 1048
10706 8.31 x 1022 5.99 x 1041
100° 8.29 x 1018 5.99 x 10-34
10704 8.19 x 1014 5.93 x 10?7
1003 7.22 x 1010 5.36 x 1020
10702 2.12 x 1006 1.91x 10"
10701 1.53 x 1005 2.32 x 1010
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Undetected Error Probability

HEC-16 and HEC-32 Comparison

1.E+00
1.E-08 -
1.E-16 -
1.E-24 -
1.E-32 -
1.E-40 -
1.E-48 -
1.E-56 -
1.E-64 -
1.E-72 -
1.E-80 -
1.E-88 -
1.E-96 -

1.E-104

1.E-15 1.E-13 1.E-11 1.E-09 1.E-07 1.E-05 1.E-03 1.E-01

Bit Error Rate
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Results with Scrambling Artifacts
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4 Scrambling Artifacts (=)

Modified Error
Polynomial

Error Polynomial E(X) E'(X)= (XB+1)EX)

Unscrambling Polynomial RPR Header

X43+1 HEC Checking

Fiber Errors

Bit Errors on Fiber Can Be Represented By Error Polynomial E(X)
Unscrambling Modifies the Error Polynomial By A Multiplication Factor
Undetected Error Probability Analysis Approach
Need Only Consider Error Polynomials E(X) of Degree Up To L-43

For E(X) with Degree Greater Than L-43
Errors Spill into Payload of RPR Packet
Detected By FCS-32 of RPR Packet (Up To Detection Probability)

HEC-16 & HEC-32 Properties
HEC-16 shares a Common Factor (1+X) with (1+X43)
HEC-32 is Primitive Polynomial and Relatively Prime to (1+X43)
Undetected Error Probability Calculation Includes These Properties
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Undetected Error

Probability

Bit Error Rate HEC-16 HEC-32
10°1° 2.94 x 10-58 1.45x 107118
1014 2.94 x 1054 1.45 x 10°110
1013 2.94 x 1050 1.45 x 107102
10712 2.94 x 1046 1.45 x 1094
10" 2.94 x 1042 1.45 x 1086
10-1° 2.94 x 1038 1.45x 1078
1099 2.94 x 1034 1.45x 1070
10708 2.94 x 1030 1.45 x 102
1097 2.94 x 1026 1.45 x 10-%4
10706 2.94 x 1022 1.45 x 1046
100° 2.94x 10718 1.45x 1038
10704 2.91x 101 1.44 x 10-%0
1003 2.68 x 1010 1.32x 1022
10702 1.21 x 107 5.61x107°
10701 3.08 x 10°° 2.10 x 1010
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Undetected Error Probability

HEC-16 and HEC-32 Comparison

—HEC-16 |
—HEC-32

1.0E-110
1.0E-118

1.0E-15

1.0E-13

1.0E-11
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1.0E-09

1.0E-07

Bit Error Rate

1.0E-05

1.0E-03

1.0E-01
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Results with 8B/10B Artifacts
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8B/10B Error Analysis

Bit Errors

8B10B . 8B10B -
XMTR | ¢ - oo | phy Fiber RCVR

00000000 —p— 100111 0100

RD- => RD-

00111011 —p— 001001 1001

RD+ => RD-

00111011 —p— 001001 1001

RD+ => RD-

—p— 100111 0101 —p— 01000000
RD- => RD+
—p— 001101 1001 —p— 00101100

RD+ => RD+

lllegal
—p— 001101 0001 —p— Code

RD+ => RD-
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RPR

Header
Checking

RCVR Escape
Disparity
OutOfSync

RCVR Escape
Disparity
OutOfSync

RCVR
Detect
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b 4 Analysis Approach & Observations

Odd Number of Bit Errors (1, 3, ...)
— Cause OutOfSync XMTR & RCVR Disparity
— Detected at the RCVR

Only Data Code (Dx.y) Errors Considered
— Control Code Errors (Kx.y) Not Part of the Analysis
— Gives An Upper Bound on Undetected Probability

Combinatorial Weight Distribution Calculation

— Error Weight Distribution Exhaustively Enumerated
— Errors that Escape RCVR Evenly Distributed Over 8-bits
— Simple Formula for Undetected Error Probability

Simulation Based Estimation
— Exhaustive Error Injection of 1, 2, 3, 4, 5 Bit Errors
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¢ Undetected Error Probability Formula (@

G(z) = (2 Az

(1-8)"(G(—)-1)
UndetectErrorProbability = e 57

HEC-16: L=18, r=16
HEC-32: L=20, r=32
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Undetected Error Probability (8b10b)

Bit Error Rate HEC-16 HEC-32
10-22 9.53 x 10" 1.16 x 10-%6
10-20 9.53 x 1047 1.16 x 102
10718 9.53 x 1039 1.16 x 1044
1013 9.53 x 1033 1.16 x 1038
10-10 9.53 x 10?7 1.16 x 1032
10708 9.53 x 1023 1.16 x 1028
10707 9.53 x 102 1.16 x 1026
10708 9.53 x 1019 1.16 x 1024
100° 9.52 x 107 1.16 x 1022
10704 9.42 x 10°1° 1.25x 1020
1003 1.31x 10712 1.04 x 1017
10702 1.07 x 10°%° 1.63 x 1014
10701 2.17 x 1012 6.12 x 1018
0.5 8.80 x 1022 211 x 10?7
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Undetected
Error
Probability

HEC-16 vs HEC-32 (8b10b)

1.E+00
.E-04
.E-08
.E-12
.E-16
.E-20
.E-24
.E-28
.E-32
.E-36
.E-40
.E-44
.E-48
.E-52
.E-56
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1.E-22 1.E-16 1.E-10 1.E-O07 1.E-05 1.E-03 1.E-01

Bit Error Rate
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@ Conclusions

« HEC-16 Provides More than Adequate Protection

« For Realistic Fiber Error Rates (10° ~ 10-13)
— With or Without Scrambling or 8B10B Artifacts
— Undetected Error Probability is of Order 1024 ~ 10-34

« Even for Signal Degrade Conditions (BER ~ 10-9)
— Undetected Error Probability for HEC-16 is of Order 10-18
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