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1   Introduction

The purpose of this document is to identify the requirements to support 802.21 Information Service (IS) via higher layers (L3 and above in terms of OSI layering model). These requirements are derived from the high level IS reference model and use case scenarios.  At first we discuss the model and use cases and then specify the initial set of requirements. 
2  Information Service (IS)  Reference Model 
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Figure 2.1:  Information Service Reference Model 
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Figure 2.1 describes both single hop and multi-hop IS models.  UE refers to a user entity that contains 802.21 Information Service function. NISP refers to a Network Information Service Provider that provides necessary information to the UE via query and response mechanisms.  NISP has two logical components: i) 802.21 IS Server function and ii) Information Database. UE communicates with the NISP via interface ‘Ia’ in a single-hop model. In multi-hop model a proxy is introduced that helps routing the information query and response to the appropriate NISP and UE respectively [Note: In such a scenario, proxy does not have information database]. UE communicates with the proxy NISP via interface “Ia” while proxy communicates with the NISP via interface “Ia’ ”.   Interface “Ix” represents the communication between an Information Server and Information Database.  However, interface “Ix” is out of scope in current 802.21 PAR.   Regarding interfaces “Ia” and “Ia’”, the communication between UE and NISP over L3 and higher layers is our focus here. 
3  Use Cases

3.1 Case I: Information Service co-located with Information Database

3.1.1 Client-Server model 
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Figure 3.1.1 :  Use Case Scenario I (Client-Server Model)
Figure 3.1.1 presents a client-server use case model whereby Information Service (Server) is co-located with the Information Database.  In this scenario UE communicates with the individual NISP via interface “Ia”.  

3.1.2 Client-Proxy-Server model 
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Figure 3.1.2: Use Case Scenario II (Client-Proxy-Server Model)
Figure 3.1.2 presents a Client-Proxy-Server use case model whereby Information Service (Server) is co-located with the Information Database.  In this scenario, UE communicates with an NISP via interface “Ia” and if the NISP does not have the required information, it contacts another NISP via interface “Ia’” and the former NISP acts as a proxy to the latter NISP. [Note: Interface “Ia’” however does not support the Server-to-Server communication]

3.2 Case 2: Information Service with separate Information Database
3.2.1 Client-Server Model 
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Figure 3.2.1:  Use Case Scenario III (Client-Server Model)

Figure 3.2.1 presents a Client-Server  use case  model whereby Information Service (Server)  and  Information Database are two separate entities.  In this scenario UE communicates with the individual NISP via interface “Ia” as earlier and interface “Ix” is out of scope in current 802.21 PAR. 
3.2.2 Client-Proxy-Server Model
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Figure 3.2.2: Use Case Scenario IV (Client-Proxy-Server Model)

Figure 3.2.2 presents a Client-Proxy-Server use case  model whereby Information Service (Server) and Information Database are two separate entities.  In this scenario, UE communicates with an NISP via interface “Ia” and if the NISP does not have the required information, it contacts the other NISP via interface “Ia’” and the former NISP acts as a proxy to the latter NISP. [Note: Interface “Ia’” however does not support the Server-to-Server communication].  Interface “Ix” is out of scope in current 802.21 PAR. 

4 Requirements

This section identifies three types of requirements: i) generic higher layer requirements for 802.21 Information Service, ii) transport requirements for Information Service  and iii) security requirements for Information Service. 
4.1 Generic Higher Layer requirements for Information Service

4.1.1  The 802.21 IS Reference Model shall support both single-hop and multi-hop model for information exchange between a User Element (UE) and a Network IS Provider (NISP). 
4.1.2  The 802.21 IS specification shall define the interface “Ia” between UE and Information Server.  
4.1.3 The 802.21 IS specification shall define the interface “Ia` “between Information Proxy and Server in multi-hop model. 

4.1.4 The 802.21 IS specification shall define appropriate SAPs for higher layers, primitives and information elements to support the 802.21 MIH IS functionality. Both UE and Information Server shall support the MIH Information Service functionality.
4.1.5 The 802.21 IS specification shall support multiple ways of discovering the Information Server. The specification shall neither define a new mechanism nor mandate a specific mechanism for this purpose.  
4.1.6 The 802.21 IS specification shall define a basic set of   Information Elements (IEs) (both media independent and dependent) that are mandatory for supporting IS service. 

4.1.7 The 802.21 IS specification shall define an extended set of Information Elements (IEs) that are optional for supporting IS service
4.1.8 The 802.21 IS specification shall define a schema for basic set of media independent IEs in order to define the relationship among other IEs. The specification shall use a method or a language to define such schemas. 

4.1.9 The 802.21 IS specification shall define a method on how to query the information. Such a method shall utilize a flexible representation to make query more efficient. 
4.1.10 The 802.21 IS specification shall support multiple options in representing the IEs and the corresponding query/response format.
4.1.11 The 802.21 IS specification shall support the use cases that are defined in the document 
4.2   Generic Transport Requirements for Information Service

4.2.1 The 802.21 IS specification shall specify appropriate transport for carrying IS query and response between a UE and an Information Server.
4.2.2 The 802.21 IS specification shall specify appropriate transport to proxy IS query and response between a UE and an Information Server via intermediate NISPs.  

4.2.3  The 802.21 IS specification shall allow information exchange between a UE and an Information Server of an NISP via a reliable transport or a protocol.
4.2.4 The 802.21 IS specification shall support fragmentation of IS query and response frame where needed. 
4.3 Generic Security Requirements for Information Service

4.3.1 The 802.21 IS specification shall allow information exchange between a UE and an Information Server of an NISP both secure and non-secure way
4.3.2 The 802.21 specification shall satisfy following security requirement in order to support the information exchange in a secure way. 

4.3.2.1   Query request and response exchanged between a UE and an Information Server of an NISP shall be integrity and replay protected. It may also be encrypted if necessary. 
5  Information Elements
5.1.1 The following basic set of IEs (Table-1 and Table II ) shall be supported by 802.21 IS specification
5.1.2 Media Independent Information Elements 
	Name of Information Element
	Description
	Basic/Extended Set
	Comments

	Point of Attachment (PoA)
	Identification of the PoA.
	Basic Set
	A PoA is represented as a pair of PoA type and PoA identifier. A PoA type is a link type of the PoA. For example, RADIUS NAS-Port-Type attribute value which is a unique identifier defined in http://www.iana.org/assignments/radius-types can be used as a link type, e.g.,   

15: Ethernet

18: Wireless - Other

19: Wireless - IEEE 802.11

22: Wireless - CDMA2000

23: Wireless - UMTS

24: Wireless - 1X-EV

Etc.

A PoA identifier is unique within the PoA type, e.g., a BSSID of 802.11 access point.

	Neighboring Networks
	Link types of the networks that are neighbors of a given PoA.
	Basic Set
	Link type has the same structure as the PoA type of PoA information element.

	Neighboring PoAs
	PoAs that are neighbors of a given PoA.
	Basic Set
	PoA has the same structure as the PoA information element. 

	Location of PoA
	Geographical location of a given PoA. Multiple location types are supported including coordinate-based location information and civic address. 
	Basic Set
	The coordinate-based location information is defined in RFC 3825 and consists of:  

· Latitude Resolution

· Latitude

· Longitude Resolution

· Longitude

· Altitude Type

· Altitude Resolution

· Altitude

· Map Datum

The civic address location information is TBD.

	Network Operator
	The operator of a network.
	Basic Set
	An operator is represented as a pair of operator identifier and operator name. For example, SMI Network Management Private Enterprise Codes defined in http://www.iana.org/assignments/enterprise-numbers can be used as a global unique operator identifier.

	Roaming Partners
	Operators with which the current network operator has direct roaming agreements.
	Basic Set
	Each operator has the same structure as Network Operator information element. 

	Cost
	Indication of cost for service or network usage.
	Basic Set
	Cost is represented as a binary value, i.e., free or charged.

	Higher Layer Security Support
	A set of binary indications to represent the security characteristics of the higher layers of a network.
	Basic Set
	The following binary indications are defined:

· UAM: indicates whether Universal Access Method is used for authentication method in the network.

· PANA: indicates whether Protocol for carrying Authentication for Network Access is used for authentication method in the network. This indication is orthogonal to UAM indication.

	Higher Layer QoS Support
	A set of binary indications to represent the QoS characteristics of the higher layers of a network.
	Basic Set
	The following binary indications are defined:

· Diffserv: indicates whether the IP access network supports Diffserv-based QoS.


5.1.3 Media Dependent Information Elements 
	Name of Information Element
	Description
	Basic/Extended Set
	Comments

	Data Rate
	The maximum value of data rate supported by the link layer of a given PoA.
	Basic Set
	A data rate is represented as a 32-bit unsigned integer in unit of Kbps.

	PHY Type
	The media PHY type.
	Extended Set
	The PHY type can be defined by media-specific MIB.

	MAC Type
	The media MAC type.
	Extended Set
	The MAC type can be defined by media-specific MIB.

	Link Layer Security
	Security characteristics of the link layer of a given PoA.
	Extended Set
	Security characteristics are media-dependent and defined in the extended set. The security characteristics can be defined by media specific MIBs. For example, authentication methods and cipher suites can be part of the security characteristics. 

	Link Layer QoS
	QoS (Quality of Service) characteristics of the link layer of a given PoA.
	Extended Set
	QoS characteristics are media-dependent and defined in the extended set. The QoS characteristics can be defined by media specific MIBs. For example, QoS classes, traffic priorities can be part of the QoS characteristics.
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Figure 2.1:  Information Service Reference Model 
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