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1.  Introduction

The purpose of this document is to identify requirements to be satisfied by IEEE 802.11 specification for supporting MIH Services as specified by the IEEE 802.21 specification. This document also includes suggestions for possible amendments to the IEEE 802.11 specification for satisfying the identified requirements.
The IEEE 802.21 Information Elements can be categorized in terms of the phase of the network join process at which they are exchanged. Three main phases can be identified that apply generally, both to IEEE 802.11 and other networks:

· (State 1) Before attachment – before any resources or state for the client are established in the network. In IEEE 802.11 this is equivalent to pre-association.

· (State 2) Before authentication – when data can be exchanged over the IEEE 802.1X uncontrolled port. At this point the protocol frames may be at a slightly higher layer, but the information that may be exchanged is still limited.

· (State 3) After authentication – when data can be exchanged over the IEEE 802.1X controlled port. At this point any information can be exchanged.
2.  Requirements

This section identifies specific 802.21 requirements that need to be met by the 802.11 specification.
General Requirements

1.1. The 802.11 Reference Model shall support Media Independent Handover (MIH) Function services. The 802.11 specification shall define appropriate SAPs, primitives and information elements to support IEEE 802.21 MIH functionalities.
1.2. The IEEE 802.11 specification shall provide a means for APs to indicate support for the 802.21 specification.  This shall be in the form of a Media Independent Handover capability indication that should be made available before attaching to the network.
SAP Requirements
1.3. The IEEE 802.11 specification shall support link layer events as specified in the 802.21 specification. For each link layer event, this may result in definition of a new primitive, or change in semantics of an existing primitive or just identification of an existing primitive with appropriate semantics in the 802.11 specification.  The link layer events are identified in Table-1 in the IEEE 802.21 specification (and also repeated in section 3 of this document).
1.4. The 802.11 specification shall support link layer commands as specified in the 802.21 specification. For each link layer command this may result in definition of a new primitive, or change in semantics of an existing primitive or just identification of an existing primitive with appropriate semantics in the 802.11 specification. 
1.5. The 802.11 specification shall support primitives to query values of different Information Elements at L2.
Transport Requirements

1.6. The 802.11 specification shall support a L2 transport for transferring remote events and remote command messages (only in state 3 and not in any other state) over the air interface between the MIH function on the STA and the MIH Function on the PoA (AP).  The L2 transport shall need to support integrity, fragmentation and re-assembly of packets.
1.7. The STA shall be able to use the Information Service and query specific IEs. The 802.11 specification shall provide a suitable L2 transport that allows the STA to query the values of different Information Elements in State 1 and State 3 phases. The L2 transport shall need to support integrity, fragmentation and re-assembly of packets.
1.8. During state 3, the 802.11 specification shall support a new ether type for supporting MIH functionality over the data plane during the post-authentication phase. This has no additional requirements on 802.11.
3.  Suggested Amendments
3.1 Reference Diagram

The 802.11 Reference Diagram shall be updated as per Figure 1. 
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Fig 1: MIH Reference Diagram for 802.11
3.2 The following table lists the link layer events and triggers. These link layer events result in definition of additional primitives for MLME SAP. These remote event need to be supported in State 3. These messages may need a higher priority of transfer than normal data plane traffic. In such cases these messages shall also be transferable using a management frame.

	Event Id


	Event Type
	Event Name
	Description
	Comments
	802.11 Primitive

	1
	State Change
	Link Up
	L2 connection has been established


	Define all of these events in Infrastructure mode only
	Association and 4 way handshake successfully completed

	2
	State Change
	Link Down
	L2 connection has been broken


	There may be several reasons for Link Down
	Disassociation completed or last 3 consecutive L2 transmissions have timed out and STA cannot listen to beacons.



	3
	Predictive
	Link Going Down
	L2 connection loss is imminent


	Based on signal hysteresis and other analysis. Specific analysis  is outside of spec, just specify the semantics
	

	4
	State Change
	Link Detected
	A new link has been detected


	
	Can listen to the beacon, or got response to a probe message

	5
	State Change
	Link Parameters Change
	Link parameters has crossed specified threshold
	Parameters like signal strength, speed, QoS etc. have crossed pre-specified thresholds.
	

	6
	Administrative
	Link Event Rollback
	Link event needs to be rolled back since the predictive event did not occur as expected
	
	

	7
	Link Transmission
	Link SDU Transmit Success
	Success in transmitting SDU


	These may be useful during subnet changes (intra-ESS handovers)
	

	8
	Link Transmission
	Link SDU Transmit Failure
	Failure in SDU transmission


	These may be useful during subnet changes (intra-ESS handovers).
	

	9
	Link Synchronous
	Link Handover Imminent
	Decision has been made to handover and L2 handover is imminent


	These may be useful during subnet changes (intra-ESS handovers)
	

	10
	Link Synchronous
	Link Handover Complete
	L2 handover is now complete


	These may be useful during subnet changes
	

	…..
	……
	……
	
	
	


3.3 Information Service Elements

Media Independent Information Service Elements are a part of Information Elements which are queried by an MIH function from a server in the network. The IEs help the handover policy engine in making appropriate handover decisions. To describe the different Information Elements, following example scenario is considered:
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Fig 2: Example scenario.
An Access Network (AN) has different Point of Attachments (PoA) in order to cover a particular service area. A multi-mode Mobile Node can have connections with multiple ANs as well. All the clients in the AN’s service area can access different services over AN.

The following Information Elements (IEs) must be supported by the 802.11 specification. 

The table also includes individual columns for 802.11 Applicability indicating how relevant the IEs are to individual 802.11 access networks and what specific amendments (if any) may be needed from 802.11 access network. The Availability column indicates in what phase of connectivity do these IEs need to be made available from the 802.11 network to the different mobile clients.

Information may be accessed during different stages of attachment. The STA device can query for all IEs in each phase. However only the IEs supported in the appropriate attachment phase by the Information Service administrator shall be supported (query response shall have valid return values). In cases where the IE is not supported in a particular attachment phase (security or other reasons), the query response shall have Length field for Information value set to 0.

Table-1: Information Elements

	No
	Name of Information Element
	Description
	Comments

	

	1.1
	List of Neighboring Access Networks
	Link types of the networks that are available in a given geographical area.
	: Ethernet

: Wireless - Other

: Wireless - IEEE 802.11
: Wireless – IEEE 802.16
: Wireless - CDMA2000

: Wireless - UMTS

: Wireless - 1X-EV
Etc.


	1.2


	Number of distinct operators for each available link type


	There maybe multiple operators for each link type.

 
	If networks of same link type have different operators then they are classified as different networks. Thus there may be three different 802.11 networks in an area, each supported by a different operator.



	1.3


	Network Operator List for each type of link


	The list of network operators for each of the access networks.


	Thus if there are three 802.11 networks, this contains the list of three operators that support the three 802.11 networks in that area.



	For each (Link Type and Operator) combination following information may be provided



	2.1
	Number of Point of Attachments (PoA) for a specific Access Network in the Neighborhood


	Number of APs, BSs etc. in the vicinity of client device
	

	2.2
	Roaming Partners
	Operators with which the current network operator has direct roaming agreements.

	Each operator has the same structure as Network Operator information element. 

	2.3
	Cost
	Indication of cost for service or network usage.
	Cost is represented as a binary value, i.e., free or charged. We may need more details of cost

Is it feasible to define this in 802.11 as free/not free???



	2.4
	Link Layer Security Capabilities
	Security characteristics of the link layer 

	For example, authentication methods and cipher suites can be part of the security characteristics. 


	2.5
	Link Layer QoS capabilities
	QoS (Quality of Service) characteristics of the link layer 

	QoS classes, traffic priorities


	
	
	
	

	For each PoA of each (Link Type +Operator) network combination the following IEs can be defined



	3.0
	PoA Identification/Name


	
	SSID

	3.1
	Address Information


	MAC Address of PoA
	

	3.2
	Location of PoA
	Geographical location of a given PoA. Multiple location types are supported including coordinate-based location information and civic address. 
	The coordinate-based location information is defined in RFC 3825 and consists of:  

· Latitude

· Longitude

· Altitude

The civic address location information may also be needed.



	3.3
	Data Rate
	The minimum and maximum value of data rate supported by the link layer of a given PoA.

	A data rate is represented as a 32-bit unsigned integer in unit of Kbps.

	3.4
	PHY Type
	The media PHY type.
	The PHY type can be defined by media-specific MIB.


	3.5
	MAC Type
	The media MAC type.
	The MAC type can be defined by media-specific MIB.


	3.6
	Channel Range/Parameters
	Spectrum range supported by the Channel for that PoA


	This could be range in MHz, GHz etc.

	3.7
	Subnet Information


	Information about subnets supported by a typical PoA


	This could help in inter-subnet handovers. 

Is this feasible?

	3.8
	Individual PoA Capabilities Bitmap
	Bitmap of PoA capabilities
	Security Available           Y/N

QoS Available                 Y/N

Internet access available Y/N ?

IP Version 4 supported    Y/N ?

IP Version 6 supported    Y/N ?

Emergency services supported  Y/N

Others :



	
	
	
	

	Other Information Elements



	4.1
	Vendor specific IEs


	
	


3.4 MIH Capability Information field

Extended Capability Information

A new information element is defined to enable further extensions to be advertised and negotiated in IEEE 802.11.  The Extended Capability information element field is present under the same conditions for the Capability information variable length field.  The format for this information element is defined in Figure 3
	Order
	Size (octets)
	Description

	1
	1
	TBD Element ID (to be assigned by the IEEE Assigned Numbers Authority): defines the Extended Capability IE

	2
	1
	Length 

	3
	n
	Extended capabilities (Variable Size)


Figure 3 Extended Capability Information Element

Where:

Length indicates a value representing the variable size of the Extended Capabilities field.

The currently defined capabilities in this field can be defined as follows:

	 Byte 0
	Bit 0
	MIH Capability Enabled
	Indicates that MIH Capability is supported

	
	Bit 1


	MIH Event Service Enabled
	Indicates that MIH Event Service is supported

	
	Bit 2


	MIH Command Service Enabled
	Indicates that MIH Command Service is supported

	
	Bit 3


	MIH Information Service Enabled
	Indicates that MIH Information Service is supported

	
	Bit 4-7
	Reserved
	Set to 0, if not used



Figure 4 Extended Capabilities Field

Where:

Byte 0, Bit 0: An AP advertises its ability to support MIH Capability.  When this bit is set to 1 within the beacons, probes, association and re-association request or response messages, then it indicates support for the 802.21 Specification. If this bit is set to 0 then the device does not support 802.21 Specification
For purpose of understanding, an Annex has been added to mention the current state of the Capabilities field.

Annex: Capability Field – State of the art:
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