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1. Information Element Representation and Length
	No
	Information Element
	Representation


	Length (octets)

	1


	Link Type
	For example, RADIUS NAS-Port-Type attribute value which is a unique identifier defined in http://www.iana.org/assignments/radius-types, e.g.,   

15: Ethernet

18: Wireless - Other

19: Wireless - IEEE 802.11

22: Wireless - CDMA2000

23: Wireless - UMTS

24: Wireless - 1X-EV

Etc.


	4

	2


	Operator Identifier
	A combination of RADIUS Operator-Namespace and Operator-Name attributes defied in draft-ietf-geopriv-radius-lo-04.txt.
Operator Name space: {GSM, CDMA, REALM,..}

Operator Name:


	Variable

	3


	PoA Location
	Two types of location information are supported in draft-ietf-geopriv-radious-lo-04.txt, i.e., geospatial location information and civic location information. 
Geospatial location information consists of:

· Latitude Resolution

· Latitude

· Longitude Resolution

· Longitude

· Altitude Type {Floor, Meters)
· Altitude Resolution

· Altitude

· Map Datum (Co-ordinate reference system)
Civic location information consists of:
· Country Code
· Civic address elements

Method of obtaining location information

· GPS

· Manual


	Variable

	4
	PoA Address


	Link-layer address of PoA
(Usually the MAC Address of the PoA)


	Variable

	5

	Data Rate
	Kbps
	4 
(32-bit unsigned integer)



	6

	Channel Range
	(Low, High  range) MHz
	4,4
32-bit unsigned integer



	7

	PoA subnet info
	(IPv4/IPv6)

Each PoA may be assigned to multiple subnets


	Variable

	8

	PoA Capabilities

	Bitmap of different PoA capabilities
	4

	9

	PHY Type
	Classification of the Physical layer
	Variable

	10

	MAC Type
	Classification of the MAC layer
	Variable

	11


	Cost
	Should include the following:
Value: (Actual cost denomination)

Unit: (Country/Currency code)  - enumerated
Time Duration: Duration for which cost is applicable - enumerated
Service Info: (whether unrestricted or restricted)


	Variable

	12


	Security
	Cipher Suites and Authentication Methods
	Variable

	13


	QoS
	QoS classes and Traffic Specifications
	Variable

	
	
	
	


2.1 TLV Representation for 802.21 Information Elements
	Type
(4 octets)
	Length
(Variable octets)
	Value
(Variable octets)


	Represents the Type or ID of the Information Element


	Length of the Value field of IE

	The value of the IE
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Interpretation of the length field:

Case 1: If the number of octets occupied by the value field is less than 128, the size of the length field is always 1 octet and the MSB of the octet is set to the value ‘0’.

Case 2: If the number of octets occupied by the value field is greater than 127, then the length field is always greater than 1 octet. The MSB of the first octet of the length field is set to the value ‘1’ and the remaining 7 bits of the first octet indicate the number of octets that are appended further. The number represented by the 2nd octet of the length field indicates the total size of the value field.
2.2  Definition of Information Element Name Space

The 802.21 Information Elements can be assigned identifiers IDs as follows.
Each Information Element ID can be a 32 bit value.

	Range 
	Description
	Comments

	0x0000000


	Reserved
	

	0x00000001   -  0x1FFFFFFF
	Reserved for 802.21


	Core 802.21 specific IEs

	0x2 || (16 bit OUI) || (14 bit ID)


	Vendor specific IE
	IE defined on a per vendor basis

	0x30 || (8 bit Working Group identifier) || (16 bit WG specific ID of IEs)


	Reserved for different Working Groups.
	Can be reserved for other different SDOs and 802 WGs such as 802.11, 802.16 etc., if they want to define anything specific for heterogeneous handovers



	0x31 || (24 bit  ID)


	Reserved for IETF.
	Can be reserved for IETF protocols and other higher layer IEs.


	0x32 || ( 24 bits)


	Reserved for playpen area.
	Can be used in development and testing. Should not be used in released products. Avoids collision during development.



	0x33000000 – 0xFFFFFFFF

	Reserved 
	For future use


3. TLV Représentations
3.1 General Information

List of Access Networks (Link Types)
	Type
	Description
	Length
	Value

	0x1000001
	List of Neighboring Access Networks
	Variable
	List of different link types. 

4 octects for each link




Number of Operators (for each Access Network)
	Type
	Description
	Length
	Value

	0x10000002
	Number of operators for each link type
	2 octets
	Number of different operators for each link type



List of Operators (for each Access Network)
	Type
	Description
	Length
	Value

	0x10000003
	List of Network Operators for a specific link
	Variable
	List of different operators for each link type. The value field contains zero or more Operator Identifier TLVs.



Operator Identifier
	Type
	Description
	Length
	Value

	0x10000004
	An identifier of an operator
	Variable
	A combination of operator namespace and operator name is encoded in this field. The encoding format is defined in Table 1.



Table 1: Value field format of Operator Identifier TLV

	Syntax
	Length (octets)
	Note

	  L_OperatorNamespace
	1
	Length of OperatorNamespace in octets


	  L_OperatorName
	1
	Length of OperatorName in octets


	  OperatorNamespace
	Variable
	A value of RADIUS Operator-Namespace attribute defined in draft-ietf-geopriv-radius-lo-04.txt: 

GSM  : GSM Association TADIG WG
CDMA : IMSI Oversight Council
REALM: IANA or delegate



	  OperatorName
	Variable
	A value of RADIUS Operator-Name attribute defined in draft-ietf-geopriv-radius-lo-04.txt. The value is a non-NULL terminated string whose Length MUST NOT exceeds 253 bytes.  The value uniquely identifies the operator name within the scope of the operator namespace.




3.2 Access Network specific information

Number of PoAs (for Access network + Operator)
	Type
	Description
	Length
	Value

	0x10000101
	Number of PoAs 
	2 octets
	Number of PoAs for a specific link type + Operator combination




Roaming Partners (for Access Network + Operator)
	Type
	Description
	Length
	Value

	0x10000102
	Roaming partners
	Variable
	List of different operators. The value field contains zero or more Operator Identifier TLVs.



Cost (for Access Network + Operator)
	Type
	Description
	Length
	Value

	0x10000103
	Cost
	Variable
	Cost of accessing the network.




An example could be:
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Currency/Unit : enum values could be taken from standard values like in http://www.jhall.demon.co.uk/currency/by_country.html
Duration: {YEAR, MONTH, WEEK, DAY, HOUR, MINUTE, SECOND}

Service-Info: {Unrestricted, Restricted }

Security of Network (for Access Network + Operator)
	Type
	Description
	Length
	Value

	0x10000104
	Security of Network
	Variable
	Authentication Methods and Cipher suites used.
The length, format and semantics of this field are specific to each link type and defined by each media-specific WG or SDO. In many cases, this field contains values of media-specific MIB objects used for representing security characteristics of the media.



QoS in Network (for Access Network + Operator)
	Type
	Description
	Length
	Value

	0x10000105
	QoS of Network
	Variable
	QoS classes and Traffic Specifications. The length, format and semantics of this field are specific to each link type and defined by each media-specific WG or SDO. In many cases, this field contains values of media-specific MIB objects used for representing QoS characteristics of the media.



3.3 PoA specific information

PoA Location (for each PoA of Access Network + Operator combination )
	Type
	Description
	Length
	Value

	0x10000201
	PoA Location
	Variable
	The Value field of RADIUS Location-Information attribute is encoded in this field. The encoding format is defined in draft-ietf-geopriv-radius-lo-04.txt.



Table 2: Value field format of PoA Location TLV

	Syntax
	Length (octets)
	Note

	  LocationFormat
	1
	Format of location information

0: Civic location information

1: Geospatial location information


	  Method
	1
	Way location information was derived or discovered:

0: GPS

1: Assisted GPS

2: Manual

3: Provided by DHCP

4: Triangulation

5: Cell

6: IEEE 802.11 WLAN Access Point


	   L_LocationInformation

	1
	Length of LocationInformation in octets

	  LocationInformation
	Variable
	Civic location or Geospatial location information attributes



Table 3: Value field format of PoA LocationInformation (Civic Address)
	Syntax
	Length (octets)
	Note

	  Country Code
	2
	Two-letter ISO 3166 country code in capital ASCII letters


	   L_CivicAddressElements


	1
	Length of CivicAddressElements in octets

	  CivicAddressElements
	Variable
	Civic address elements



Table 4: Value field format of PoA LocationInformation (Geospatial location)
	Syntax
	Length (bits)
	Note

	  LatitudeResolution
	6
	Latitude Resolution

	   Latitude

	34
	Latitude

	LongitudeResolution
	6
	Longitude Resolution



	   Longitude


	34
	Longitude

	AltitudeType
	4
	Following codes are defined:

1: Meters

2: Floors



	AltitudeResolution


	6
	Altitude Resolution

	Altitude


	30
	Altitude

	Datum
	8
	1: WGS

2: NAD 83 (with associated vertical datum for North American vertical datum for 1998)

3: NAD 83 (with associated vertical datum for Mean Lower Low Water (MLLW))




PoA Data Rate (for each PoA of Access Network + Operator combination )
	Type
	Description
	Length
	Value

	0x10000202
	PoA Data Rate
	4 octets
	Data rate



PoA MAC Type (for each PoA of Access Network + Operator combination )
	Type
	Description
	Length
	Value

	0x10000203
	MAC Type
	Variable
	The length, format and semantics of this field are specific to each link type and defined by each media-specific WG or SDO. In many cases, this field contains values of media-specific MIB objects used for representing a MAC type of the media. An example for 802.16 is WmanIfMacVersion (of type INTEGER) of WMAN-IF-MIB. Another example for 802.11 is dot11StationConfigEntry (of type Dot11StationConfigEntry) of IEEE802dot11-MIB.



PoA Channel Range (for each PoA of Access Network + Operator combination )
	Type
	Description
	Length
	Value

	0x10000204
	Channel range
	8 octets
	Channel Range (Low, High)



PoA Subnet Information (for each PoA of Access Network + Operator combination )
	Type
	Description
	Length
	Value

	0x10000205
	PoA subnet Info
	Variable
	This field contains a list of subnets to which the link of the PoA belongs. The encoding format is defined in Table 2.



Table 5: Value field format of PoA Subnet Information TLV

	Syntax
	Size (octets)
	Note

	N_Subnet
	1
	The number of Subnets.


	For (i=0; i<N_Subnet; i++) {  
	-
	-

	  Address
	Variable
	An IP address of the PoA encoded as Address base type of Diameter protocol (RFC3588). AddressType is encoded in the first 2-octet, which must be either 1 (IPv4) or 2 (IPv6). 

	  L_Prefix
	1
	The bit length of the prefix of the subnet to which Address belongs. L_Prefix<=32 for IPv4 subnet and L_Prefix<=128 for IPv6 subnet

	}
	-
	-


PoA Capabilities (for each PoA of Access Network + Operator combination )
	Type
	Description
	Length
	Value

	0x10000206
	PoA Capabilities
	4 octets
	PoA Capability bitmap
Bit 0: Security                          Y/N

Bit 1: QoS                                Y/N

Bit 2: Internet Access               Y/N

Bit 3: IP Version 4                   Y/N 

Bit 4: IP Version 6                   Y/N 

Bit 5: Emergency Services       Y/N

Bit 6-31 : Reserved



	
	
	
	


PoA PHY Type (for each PoA of Access Network + Operator combination )
	Type
	Description
	Length
	Value

	0x10000207
	PHY Type
	Variable
	The length, format and semantics of this field are specific to each link type and defined by each media-specific WG or SDO. In many cases, this field contains values of media-specific MIB objects used for representing a PHY type of the media. An example for 802.16 is an OID suffix (4-octet integer) of an object defined as a sub-class of wmanIfBsPhy in WMAN-IF-MIB. Another example for 802.11 is the value of dot11PHYType instance (of type INTEGER) in IEEE802dot11-MIB.



PoA Address
	Type
	Description
	Length
	Value

	0x10000208
	Link-layer address of PoA
	Variable
	The link-layer address of the PoA encoded as Address base type of  Diameter protocol (RFC3588). AddressType is encoded in the first 2-octet.


4. Information Request and Response
The client sends an Information Request to the MIH PoS. The MIH PoS sends an Information response to the client.

Information Request (From Client to Information Server)
	Type
	Length
	Additional Parameters

	Type value of IE


	Length of Additional parameters
	Any additional parameters for request


Information Response (from Information Server to Client)
	Type
	Length
	Value

	Type value of IE


	Length of Value
	The value of corresponding IEs


4.1 General Information

4.1.1 General Network Information Report (for all link types)
Request

	Type
	Length
	Additional Parameters 

	0x100000FF
	0
	


Response

	Type
	Length

	0x100000FF
	Variable


	Number of Links (1)

	
	Link Type_1 (4)


	Number of Operators for Link_Type_1 (1)


	List of Operators TLV for Link_Type_1 (variable)

	
	Link Type_2 (4)


	Number of Operators for Link_Type_2 (1)


	List of Operators TLV for Link_Type_2 (variable)

	
	Link Type_3 (4)


	Number of Operators for Link_Type_3 (1)


	List of Operators TLV for Link_Type_3 (variable)

	
	…….


	…….
	…….


4.1.2 List of Networks (Link Types)

Request

	Type
	Length
	Additional Parameters

	0x10000001
	0
	


Response

	Type
	Length
	Value

	0x10000001
	Variable
	List of different link types. 

Four (4) octets for each link




4.1.3 Number of Operators (for each link type)

Request

	Type
	Length
	Additional Parameters

	0x10000002
	4
	Link type


Response

	Type
	Length
	Value

	0x10000002
	2
	Number of Operators




4.1.4 List of Operators (for each link type)

Request

	Type
	Length
	Additional Parameters

	0x10000003
	4
	Link type (4)


Response

	Type
	Length
	Value

	0x10000003
	Variable
	List of Operators TLV 



4.2 Access Network specific Information

4.2.1 Access Network Information Report (for each link type and Operator)
Request

	Type
	Length
	Additional Parameters

	0x100001FE
	Variable
	Link Type
(4)


	Operator Identifier TLV
(Variable)


Response

	Type
	Length
	Value

	0x100001FE
	Variable


	Link Type_1 (4)


	Operator Identifier TLV (Variable)
	Number of PoAs (1)
	List of Roaming Partners TLVs (variable)


	Cost TLV (variable)
	QoS TLV (variable)
	Security of Network TLV (variable)


4.2.2 Access Network Information Report (for all link types)
Request

	Type
	Length
	Additional Parameters

	0x100001FF
	0
	


Response

	Type
	Length
	Value

	0x100001FF
	Variable


	Number of Links (1)


	

	
	Link Type_1 (4)


	Operator Identifier TLV (variable)
	Number of PoAs (1)
	List of Roaming Partners TLV (variable)


	Cost TLV (variable)
	QoS TLV (variable)
	Security of Network TLV (variable)

	
	Link Type_1 (4)


	Operator Identifier TLV (variable)
	Number of PoAs (1)
	List of Roaming Partners TLV (variable)


	Cost TLV (variable)
	QoS TLV  (variable)
	Security of Network TLV (variable) 

	
	……….
	
	
	
	
	
	

	
	…….


	
	
	
	
	
	


4.3 PoA specific information

4.3.1 PoA Information Report (for each Link type and Operator)

Request

	Type
	Length
	Additional Parameters

	0x100002FF
	5variable 
	Link Type

(4)


	Operator Identifier TLV
(variable)


Response

	Type
	Length
	Value

	0x100002FF
	Variable


	Link Type_1 

(4)


	Operator Identifier TLV (variable )
	Number of PoAs 

(1)

	
	
	PoA Address TLV
(variable)
	PoA Location TLV (variable)


	Data Rate (4)
	PoA PHY Type TLV (variable)
	PoA MAC Type TLV (variable )
	Channel Range (4)
	PoA Subnet information TLV
(variable )
	Capability Bitmap 

(4)

	
	
	PoA Address TLV

(variable)
	PoA Location TLV (variable )


	Data Rate (4)
	PoA PHY Type TLV (variable )
	PoA MAC Type TLV (variable )
	Channel Range (4)
	PoA Subnet information TLV

(variable )
	Capability Bitmap 

(4)

	
	
	……
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