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Forward
(This introduction is not part of IEEE P1900.2/D2.0, Draft Recommended Practice for Interference and Coexistence Analysis.)

Perhaps the critical question to be answered when analyzing interference is, at what point does interference rise to the level of harmful interference?  Harmful interference is an imprecise concept, combining the physical facts of a situation with the economic and perceptual perspective of the stakeholders involved. This recommended practice addresses several elements necessary for making an analysis of the potential for harmful interference.  It seeks to require a scientific and objective approach for those elements where this is possible.  It is hoped that by clarifying assumptions and bringing engineering clarity to some aspects of the determination the relative importance of the benefits and risks will be facilitated. 
This recommended practice provides guidance on analyzing the potential for interference and coexistence between radio services.  It describes a structure and method for analyzing the interference between radio services under a variety of scenarios.  Factors to be used in these analyses will be detailed.  Recommended values for parameters such as propagation loss under different deployment scenarios will be provided.

It asks and provides a method for answering the vernacular questions:
· Where am I?

· Who else is around here?

· What do I have to worry about?

· What can help us get along?

One motivation of the analysis being undertaken in this document is to provide an objective framework for thinking about interference.  From this basis an understanding is gained of dependencies and relative importance of the variables of the problem.
In the end a thorough interference analysis provides an invaluable support for decision making by appropriate authorities about accepting new technologies or systems.

Having this understanding Coase’s theory .. You can figure out who pays whom and how much to make life good.

Companies can also anticipate customer satisfaction and warranty costs for products that are subject to interference.
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Draft Recommended Practice for 
Interference and Coexistence Analysis
1. Introduction

Everyone knows that we have decided to measure the speed of cars on highways using a specific technical metric. We measure miles per hour on an absolute basis. We could choose another metric, by, for example, measuring relative speed and examining how fast a car is moving in relation to all other cars. But whatever metric we choose, we next must choose a standard that enables us to determine the permissible speed. Is it 45 MPH, 55 MPH, or 65 MPH for the road in question? This is a policy decision that may take estimates of lives lost, traffic congestion, and fuel economy into account. But merely knowing that we measure speed in miles per hour does not allow us to choose speed limits for each road that are not arbitrary and that are the right balance of costs and benefits.

1.1 Scope 

This standard will provide technical guidelines for analyzing the potential for coexistence or in contrast interference between radio systems operating in the same frequency band or between different frequency bands.
1.2 Purpose 

New concepts and technologies are rapidly emerging in the fields of spectrum management, policy defined radio, adaptive radio and software defined radio. A primary goal of these initiatives is to improve spectral efficiency.  This standard will provide guidance for the analysis of coexistence and interference between various radio services.

1.3 Organization of the document

This recommended practice provides guidance on analyzing the potential for interference and coexistence between radio services.  Guidance is given for estimating the co-channel, adjacent channel and out-of-band interference under a variety of scenarios.  Factors to be used in these analyses will be defined in detail.  Recommended values for parameters such as propagation loss under different deployment scenarios will be provided.

This document provides an explicit structure for the analysis of interference.  Further, it advocates for a specific model for determining when interference rises to the level of harmful interference.  This model provides explicit bounded protection to the impacted user while providing assurances and performance goals to the manufacturer of a potential interferer. 
As this recommended practice presents an analytic model for assessing harmful interference, it not only provides quantitative analysis, but, also provides insight into how factors such as directional antennas, power control, and licensed channel avoidance strategies affect the aggregate interference. Further, it suggests that complex factors such as unlicensed device modulation schemes can be captured in a simple measurement. 
These insights can be applied to the design of new or modified radio services and in determining the relative costs and benefits of a proposal.  This method may be used for many purposes, among which are:

· Evaluating the impact of introducing new equipment to an existing band with incumbent non-cooperating equipment.

· Comparing different regulations or operating policy sets.

· Evaluating the need for a new test method or standard.

It asks and provides guidance on answering the vernacular questions:

· Where am I?

· Who else is around here?

· What do I have to worry about?

· What can help us get along?

The body of the document provides a structure for an interference analysis.  Annexes provide sample analyses, divided into families, demonstrating the value of the structure in different contexts.  

2. References

3. Definitions, acronyms and abbreviations

3.1 Definitions

Spectrum Underlay - A technology that is designed to operate at the same frequency as another radio service in a way that does not impermissibly interfere with that service, by, for example, operating at low power, or operating in locations or at times where the other radio service is not operating. This arrangement could result in a more efficient overall use of the frequency band. Examples are ultra-wideband devices, heart-monitoring devices, and some radio astronomy operations. See FCC Spectrum Policy Task Force Report at 5.

3.2 Acronyms and abbreviations

	AM
	Amplitude Modulation

	ANSI
	American National Standards Institute

	CDMA
	Code Division Multiple Access

	CFR
	Code of Federal Regulations

	CW
	Carrier Wave

	dB
	decibel

	dB SPL
	decibels referenced to a sound pressure level of 20 (Pascals

	dBm0
	Power level in dBm relative to zero transmission level point

	DTX
	Discontinuous Transmission

	EMC
	ElectroMagnetic Compatibility

	ETSI
	European Telecommunications Standards Institute

	f
	Frequency

	FDD
	Frequency division duplex

	GSM
	Global System for Mobile

	HFA
	High Frequency Average

	iDEN
	Integrated Digital Enhanced Network

	IEC
	International Electrotechnical Commission

	IEEE
	Institute of Electrical and Electronics Engineers

	ISO
	International Organization for Standardization

	NADC
	North American Digital Cellular

	P
	transmit power or forward power (Watts)

	PC
	personal computer

	PCS
	personal communications services

	PEP
	Peak Envelope Power

	Q
	quality factor

	QAM
	quadrature amplitude modulation

	RBW
	resolution bandwidth

	RF
	radio frequency

	RMS
	root mean square

	Rx
	receiver

	SPL
	sound pressure level

	TDMA
	Time Division Multiple Access

	TEM
	transverse electromagnetic

	TDD
	Time division duplex

	Tx
	transmitter

	UARFCN
	UTRA Absolute Radio Frequency Channel

	UKAS
	United Kingdom Accreditation Service

	UMTS
	Universal Mobile Telecommunications System

	UTRA
	Universal Terrestrial Radio Access

	VoIP
	Voice over Internet Protocol

	VSWR
	Voltage Standing Wave Ratio

	WB TEM
	WideBand Transverse ElectroMagnetic

	WCDMA
	Wideband Code Division Multiple Access

	WD
	Wireless Communications Device


4. Structure for interference analysis

This standard provides a structure to organize an interference analysis.  The outline for this structure is:

1. Executive summary

2. Overview

3. Context

a) Purpose

b) Benefit of proposal

c) Scenario(s)

1) Usage model
2) Response time
d) Context/Comparison
1) Current environment

2) Usage sensitivities
4. Variables

a) Relevant variables

b) Contrasting Variables

5. Frequency & system relationships

6. Operating impact

7. Matrix reduction
8. Analysis of effects
9. Analysis uncertainty

10. Benefits vs impact
11. Summation
The purpose of this structure is to provide a systematic approach to interference analysis.  It guides the analysis to systematic review and focus the analysis on the critical aspects of the analysis being performed.  By following a similar format differing analyses may be compared more readily and the underlying differences identified. Thus focus may be brought more quickly to the critical elements , where more data or detailed attention may either confirm an analysis or explain the reasons for differing conclusions.
4.1 Executive summary

This section is provided as a brief summary of the problem and the findings of the analysis.
4.2 Overview

The overview section is optional but provides an opportunity for an executive summary of the analysis.  A brief introduction to the analysis and its principle findings is often very helpful for reads.
4.3 Context

This standard recommends that an interference analysis begin by describing its context.  Why is this analysis being performed?  What underlying assumption are being made?  What is not being analyzed?  By providing this information in the early part of an analysis the reader may quickly understand both what will be done and if the analysis addresses their issue of interest.

4.3.1 Purpose
The purpose section answers the questions:

· Why is this analysis being done?  
· What are the questions being addressed? 
· What need is being served?

If the possibility of significant misunderstanding exists it may be helpful to also define areas that are beyond the scope of a particular analysis.
4.3.2 Benefits of proposal

If the analysis is being done to explore a proposed innovation or improvement a description of the anticipated benefits to be provided should be placed in this section.  At the end of the analysis a discussion of the cost verses interference impact will be given.  Many proposals are an implicit or explicit benefit versus impact trade.  This section with the benefits vs impact analysis provide the analyst the opportunity to state their assessment of this balance.
4.3.3 Scenario(s)

In this section the scenario(s) being analyzed are described.  The usage model should be described.  Does the analysis assume a home, office or industrial environment?  What kinds of equipment are most commonly used together in the scenario being addressed?
4.3.3.1 Usage model
This section defines what usage models are assumed.  Commonly when beginning an analysis a great many usage models can be envisioned.  Typically, after some consideration, a few of the usage models define the problem.  These defining models are the scenarios that are the most difficult and define the boundary for the analysis.  There will always be scenarios that are worse than those identified.  However, the analysis will typically describe why those are rejected, either as being too infrequent to consider, beyond the purpose of a particular analysis for other reasons or because the consequences of interference are of less significance than the cases selected as being of primary importance.
4.3.3.1.1 Impact of interference

The usage model will define the impact of interference.  The impact of interference should be specifically described.  Should interference occur would the result be a major disaster or an annoyance?

An important component of the impact of interference is its impact.  In some cases any momentary interference may be of major concern.  In other scenarios if interference can be dealt with in a reasonable time then it is acceptable.

It is when the interference power becomes too large relative to the received signal that performance degradation occurs. Performance degradation can manifest itself as lower data throughput, lower voice quality, or video distortions, depending on the service. A definition of when this degradation is too much is required for each service. In principle it should only be considered too much if it is observable by the end user or system operation.  For instance, a source of interference may cause more errors in a digital signal, but, if the end user can not differentiate the performance with and without the interferer, then it is negligible.  In this section the forms of degradation to be assessed are set forth.
4.3.3.1.2 Spatial and power limits

In cases where a dynamic user will be operating with a protected user the parameters that allow for spatial reuse of spectrum are very important.  In a situation where there is a protected user that transmits on a relatively static, such as a broadcast service, the dynamic user must operate with the spatial and power limits required by the protected user’s transmission characteristics.  

When an opportunistic user operates on an underlay basis with a protected user it is important that the power be set such that reception of protected user’s signal is not impacted.  The dynamic user must understand the power limits it must protect.

4.3.3.1.3 Temporal limits

When an opportunistic user will be operating with a protected user that that transmits periodically rather that continuously the opportunity exist for frequencies to be used during quiet periods of the protected users’ signals.  The temporal characteristics of the protected user’s transmissions become significant.  The time required to detect a protected user’s signal and abandon the channel is of primary concern

4.3.3.1.4 Other orthogonal parameters

While power, distance and time are the primary variables currently available for separating transmissions, there are others variables for signal orthogonality.  Currently these may be less practical and need not be addressed at this time.  However, they may become important as experience and technology develop.
How can a dynamic access radio be sure to “protect” other signals?

Do we assume that there is an established set of policies that protect users, or do we need to use the 1900.2 practices to establish the protection levels? probably yes on both accounts.

4.3.3.2 Response time

The response time within the scenario(s) being analyzed should be described as they relate to interference.  In some cases if unacceptable levels of interference occur the only remedy is to upgrade the equipment involved.  In these cases knowing the average replacement time may be a major issue.  If a class of equipment is routinely upgraded within a short time then the ability to deal with interference may be significantly better than equipment that is typically deployed and left in use for a period of a decade or longer.
For other kinds of interference the solution for an interference problem would not be to upgrade the equipment but to use some field management mechanism to reduce the interference to an acceptable level.  In these scenarios knowing the response time of the field management technique is of major interest.
4.3.4 Context/Comparison
In this section the following questions are addressed:

· What interference exists now?
· What are the points of difference between the existing state and that being analyzed?
It is important that an analysis be prepared against a valid context.  If a new radio service is being proposed how does it compare to the existing radio services?  If a new standard or regulation is being proposed how will it increase or decrease interference as compared to current standards or regulations?  
Interference must be carefully defined.  In radios interference is a receiver phenomenon. When a radio device receives both desired and undesired signals at the same time, the undesired signals at the receiver are interference. Signals that are present at the receiver when it is not receiving; that are on the path from the transmitter to receiver; or that are at the transmitter are not directly relevant. 

In practice any radio device radiates electromagnetic energy across a wide swath of spectrum that extends beyond its nominal channel. The signal power propagates beyond where it can usefully be received. Many sources unintentionally emit power in the form of radio signals.  Thus a licensed device receives not only desired signals, but also unwanted signals from natural sources, transmitters in nearby bands, distant transmitters in the same band, unintentional radiators, and unlicensed devices.  It is impossible to stop all of these unwanted signals. An absolute interference ban in a band is impossible. Therefore wireless receivers are designed to accommodate a certain level of interference.

Context is important because it gives a basis for the value judgments made at the end of an analysis.  Without a context it is very difficult to decide if a given level of interference or protection is good or bad, acceptable or unacceptable.
4.3.4.1 Current environment

All systems operate in environments with some noise and potential sources of interference.  Common example of these additional sources of noise and interference are:

· Thermal Noise

· Natural Environmental Noise

· Device Internal Noise

· System Internal Noise
When a new device is introduced it adds its own effect into this existing context.  To only compare a system to its impact on thermal noise uses an unrealistic basis for comparison.  No system operates only in the presence of thermal noise.  Systems are designed to operate routinely with reasonable levels of interference energy from a variety of sources.  The comparison which is more realistic is that which placed a new service in context with the true existing environment that systems routinely experience.

The context, combined with the scenario determines the interference relevance threshold.  The interference relevance threshold is the level at which interference becomes a major concern for a given scenario.  For some scenarios interference is not a major concern until there is system failure.  In other scenarios any marginal degradation in signal parameters is of concern.  If a system suffers a interruption of service daily for other reasons interference that adds a single interruption once a year should not be of major concern.

Outages can occur even with a stringent limit on other devices on or near the protected band. Users may be operating far from the licensed receiver outside the defined coverage area and therefore have signals too weak to be reliably received.  Similarly the device may be located in an area where coverage was not intended such as in the basement. The defined coverage area may specifically allow that some licensed devices suffer outages.  The signal may be susceptible to natural interference such as caused by lightning or solar flares or variations due to season and weather. The receiver device itself may suffer outages that cause loss of service (e.g. when there is a power utility outage, or when a user misconfigures the device). Finally, the licensed transmitter might have planned or unplanned service outages for maintenance or due to equipment failure. Thus, when evaluating harmful interference caused by a new unlicensed device it must be within the context of these pre-existing outage events. In particular, a harmful interference standard can not be set more stringent than is caused by these preexisting outages.
4.3.4.2 Usage sensitivities

An important part of reviewing the usage scenarios is to identify the sensitivities of each scenario.  As an example, latency may not be important to a best effort, packet data transmission but will be very important to a real-time voice service. 

Each usage model will have different real-world impact.  The requirements of a transmission carrying critical for a high priority service will be very different from those of a convenience service used only for entertainment.
4.3.5 Harmful interference analysis

A clearer standard of what defines harmful and acceptable interference is needed to be articulated in policy and regulatory rules. Further a proactive process is needed that specifies how the harmful interference is measured and remedied over time.  It is not uncommon for an analysis based on worst-case assumptions to show that any device could have a negative impact on protected devices, while others argue that the impact will be minimal.  This section provides a structure whereby a determination may be made as to when the interference will rise to the level of harmful interference.  Other parts of the analysis directed in this recommended practice will assess the probability of that occurring.
Once a potential interference process is defined there will be parameters to be defined such as the maximum power levels or the required fidelity of a channel avoidance mechanism. Fielded deployments are expensive and time consuming. Laboratory tests can be artificial and deriving parameter relationships laborious. An analytic model can help expose these relationships clearly so that parameter tradeoffs can be made more intelligently and can provide insights into the harmful interference and channel avoidance processes. 

This section presents a framework for determining the boundary between interference and harmful interference. The framework is a set of interference notions that policymakers can choose from when setting policy and defining device rules. 

There are several categories of interference which will be used in this analysis.  These categories identify and explicitly define the differing types of interference.  For some scenarios only one or a few of these categories will be of interest.  For others all of the categories of interference will be of concern. 

a) Conceivable per Receiver Interference: Conceivable interference exists when a configuration of a protected device and another device that can theoretically cause an outage in the protected device.
b) Observed per Receiver Interference: Observed interference exists when there are experimental or field reports of a protected receiver outage due to the operation of another device, under typical usage of the protected and offending device.
c) Extended per Receiver Interference: If outage at a protected receiver occurs under typical usage for more than a specified fraction of the time (e.g. no receiver can experience an outage more than X minutes per year) then extended per receiver interference exists. 
d) Widespread Interference: Widespread interference exists if more than a specified fraction of protected receivers experience an outage at any time (e.g. not more than Y% of receivers experience an outage at any time).
e) Widespread Extended Interference: Widespread, extended interference exists if more than a specified fraction of protected receivers experience an outage for more than a specified fraction of the time (e.g. outages affecting more than Y% of receivers can not exceed X minutes per year). 
f) Probability of Interference: The probability of interference summarizes the fraction of protected devices experiencing an outage, averaged over time (e.g. no more than Z% of devices experience an outage on average).  To clarify the relationships, two further examples are given here: If no device ever experiences an outage more than X minutes per year (extended interference) than an outage exceeding  Y% of the devices will not occur for more than X minutes per year (widespread extended interference). The probability of interference is calculated as follows: given the X, determined for extended per receiver interference, and Y, of widespread interference, the probability of interference is Z = (100 – Y) X/M + Y, where M is the number of minutes in a year. 

g)   Aggregate here refers to the total effect across many licensed receivers. It is not related to the issue that a receiver may suffer an outage as a result of the sum of multiple unlicensed device signals. This concept is captured in the unlicensed device model.
The relationship is shown graphically in Figure 1. As indicated by the arrows, a protected receiver model lower on the graph can be used to satisfy a model higher on the graph. For instance, if no outages are ever observed then all of the higher models of interference are automatically satisfied.
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Figure 1 – Interference categories
Figure 2 illustrates that the first category, conceivable interference, is based on a calculated or theoretical
 while observed interference is based upon experimental or field data.
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In practice  

Expected Interference  

Widespread Extended  Interference  

Widespread  In terference   Extended Interference  

Observed Interference  

Conceivable  In terference  


Figure 2 – Observable interference categories

The first three categories are based on the experience of a single receiver, as illustrated in Figure 3. It is enough for even one protected receiver to violate the model conditions in order for harmful interference to be claimed. Extended per Receiver Interference is defined for a given measurement period. Too short a period (e.g. one hour) will not properly capture long term performance. Longer periods will better capture this long term performance and can also capturing egregious violators quickly. As an example if the outage allowed per year is one hour and this is met in the first day an new device begins operation, then the model is already violated.  
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In practice  
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Figure 3 – Single receiver interference categories

Figure 4 illustrates that the next three categories are aggregate standards, defined for some set of protected receivers. Individual protected receivers may have sporadic or long outage periods as long as the set of licensed receivers meet the aggregate criteria. The protected receiver set could be defined by geographic area, type of usage, and type of device; for instance, television receivers in the Denver metropolitan area.  Note also that the criteria (except the first) are defined for actual outages of operating licensed receivers. A receiver that is turned off cannot experience an outage. In particular a receiver that is on for less than X minutes can not ever violate the extended interference criteria. 
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Figure 4 – System interference categories

Used together these categories guide the analysis of when interference rises to the level of harmful interference and how frequently that will happen in a given scenario.
4.4 Variables

4.4.1 Relevant variables
It is recommended that each analysis provide a discussion of the variable considered and the subset selected as relevant to the problem.  Many variables may affect an interference analysis.  For each problem a subset of these variables are important.  It is important to understand what variable will be analyzed and why other variables were not considered relevant for the analysis.

Figure 1 categorizes the major variables into four groups:  

[image: image5]
Figure 5 – Major groupings of variables affecting RF operation

Among the variable to be considered arranged by their group, are:

1. RF Physical Domain
a. Frequency range

b. Frequency selection

c. Emission bandwidth

d. Unintentional emissions

e. Modulation efficiency

f. Time division transmission
g. Link power budget

h. Power Control
i. Interference mitigation or tolerance

j. Multi-Path Tolerance

k. Directionality of signal

l. Time (TDD) or frequency division duplex (FDD)

m. Demodulated waveform characteristics peak-to-average (PAR)
n. Does the victim respond to peak or average power

o. TX vs RX relationship to the variables


2. Logical Domain

a. Geographic awareness

i. Location information

ii. Information sharing

iii. System management

iv. Management based on angle to satellite
v. Movement vs speed of adaptation
b. Environmental awareness

i. Spectrum Sensing

ii. Frequency Range

iii. Dynamic Range

iv. Signal Identification Capability

v. Collision Detection & Management

vi. Coordinated or Orthogonal Operation


c. Network variables
i. Transport Control

ii. Network Routing

iii. Directional Routing

iv. Access Priority

v. Quality of Service

vi. Service System Integration
vii. Operational Protocols to manage interference
4.4.2 Contrasting variables
When an analysis is comparing two scenarios some variables are different between the two scenarios and many others are not.  In many cases only the variables that are affected by the differences in the scenarios being analyzed need be analyzed.  However, in some cases it will be important to include selection, non-contrasting variables.  In many cases while an analysis is primarily intended to compare two scenarios, both scenarios must meet some higher order expectation to be acceptable.  In such cases it will be important to determine not only which scenario is superior but that it is also sufficient for the intended purpose.
4.5 Frequency & system relationships
Once the variables to be analyzed are selected, their possible impact on the various frequency relationships must be identified.  Specifically the following frequency regions are to be considered for each analysis:

· In Channel
· Adjacent Channel (directly adjacent channels and distant but in-band channels)
· Band Edge

· Out-of-Band (near and far out-of-band)

[image: image6]
Figure 6 – Frequency relationships

For each frequency region a review is necessary of the types of systems operating in that region.  Discuss the various types of equipment operating in each frequency region with a focus on the characteristics of the equipment that are relevant to the issue being studied.
4.6 Operating impact

Interference may be analyzed for its impact on many levels.  Among the levels of impact that can be analyzed are:

· C/I

· Bit loss
· Packet loss
· User data loss
· Link loss or device impact
· E3 or system impact

· System availability

So a new system may degrade another systems carrier to interference ratio but stay below the threshold of producing bit losses.  In this case the question is, “Who owns the protection margin?”  Has interference occurred if the victim system suffers no data loss and continues to operate normally?  Similarly a victim system may suffer bit loss but be able to correct for the lost data and continue without data loss.  Is that interference?  Ultimately the answer to the question of what level of interference rises to become harmful interference is a value judgment.  A complete analysis will provide enough understanding so that a judgment can be made based on an understanding of the impact of the interference form degradation of signal quality to network impact.
4.7 Matrix reduction
The resulting set of variables, frequency regions, systems, levels of operating impact and other aspects of the analysis will often result in a matrix for analysis which exceeds the available resources for performing the analysis.  Therefore it is necessary to select the frequency regions and systems operating in those regions that will determine the outcome of the analysis.  In this section of the analysis the rational for these selections will be made.

It is permissible to have some prioritization within the analysis.  So while several frequency regions and systems may be selected for analysis some may be identified as having clearly greater impact on the question being examined.  These higher impact cases may be highlighted for more detailed analysis while others, while still being analyzed may receive more cursory attention.  It is often necessary to select from the full matrix a sparse matrix for analysis and perhaps even a smaller matrix for in-depth analysis.  This section of the analysis will describe the rational and justification for these selections.
4.8 Analysis of effects
In this section the body of the analysis will be provided.  Typically this section will contain the bulk of the material.
4.9 Analysis uncertainty

All analysis and measurement have an attending uncertainty.  This section requires the analyst to explicitly state the uncertainty of their findings.  Were the uncertainty is greater than desired various means may be applied to decrease the uncertainty.  For measurement, repeated testing and testing performed by independent laboratories provide a scientific basis for reducing uncertainty.  With analysis, independent analysis may also be useful for reducing uncertainty.  In some cases coupling analysis with selected measurement of key parameters may significantly reduce the uncertainty of the findings.
4.10 Benefits vs impact
A part of each analysis is to not only analyze the potential for interference but also to explore the benefits provided by a proposed system or rule change versus its impact.  In this section the analysts provide their assessment of this balance.
4.11 Summation
The summary section provides an opportunity for the review to discuss the findings of the analysis and conclusions provided.

If there is linkage between variables those should be explicitly identified and the interaction between the variables described.  In particular is the analysis is performed on several variables and reported independently on each variable, an interaction between these variables should be reported so that the summation accurately conveys the composite result obtainable.

The summary provides the opportunity for a staged presentation of the analysis, including a concise review of:
· Analysis of variables / attributes

· Summation of groups of variables

· Summation by category & use model

· Conclusions
5. Glossary

electromagnetic compatibility  (EMC) (emc) 

(1) (station control and data acquisition) (supervisory control, data acquisition, and automatic control) A measure of equipment tolerance to external electromagnetic fields.

(PE/SWG/SUB)  C37.1-1994, C37.100-1992
(2) (control of system electromagnetic compatibility) The ability of a device, equipment, or system to function satisfactorily in its electromagnetic environment without introducing intolerable electromagnetic disturbances to anything in that environment.

(EMC)  C63.12-1987
(3) (equipment) The capability of electronic equipment or systems to be operated in the intended operational electromagnetic environment at designed levels of efficiency.

(PE)  1050-1996
(4) The requirements for electromagnetic emission and susceptibility dictated by the physical environment and regulatory governing bodies in whose jurisdiction a piece of equipment is operated. Compatibility requirements are thus site specific, and their definition is not within the scope of this standard.

(EMB)  1073.3.1-1994, 1073.4.1-1994
(5) (of an electrical system) An electrical system's ability to perform its specified functions in the presence of electrical noise generated either internally or externally by other systems. The goal of EMC is to minimize the influence of electrical noise.

(PE)  1143-1994

harmful interference
(1) Any emission, radiation, or induction that endangers the functioning, or seriously degrades, obstructs, or repeatedly interrupts a radiocommunication service or any other equipment or system operating in accordance with regulations. See also: electromagnetic compatibility.
(EMC)  [53]
(2) Interference which endangers the functioning of a radionavigation service or other safety services or seriously degrades, obstructs, or repeatedly interrupts a radiocommunication service operating in accordance with [international] Radio Regulations.  FCC Part 2, 47 C.F.R. § 2.1 (2002).

interference

The effect of unwanted energy due to one or a combination of emissions, radiations, or inductions upon reception in a radio-communications system, manifested by any performance degradation, misinterpretation, or loss of information which could be extracted in the absence of such unwanted energy.  FCC Part 2, 47 C.F.R. § 2.1 (2002).

radio interference  

(overhead-power-line corona and radio noise) Degradation of the reception of a wanted signal caused by RF disturbance. Notes: 1. RF disturbance is an electromagnetic disturbance having components in the RF range. 2. The English words “interference” and “disturbance” are often used indiscriminately. The expression “radio frequency interference” is also commonly applied to an RF disturbance or an unwanted signal. Synonym: radio frequency interference.

(PE/T&D)  539-1990
radio noise  

(1) (radio noise from overhead power lines and substations) Any unwanted disturbance within the radio frequency band, such as undesired electromagnetic waves in any transmission channel or device.

(PE/T&D)  430-1986r

(2) (radio noise from overhead power lines and substations) An electromagnetic noise that may be superimposed upon a wanted signal and is within the radio-frequency range.

(EMC)  C63.4-1991, C63.5-1988

(3) (overhead-power-line corona and radio noise) Electromagnetic noise having components in the radio frequency range.

(PE/T&D)  539-1990

radio noise field strength  

(overhead-power-line corona and radio noise) A measure of the field strength of the radiated radio noise at a given location. Notes: 1. In practice, the quantity measured is not the electromagnetic field strength of the interfering waves but some quantity that is proportional to, or bears a known relation to, the electromagnetic field strength. 2. The radio noise field strength is measured in average, rms, quasi-peak, or peak values, according to which detector function of the radio noise meter is used. 3. The radio noise field strength is expressed either in mV/m, or in dB above 1 mV/m, per unit bandwidth, or in a specified bandwidth.

(PE/T&D)  539-1990
radio spectrum  

(radio-wave propagation) The radio frequency portion of the electromagnetic spectrum. The frequency ranges are: ultra low frequency (ULF), lower than 3 Hz; extremely low frequency (ELF), 3 Hz to 3 kHz; very low frequency (VLF), 3 to 30 kHz; low frequency (LF), 30 to 300 kHz; medium frequency (MF), 300 kHz to 3 MHz; high frequency (HF), 3 to 30 MHz; very high frequency (VHF), 30 to 300 MHz; ultra high frequency (UHF), 300 MHz to 3 GHz; super high frequency (SHF), 3 to 30 GHz; extremely high frequency (EHF), 30 to 300 GHz; Submillimeter, 300 GHz to 1 THz.

(AP)  211-1990
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Annex A Sample analysis – selection of listen-before-talk threshold

The reason for this analysis is to show….

Use model – range vs density

Shows management of interference vs total avoidance of interference.

If these were cognitive variable it could allow a control logic to optimize the solution for the local situation.
A.1 Overview

In systems that use a listen-before-talk protocol there is typically a defined monitoring threshold, above which transmission is not allowed.  Before a unit is allowed to transmit it must listen to its desired transmission channel.  If the unit senses energy above the defined threshold it must either wait for that channel to clear or move to a different transmission channel.

An example of such a protocol is given in the FCC rules for the Unlicensed Personal Communications Services band.  The relevant sentence of 47CFR15.323 (c)(5) reads:

(5) If access to spectrum is not available as determined by the above, and a minimum of 40 duplex system access channels are defined for the system, the time and spectrum windows with the lowest power level below a monitoring threshold of 50 dB above the thermal noise power determined for the emission bandwidth may be accessed.

The issue is: 

What is the optimum value for the monitoring threshold, set in this FCC rule at 50 dB above the thermal noise power?  Stated alternately, what is the best compromise between range and density of devices?
A.2 Context
A.2.1 Purpose

A.2.2 Usage model

While some use scenarios should be optimized for distance, in other use scenarios it is preferable to subordinate range for density of devices.  In some use models it is preferable that a number of devices are able to operate in close proximity and density of devices is preferable to range.

There are situations where it is desirable to have a number of devices operating in close proximity.  Examples of such operating environments would be a cubicle (partitions between offices do not fully extend to the ceiling of the building) office environment where every cubicle might have a wireless device in it.  In such a scenario each device would lose range due to the density of spectral use.  However, in such dense systems it is common practice to install a system in which devices may operate a short distance from the nearest base station, and in this way the loss of range has little if any effect.
The assumptions are:

1. There is a listen-before-talk requirement for all the devices.

2. Assume a band 10 MHz wide and devices with emissions bandwidth of slightly less that 2 MHz.  Hence there are 5 available transmit frequencies.

3. Assume that the devices use TDMA techniques with symmetrical TX and RX timeslots on 24 timeslot frame, 12 TX slots and 12 RX slots in each frame.
A.2.3 Context/Comparison

A.3 Variables

A.3.1 Relevant variables

A.3.2 Contrasting variables

A.4 Frequency & system relationships

A.5 Operating impact

A.6 Matrix reduction

A.7 Analysis of effects

Simulations can be developed for high traffic density open areas (e.g. large office landscapes and exhibition halls with close to free space propagation).  These simulations can show the impact of different monitoring thresholds on device density. Figure 3 is a simulation of a system covering a 3 floor 100 x100 m building. There are 25 equally spaced base stations on each floor (20 m base station separation). The system has 60 duplex access channels (5 carriers with 12 duplex channels each) on a 10 MHz spectrum allocation. Moving portables, intra-cell and inter-cell handover is included in the simulation.

[image: image7.png]Grode of service

2.0%

1.5%

T I nd
0: NF+744B
«: NF+644B
v: NF+544B
v: NF+44d8
0: NF+34d8
«: NF+244B L

I [

1.0%

Offered traffic (Eflang/Base station)




Figure 4 - Capacity as function of the monitoring threshold limit.  

         Free space model of 120 system access channels

Figure 3 shows that for this specific simulation, the capacity (1 % grade of service limit) the system capacity would increase by at least 60% if the monitoring threshold is changed from TN + 50 dB to TN + 65 dB.

For cases where access channels are relatively limited it is even more important that an appropriate monitoring threshold be used.  In such scenarios devices have relatively few channels to escape to.  In the example cited the device has only 5 frequencies available and 60 access channels.  If the monitoring threshold is too low it will restrict use of channels that are perfectly useful for communication.  In dense usage environments there would be a loss of range.
  However, range in such environments is not the critical component and is typically compensated for by providing additional base stations to service the area.

Thus, having an upper threshold of “thermal noise floor + 65 dBm” would considerably increase the utilization (+60 % ) of the UPCS band and decrease infrastructure costs for high capacity installations.
A.8 Benefits

A.9 Summation

Annex B Sample analysis – effect of out-of-band emissions on a LBT band

This scenario is included as an example mutually exclusive management principles.
Added sophistication may allow greater sophistication (recognition of time pattern of adjacent band emission).

Does this consider sloppy receiver design.
B.1 Overview

The issue addressed in this analysis is the effect of an out-of-band emission limit on a nearby band utilizing a listen-before-talk protocol
B.2 Context
B.2.1 Purpose

B.2.2 Usage model

In this scenario a decision is to be made regarding the out of band emissions requirements for a new frequency band.  In a nearby band a listen-before-talk protocol is employed.  

Assumptions:

1. Devices in both bands are assumed to be consumer products which can be expected to be used in close proximity to each other.

2. Typical use environments for these devices are offices, factories and homes with typical separation distances of 1-5 m.

3. Assume that the out of band requirement measures the allowed out of band emission using a 1% of the transmit emission bandwidth filter in the first MHz beyond the band edge and a 1 MHz bandwidth filter for frequencies beyond 1 MHz from the band edge.
B.2.3 Context/Comparison

B.3 Variables

B.3.1 Relevant variables

B.3.2 Contrasting variables

B.4 Frequency & system relationships

B.5 Operating impact

B.6 Matrix reduction

B.7 Analysis of effects

The analysis begins by assuming a permitted out-of-band transmit power would be -13 dBm/MHz
 within the band neighboring a LBT band.  Interference level can be expressed as equivalent level above Thermal Noise floor, TN.  TN is -114 dBm for 1 MHz bandwidth.  Thus -13 dBm/MHz can be expressed as TN + 101 dB.

Within the 1st MHz of the LBT band the allowed out-of-band transmit power from a device in the neighboring band is -13 dBm/1% of B, where B is the bandwidth of the device transmission. If B = 1.25 MHz (as for CDMA 2000), the allowed interference becomes -13 dBm/12.5 kHz. TN is -133 for 12.5 kHz.  Thus -13 dBm/12.5 kHz can be expressed as TN + 120 dB.

Assuming free space propagation, the attenuation at 1 m, 3.2 m and 10 m is about 38 dB, 48 dB and 58 dB, respectively, for 2 Ghz frequency range. Table 1 gives the interference levels into the LBT band.

The interference power is expressed as equivalent level above Thermal Noise floor, TN, for a transmitter with an out-of-band emission power of -13 dBm/12.5kHz in the 1st MHz beyond the band edge and -13 dBm/MHz in frequencies more than 1 MHz from the band edge. 

	Portion of the LBT band
	Separation distance between TX Devices and LBT band equipment

	
	1 m
	3.2 m
	10 m

	1st MHz
	TN + 82 dB
	TN + 72 dB
	TN + 62 dB

	>1 MHz from the band edge
	TN + 63 dB
	TN + 53 dB
	TN + 43 dB


Table 1 – Interfering power at different separation distances

Reviewing the interference levels of Table 1 we find:

1. The 1st MHz at the band edge is not usable with a monitoring threshold of less than 63 dB above thermal noise and looses a great deal of utility if the monitoring threshold is less than 72 dB.

2. If the monitoring threshold is set lower than 53 dB above thermal noise a single transmitter potentially can block an entire neighboring band for a distance of 3 – 10 m.

As can be seen in Table 1, out of band emissions requirements can have a significant impact on bands utilizing a listen-before-talk protocol.  Unless the values of the monitoring threshold and the out of band emissions are carefully coordinated, there can be sever impacts on the utility of LBT bands. 
B.8 Benefits

B.9 Summation
Annex C Sample analysis – Probability of interference to licensed receivers

C.1 Overview

C.2 Context
C.2.1 Purpose

C.2.2 Usage model

C.2.3 Context/Comparison

C.3 Variables

C.3.1 Relevant variables

C.3.2 Contrasting variables

C.4 Frequency & system relationships

C.5 Operating impact

C.6 Matrix reduction

C.7 Analysis of effects

C.8 Benefits

C.9 Summation
Annex D Sample analysis – TV band ‘white space’
D.1 Overview

This analysis is of the interference potential of a frequency agile system that is designed to use the unoccupied frequency space between licensed TV broadcast services.  
D.2 Context
D.2.1 Purpose

D.2.2 Usage model

D.2.3 Context/Comparison

D.3 Variables

D.3.1 Relevant variables

D.3.2 Contrasting variables

D.4 Frequency & system relationships

D.5 Operating impact

D.6 Matrix reduction

D.7 Analysis of effects

D.8 Benefits

D.9 Summation

Annex E Sample analysis – band sharing between fixed microwave and land mobile systems

E.1 Overview

E.2 Context
E.2.1 Purpose

E.2.2 Usage model

E.2.3 Context/Comparison

E.3 Variables

E.3.1 Relevant variables

E.3.2 Contrasting variables

E.4 Frequency & system relationships

E.5 Operating impact

E.6 Matrix reduction

E.7 Analysis of effects

E.8 Benefits

E.9 Summation
Annex F Sample analysis – 

F.1 Overview

F.2 Context
F.2.1 Purpose

F.2.2 Usage model

F.2.3 Context/Comparison

F.3 Variables

F.3.1 Relevant variables

F.3.2 Contrasting variables

F.4 Frequency & system relationships

F.5 Operating impact

F.6 Matrix reduction

F.7 Analysis of effects

F.8 Benefits

F.9 Summation
Annex G Sample analysis - RF test levels for ANSI C63.9

G.1 Overview

G.2 Context
G.2.1 Purpose

This analysis is being prepared to explain and support the RF exposure levels and test modulations required in ANSI C63.9, RF Immunity of Office Equipment to General Use Transmission Devices with Transmission Power up to 8 Watts.  Questions have been raised about the higher test levels required in this standard and the modulations required by the standard.  This analysis captures the thinking of the committee that prepared ANSI C63.9 and explains the reasons for their decisions on these matters.

The committee responsible for preparing ANSI C63.9 was established after a series of situations arose in which interference from wireless devices to office equipment created significant problems.  The committee was charged with developing a standard that would provide high levels of protection against such interference.

The standard was prepared with the anticipation that it would be used as a purchase specification by organizations that wanted high levels of protect for specific aspects of their operation.  Examples might be the public address systems in important meeting rooms or conference call equipment used for critical business conferences.  

The committee assumed that its intended users are capable of analyzing the costs and benefits of requiring that their vendors meet these requirements.  Hence, the focus of the committee was on develop a test that would provide high levels of assurance that interference would not occur, except in relatively extreme cases. 

G.2.2 Usage model

During the development of this standard a number of usage scenarios were discussed by the committee.  Information about various field experiences was presented by the participants.  In the end a few common scenarios were identified as defining the focus for this effort.

The first scenario is of an investment trader at a major brokerage firm.  Commonly investment traders work in a physically small cubical but have a variety of computers, telephones and wireless devices for their work.  In this usage scenario multiple devices operate in close proximity for most of the business day.  It is almost impossible to separate the devices by more than 0.6 m and inconvenient to separate them by more than 0.3 m.
A second defining scenario is a public meeting room with a dias, equipped with microphones, such as are commonly used for government hearings of various types.  In this scenario each speaker commonly has a microphone in front of them and a small desk area to hold papers and wireless devices.  It is not uncommon for participants to use wireless PDAs or mobile devices to confirm information or to query their staff during a proceeding.  In this scenario it is difficult to separate the wireless device from the microphone and associated pre-amplifier by more than 0.3 m.

A third scenario is a typical business conference room equipped with conference call equipment, including microphones distributed around the room.  During conference calls participants commonly use their wireless devices to check messages, obtain current information or send queries seeking information for the meeting.  In a crowded conference table it may be difficult for a participant to move their wireless device more than 0.3 m from the conference call equipment.

These usage scenarios helped the committee identify 0.3 m as its target protection distance and common wireless devices as the creator of the RF fields from which protection is required.
G.2.3 Context/Comparison

The committee responsible for ANSI C63.9 began its work by reviewing existing RF immunity standards and test methods.  The committee agreed that they would not create a new document or introduce new test methods if existing RF immunity standards could be identified to serve the intended purpose.

Initially the committee believed that its work might be accomplished by simply increasing the RF exposure requirements using existing test methods.  In particular several committee members voiced the opinion that RF sensitivity in an EUT could be adequately revealed using the classic 1 kHz 80% AM.  During the initial discussions it was felt that perhaps the bulk of the committee’s work would focus on defining monitors of EUT performance and failure thresholds for such parameters as near-end and far-end noise.

During the course of the committee’s work information from a number of sources was gathered.  Information was provided about the types of wireless devices commonly used in close proximity to office equipment and the frequency of such occurrence.
Several participants reported that the traditional RF immunity tests simply did not adequately correlate to the field experience for their products.  Some manufacturers were supplementing their standard RF immunity tests with ad hoc testing, using general market devices because this was the only method they had found satisfactory for predicting field performance.  After much discussion and exchange of information the committee decided that it must use modulations that more closely replicated the transmissions of real-world devices.

G.3 Variables

G.3.1 Relevant variables

The variables relevant to this problem are those that affect the RF environment or the response in an unintended, victim circuit.  The following variables are identified as being significant:

1. Frequency range

2. Field strength at victim circuit

3. Emission bandwidth

4. Modulation waveform characteristics
5. Power control
6. Interference mitigation or tolerance

7. Demodulated waveform characteristics peak-to-average
G.3.2 Contrasting variables

In reviewing the existing RF immunity standards all of these variables can have a significant impact upon the problem and therefore were considered when developing ANSI C63.9.
G.4 Frequency & system relationships

The victim equipment is typical office equipment.  The victim circuit within this equipment is a non-linear junction in some circuit.  This scenario will typically respond to a wide range of frequencies with variations based on the particular characteristics of the victim equipment.  Hence the analysis is restricted to the response of a non-linear junction with unknown frequency response in the wiring or traces receiving the RF energy.

The RF transmitting systems are a wide range of wireless devices.  The focus of the analysis is determined by the combination of transmit power, number of devices being used and modulation characteristics.  Cell phones became the primary focus for analysis because at 1-2 W of transmit power they produce more RF than many other common transmitters. Further, they are very common and widely used.  So the combination of use and RF power make cell phones a primary focus as potential interferes.  Among cell phones the 2 W devices in the 800 MHz band are of greater concern than the 1 W devices at 1900 MHz.  GSM modulation drew attention in contrast to other modulations because its waveform demodulates into the audio band.  
Many other transmitters considered.  For example, wireless networking devices, typically operating in the ISM bands, e.g. 802 devices, were discussed.  Also higher power transmitters, like those commonly used by maintenance workers were considered.  In the case of the wireless networking device their lower power made them of less interest than cell phones.  The higher power devices drew less attention both because they are less common that cell phones and the typical separation distance is greater.  Further, such devices are not typically used routinely in the use scenarios being focused on of small cubicles and conference rooms.
G.5 Operating impact

Of the various levels of operating impact only audio interference, data loss and operational upset were considered of interest to this issue.
G.6 Matrix reduction
Of the various scenarios for evaluation the critical scenario is, will this standard give adequate assurance that interference will be heard at a level that would disturb typical speech from a GSM handset 0.3 m from a piece of office equipment delivering human voice, e.g. conference call equipment, microphone, 

Of less but not insignificant interest is whether the same protection from audio interference is provided for other common transmitters.

While audio interference is the primary consideration other kinds of interference, such as disturbance of video equipment and operational disruption are of importance.
G.7 Analysis of effects

G.7.1 Frequency range

ANSI C63.9 is intended to provide a measure of the immunity to common wireless devices.  With a very popular cell phone band in the 800 MHz region and the increasingly used ISM band at 5.8 GHz a range of 800 MHz to 6 GHz was a natural choice.  This range captures the most common types of wireless transmitters.  While there are RF emitters above and below this range they are far less common that those within this range.

G.7.2 Field strength at victim circuit

From the use scenarios a protection distance of 0.3 m was selected.  For a 1 W cell phone the estimated field strength at this distance is 24 V/m.  For a 2 W cell phone the estimated field strength is 34 V/m.  These calculations were confirmed from a number of sources including measurements of commercial devices.  The committee selected 30 V/m as the test voltage within the handset transmit bands and 10 V/m in other frequency bands.
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Figure 5 – Calculated field strengths for common transmitters and protection distances
G.7.3 Modulation characteristics

The following variables will be dealt with together in this section:

1. Emission bandwidth

2. Modulation waveform characteristics
3. Power control
4. Demodulated waveform characteristics peak-to-average
G.7.4 Interference mitigation or tolerance
There are many techniques and protection mechanisms that can be applied in the design of victim equipment.  As the standard measures the immunity of the equipment consideration of what techniques might provide adequate protection is beyond the scope of this analysis.  It is sufficient to know that it is possible to design equipment with sufficient immunity to withstand even the demanding environment created by a transmitter being used in close proximity.
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� Paul Margie, “Can You Hear Me Now?  Getting Better Reception from the FCC's Spectrum Policy”, 2003 STAN. TECH. L. REV. 5, http://stlr.stanford.edu/STLR/Articles/03_STLR_5


� -13 dBm/MHz is a value used in some frequency bands.





�Is conceivable interference really under observed interference?  Aren’t these two parallel?  A theoretical model for interference may be analyzed all the way to a probability of interference.  Equally field or experimental data may be used in the same way.  Perhaps these categories should be collapsed into one category, single receiver interference and the text point out that the analysis may be made by calculations, modeling, experimentation or field data.


�Signal quality is more than C/I but has many signal parameters included.


�A lot of things can come under this heading, e.g. erosion of  capability caused by an increase in the noise floor for CDMA resulting in a system loss of capacity, network impact on a mesh network when nodes are removed by interference.


�How do we measure this?





This is especially important for interference that is only periodic.  Radar sweeps that occasionally cause interference.


�Add definition of Erlong.


�Quantify loss of range.
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				0.10				22.8		51.1		72.2		102.1		144.4		204.2

				0.13				18.3		40.8		57.8		81.7		115.5		163.4

				0.15				15.2		34.0		48.1		68.1		96.3		136.1

				0.25				9.1		20.4		28.9		40.8		57.8		81.7

				0.30				7.61		17.02		24.07		34.04		48.14		68.07

				0.50				4.6		10.2		14.4		20.4		28.9		40.8

				0.75				3.0		6.8		9.6		13.6		19.3		27.2

				1.00				2.3		5.1		7.2		10.2		14.4		20.4






