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4.3 Classes of Metrics and Characteristics

The most commonly specified testability attributes deal with three aspects of the diagnosability of a system:

· Detection

· Isolation

· False alarms
The last item while traditional has been expanded to included diagnostic errors.  They will include the more traditional false alarms, in addition to the other relevant aspects of diagnostic errors such as misdiagnoses, and false assurance.

4.3.1 Detection


Historically, this was thought of as a separate task and not related to isolation.  Fault detection is the capability to detect and indicate one or more failures within the equipment (test subject or system as referred to in this standard).  The detection and indication can be done by BITE, by semi-automatic means, or manually.  In specification this was often normalized by the number of faults to provide a dimensional ratio called fraction of faults detected (FFD).  It was conjectured that FFD should be near 100% since undetected faults can be hazardous, and cause system outages resulting in reduced availability, fewer operating hours, increased need for alternate performance capability (e.g., backup systems), and a general increase in the periodic and unscheduled maintenance tasks.  The definitions for FFD are quite varied, but all revolve around a number of central themes.  A few follow:

"Fraction of all faults detected by BIT or Test Equipment."

"Fraction of all faults detectable by BIT or test equipment."

"Fraction of all faults detected by "defined means"
."

"Percentage of all faults automatically detected by BIT or electronic test equipment."

"Percentage of all faults detectable by BIT or electronic test equipment."

"Percentage of all faults detected on-line by BIT or electronic test equipment."

"Percentage of all faults and out-of-tolerance conditions detectable by BIT or electronic test equipment."

"Percentage of all faults detected by any means."

From this collection, we can observe that there are several basic principals:

First, detection can include either detected or detectable.

Second, there may be a number of sub-domains including BIT, test equipment, manual and/or others.

Third, defined means is an important concept.

Fourth, Out-of tolerance can be defined as a type of fault and the distinction here goes away.

If we examine the first point above, it becomes apparent that we can actually count things that are detected, assuming we follow-up and remove those detections that cannot verify a fault.  There are some serious issues with how we do that, however, we cannot count those items not detected.  In fact, they are not knowable, for if we detected them by any means (or defined means) they would not be undetected.  The idea of measuring this item in the field is lost.  Missed detections are manifested by other measures including unscheduled outages and maintenance downtimes.  Detectable, is another issue we can actually insert faults in a system and look for manifestations by defined means.  Further, a testability analysis may be able to tell us what should be detectable by defined means (this will be a characteristic by our definitions).  Therefore, for detection we will concentrate on demonstration measures and system characteristics.  We will not also that detection may only be the first step in isolation and is therefore an integral part of diagnosis.  As such the detection as a separate activity may loose its meaning.

4.3.2 Isolation


Isolation is the ability to draw a diagnostic conclusion at a level consistent with repair.  This may be done by BIT, test equipment, semi-automatic, or manual means.  The most common specification is Fraction of Faults Isolated (FFI).  It was conjectured that FFI should be near 100% since unrepaired faults can be hazardous, and cause system outages resulting in reduced availability, fewer operating hours, increased need for alternate performance capability (e.g., backup systems), and a general increase in the periodic and unscheduled maintenance tasks.  The definitions for FFI are quite varied, but all revolve around a number of central themes.  A few follow:

"Fraction of those faults detected by BIT or test equipment that are isolated by BIT to a replacement level as defined by the maintenance concept."

"Fraction of those faults detectable by BIT or test equipment that are isolated by BIT to a replacement level as defined by the maintenance concept.."

"Fraction of those faults detected by defined means and isolated to a repairable item".

"Percentage of those faults automatically detected by BIT or electronic test equipment and isolated by BIT or electronic test equipment to a repairable item."

"Percentage of those faults detectable by BIT or electronic test equipment that are repaired."

"Percentage of all faults and out-of-tolerance conditions detectable and repairable by BIT or electronic test equipment."

"Percentage of those faults detected by any means that are isolated to a repairable item."

"The number of Failure events that occur divided by the number of maintenance actions
 needed to restore the system to operation."

From this collection, we can observe that there are several basic principals:

First, Isolation is a continuation of detection.

Second, there may be a number of sub-domains including BIT, test equipment, manual and/or others.

Third, the concept of a maintenance action is important.

Fourth, there is no mention of diagnostic inaccuracies that may occur on the way to repair.

The last is perhaps, the most interesting. Diagnostic inaccuracies include making multiple repairs or no repairs for an existing failure and include the concept of ambiguity, which is normally treated as a separate subject in the literature.  For our purposes, we will treat the concept of ambiguity in diagnosis as part of the isolation and deal with percentages of unique and non-unique isolations.  Other forms of diagnostic inaccuracies are treated in the next section

4.3.3 Errors in Diagnosis


The most common form of diagnostic inaccuracy treated in the literature is false alarm.  What is a false alarm?  The experts in field maintenance are far from reaching consensus as indicated by the literature.  The former MIL-STD-2165 defines a false alarm as a fault indicated by built-in test (BIT) or other monitoring circuitry where no fault exists.  The former MIL-STD-1309C defines false alarm the same way - by limiting the definition to BIT.  The RADC Testability Notebook defines false alarm as an indicated fault where no fault exists. The source of the indication may be by BIT or other means.  The airlines have cleverly avoided defining the term in any of their ARINC 6xx series standards.  IEEE standard 100 defines it thus: An indicated fault where no fault exists, along with a radar false alarm and a reference to false identification, which is related to pattern matching.  A survey conducted by RADC to obtain intuitive definitions includes those above plus several others, including a failure detection that cannot be repeated.


This large variance in definition ignores several issues important to field maintenance.  For example, if an indication is known (or thought to be known) to be a false alarm and it does not trigger a maintenance action should it be a false alarm?  This is the case with the so-called nuisance alarm where the alarm is basically ignored.  For an easily recognized (or thought to be easily recognized) false alarm, the indication is filtered out of the maintenance system and is essentially no fault indication.  If we are unable to define false alarms from this standpoint we should look at their effects.  In the field we have two principle effects of false alarms:

· Increased maintenance because of diagnosis being performed on an otherwise healthy system

· Decreased mission effectiveness because we ignore indications we think are false alarms (some may be real failures.)


We would put the latter in the undetected failure category.  The indications may have been detected and ignored, but the tendency toward false alarms has placed them in the latter category.  The former is certainly in the false alarm category, but suffers from not being visible because, in some instances, we may diagnose an unhealthy system and be unable to reproduce the fault.  This is typically classified in maintenance reporting schemes as one of the following:

· No Evidence of Fault (NEOF)

· No Fault Found (NFF)

· Cannot Duplicate (CND)

· Others too numerous to enumerate.


What then is a false alarm?  We tend to favor a definition that is based on a maintenance event.  At Least from a field perspective we know that something happened, and it is likely to be recorded.  For example, a spurious signal in BIT that is filtered by the BIT software would not be taken as an indication.  Conversely, an anomaly not detected by BIT, but strong enough to generate a system operator complaint may result in a maintenance action.  By these criteria, a false alarm would be defined as:

"A fault indication that triggers a maintenance action where no fault exists."

If the maintenance action is "diagnose and repair", and there is no fault then surely we will obtain a NOEF, NFF, CND, or other similar indication.  It is, however, still unclear because a a NOEF, NFF, CND, or other similar indication may happen when there is a fault in the system.  There are two basic needs for measurements and/or characteristics in the area of false alarm.  The first deals with a way to quantify what happens in this area within maintenance structures when a system exists and is operating.  The measures will be used to benchmark progress, compare to specifications, set budgets, etc.  We will refer to these measures as "the false alarm specification."  The second need is to handle an emerging system's ability to handle these factors and provide baselines for system improvement during redesign.  Predictors from system design elements characterize this latter set of measures.  We will refer to these measures as "the false alarm predictors."


False alarm is not measurable in the field unless we conduct a detailed laboratory follow-up of every CND type of event to ascertain whether or not a failure exists in the system.  This is, of course, totally impractical.  A study of more than 22,000 maintenance actions on 38 systems classified 12 subcategories of CNDs.  Five of these were designated false alarms within the definition proposed above.  Some of the possible causes were human errors, test equipment failures, and BIT failures.  While false alarms are not measurable, CNDs are!  From this point we have two basic choices:

· Estimate false alarms based on CND (i.e., FA=(CND, where ( indicates the proportion of CNDs that are false alarms - an initial guess would be by categories as 5/12 or 0.4167).

· Proceed with what can be measured (i.e., CND).


It is certainly not an easy choice, but we favor the latter because of the inherent qualitative assignment of (.  
False alarms are the result of imperfect testing.  The better we understand a process or technology, the more accurate and precise the testing becomes.  False alarms usually become a problem when system complexity becomes great, or a design pushes the state-of-the-art, or both.  Four viable solutions to reducing (but not eliminating) false alarms are available.

· Improving test science - We can avoid false alarms by sampling more often, modeling in greater detail, and accounting for a greater number of variables.  In the case of BIT, this creates an increased software requirement and may require the addition of sensors to the Built-In-Test-Equipment (BITE).

· Increasing tolerances for the test - We can avoid errors near threshold as shown in figure 3 by moving the thresholds inward and decreasing the tests sensitivity to anomalous behavior.  This will reduce the ability of the test to detect real anomalies.  This in turn will aggravate the false assurance problem (see below).  While it certainly will reduce false alarms it will not improve the overall maintenance situation.  Despite that, this remedy is often used for BIT.

· Conducting repeat polling - In repeat polling we try to avoid false alarms by executing a test multiple times.  Each time the test is evaluated, the test algorithm uses the result to confirm any previous executions.  In a static test situation, this would work statistically if the tests were independent of one another (seldom true).  In the dynamic situation, the intention is to allow transient situations to work there way through the system without triggering a failure indication.  A better approach would be to recognize transient characteristics using the first solution above.

· Cross-correlating information - We can correlate an anomalous indication with other tests to either confirm or deny the original information.   This is not possible without an inference model.

The first three of these methods are empirical.  The last can be done analytically.  The information models provided in The Enhanced Diagnostic Inference Model (EDIM) of IEEE 1232 can be used to measure this ability.  Assume that an indication of failure is provided from some test ti.  Then  additional test outcomes (as specified in the outcome_infers of the EDIM) would be able to infer the outcome of ti that indicates the failure.  


Even with the breakdown listed above, we have only handled half of the misinformation problem.  The mirror image of false alarm is false assurance.  In this type of error, we have not gotten an indication of any kind, but a fault exists and is likely to cause unscheduled outages or mission aborts. By these criteria, a false alarm would be defined as: 

"A lack of fault indication where a fault exists, that leads to an unscheduled outage, mission abort or other loss of service when service was expected."

As with false alarm, there are two basic needs for measurements and/or characteristics in the area of false assurance.  The first deals with a way to quantify what happens in this area within maintenance structures when a system exists and is operating.  The measures will be used to benchmark progress, compare to specifications, set budgets, etc.  We will refer to these measures as "the false assurance specification."  The second need is to handle an emerging system's ability to handle these factors and provide baselines for system improvement during redesign.  Predictors from system design elements characterize this latter set of measures.  We will refer to these measures as "the false assurance predictors."


The False Assurance is even less measurable than the false alarm.  It pre-supposes that an assurance was made, and that it was false.  False assurance like false alarm is the result of imperfect testing.  The better we understand a process or technology, the more accurate and precise the testing becomes.  False assurance also becomes a problem when system complexity becomes great, or a design pushes the state-of-the-art, or both.  Three viable solutions to reducing (but not eliminating) false assurance are available.

· Improving test science - As with false alarms, we can avoid false assurance by sampling more often, modeling in greater detail, and accounting for a greater number of variables.  In the case of BIT, this creates an increased software requirement and may require the addition of sensors to the Built-In-Test-Equipment (BITE).

· Decreasing tolerances for the test - We can avoid errors near threshold as shown in figure 3 by moving the thresholds outward and increasing the tests sensitivity to anomalous behavior.  This will increase the tendency of the test to detect statistical, but not real anomalies.  This in turn will aggravate the false alarm problem (see above).  While it certainly will reduce false assurance it will not improve the overall maintenance situation.  Despite that, this remedy is often used on safety critical items.

· Cross-correlating information - We can correlate an assurance indication with other tests to either confirm or deny the original information.   This is not possible without an inference model.

The first two of these methods are empirical.  The last can be done analytically.  The information models provided in The Enhanced Diagnostic Inference Model (EDIM) of IEEE 1232 can be used to measure this ability.  

References

US Navy, 1985, Testability Program for Electronic Systems and Equipment, Mil-STD-2165, Naval Electronics Systems Command (ELEX-8111), Washington, DC, 26 January 1985.

US Navy, 1983, Definitions of Terms for Test, Measurement and Diagnostic Equipment, Mil-STD-1309C, Naval Electronics Systems Command (ELEX-8111), Washington, DC, 18 November 1983.

Hughes Aircraft, 1982, RADC Testability Notebook, RADC-TR-82-268Griffis AFB, New York, June 1982.

Simpson, W. R., et.al., 1986, Prediction and Analysis of Testability Attributes: Organizational-Level Testability Prediction, RADC-TR-85-268, Griffis AFB, New York, February 1986.

Simpson, W. R., et.al., 1986, Predictors of Organizational-Level Testability Prediction, ARINC Research Corporation 1511-02-2-4179, Annapolis, Maryland, November 1986.

Simpson, W. R., et.al., 1988, Testability Prediction Report: Joint Stars Radar Subsystem, ARINC Research Corporation 1518-21-01-4689, Annapolis, Maryland, May 1988.

Simpson, W. R., and Sheppard, J. W., 1981 System Complexity and Integrated Diagnostics, IEEE Design and Test of Computers, Volume 8, No. 3, September 1991, pp. 16-30.

Simpson, W. R., and Sheppard, J. W., 1994, Kluwer Academic Press, "System Test and Diagnosis", ISBN 0-7923-9475-5, July 1994, 400 pp 

Simpson, W. R., and Sheppard, J. W., 1998, Kluwer Academic Press, "Research Perspectives in System Test and Diagnosis," ISBN 0-7923-8263, September 1998, 300pp.

.

.

.






� Defined means taken as all means of detection that have been identified.


� Maintenance action is a defined event that requires resources, reporting, and system downtime.  This precludes summary judgements without repair.  It is often typified by maintenance personal opening a "file", performing specific actions, and which is closed by a report.
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