Title: Trial Use Standard for a Cryptographic Protocol for Cyber Security of Substation Serial Links

Scope of Proposed Project:

This trial use standard defines the cryptographic protocol for cyber security of serial SCADA links and engineering access points that implement the requirements of IEEE P1689. 

Purpose of the Proposed Project:

Utilities will use this standard as part of a procurement specification to ensure that cyber security devices built by different solution providers are interoperable. Solution providers will use the cryptographic protocols to build interoperable open system cyber security devices that protect existing asynchronous serial communications against cyber attack.

Reason for the Proposed Project:

Presently, serial SCADA and engineering access ports are not secure. The American Gas Association has prepared a draft report AGA 12-2, which defines a robust cryptographic protocol that implements the requirements of IEEE P1689. Older versions of this protocol have been implemented in commercial cyber security devices, and these devices have undergone limited field testing with gas, electric and water utilities. The cryptographic protocol has also been analytically reviewed by Sandia National Laboratories (SNL), and SNL has suggested improvements in the protocol. This project will adapt the draft AGA 12-2 report and suggested improvements from SNL and lessons learned from utility field tests to satisfy the needs of the electric utility industry. The AGA 12-2 report is not copyrighted, and there is no objection from AGA/GTI to an IEEE adaptation. The standard is proposed to be a trial use, to be updated in two years or less, to provide the opportunity to gain more field experience with the cryptographic protocol. The stakeholders are the engineers at electric utilities and consultants/system integrators who are seeking interoperable solutions for the existing unsecured serial links, and manufacturers who may design interoperable products addressing these cyber security gaps.
