Functional Requirements for ASF changes and additions to 802.1X

At the last 802.1 plenary session in November, the following was passed:

“Following Glenn Connery’s presentation on the need to provide a means whereby certain SNMP alerts can be communicated through an unauthorized P802.1X port, 802.1 resolves to provide a means of identification for such alerts that will support this functionality in conjunction with P802.1X once the Alerting Standards Forum (ASF) has provided 802.1 with a sufficient definition of the functionality that is required.”

Consider this an official request from the ASF to support such a mechanism, either through an EAPOE wrapper with a newly defined packet type, or via some other method deemed appropriate by 802.1X.

This wrapper will be used to envelope various outbound ASF messages, specifically SNMP traps and RMCP (Remote Management Control Protocol) responses.

Assuming an EAPOE wrapper with a new packet type, which seemed to be the favored mechanism at the November session, such a wrapped packet might look like this:
Switch Multicast
Source Address
PAE ETYPE
Protocol Version
Packet Type (NEW)
SNMP Trap or RMCP Response

The encapsulated packet, whether SNMP Trap or RMCP response, would be complete starting with the destination ENET address. 

Before forwarding these packets the switch can (optionally?) check the packet for correctness.  The check could include: ensuring that the packet is an SNMP Trap (using the correct port number) or RMCP Response (using either the insecure or secure port numbers), check for flooding (ie. rate limiting in some simplistic fashion
).  If the packet passes all checks the EAPOE header should be stripped off, and the encapsulated packet should be forwarded normally through the switch.

This behavior might be optional, or might occur only in certain configured states of the port.  Whether this is the default state of the port, or a lower security state we leave up to 802.1X to determine.

� ASF Alerts should be exceedingly rare events.  Rate limiting them to 10 per second would seem entirely reasonable.  Over longer periods even lower average rates could be enforced.  RMCP responses should be even more rare.  An overall rate of 10 per second seems like a reasonable choice.





