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The Working Groups

« Several specifications MUST align to enable a working
Implementations:

— IEEE 802.1aa (update to 802.1X)
o http://www.ileee802.org/1/files/private/aa-drafts/d5/

— |EEE 802.11 TGi (security)

e http://www.ieee802.org/11/private/Draft Standards/111/802.11i-
D3.0.doc

— RFC 2284bis (EAP)
o http://www.levkowetz.com/pub/ietf/drafts/eap/
o http://www.ietf.org/internet-drafts/draft-ietf-eap-rfc2284bis-01.txt
o http://www.drizzle.com/~aboba/EAP/eapissues.html
— EAP state machine work
o http://www.ietf.org/internet-drafts/draft-ietf-eap-esteem-01.txt
— RFC 2869bis (RADIUS support for EAP)

o http://www.drizzle.com/~aboba/EAP/draft-aboba-radius-rfc2869bis-
10.txt

— Draft-congdon (RADIUS and 802.1X)
e http://www.ietf.org/internet-drafts/draft-congdon-radius-8021x-23.txt
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What has been done so far?

A number of issues resolved with RFC 2284bis (EAP)
— http://www.drizzle.com/~aboba/EAP/eapissues.html

Interface between 802.1X and EAP well defined
— http://www-personal.umich.edu/~jrv/eap.htm

Preliminary EAP state machines defined
— http://www.cs.umd.edu/~npetroni/EAP/

Last call on RFC 2869bis (RADIUS/EAP)
Last call on draft-congdon (RADIUS/802.1X)

Proposed changes to 802.1X machines and 802.1aa/D5
— This presentation

Proposed changes to key interface for 802.11.i
— This presentation
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Resulting Issues to Discuss
802.11 & 802.1X

 How to best incorporate 802.11 into the
802.1X/EAP Interface diagrams?

* \What is the proper sequence for key
exchange and sending final EAP-Success?

« \What Is the interface to generic 4-way
handshake machine?

* \Where to define the specification of
EAPOL-Key message processing?
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Consensus from 802.111 Ad-Hoc
Interim on Keying

Recommend that current key machines in 802.1aa
are optional

— Indicate that other key machines defined in 802.11i may
be used

— Indicate in 802.11i that 4-way handshake ‘replaces’ key
machines of 802.1X and does not ‘use’ them as defined.

Recommend and document appropriate key
machine interface in 802.1aa

— Diagram interface to key machines

— Define variables and interface procedures

Force opposite sequence of EAP-Success and key
machine initiation in 802.1aa
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Proposed 802.1aa/D5 Changes

» Specification of interface between EAP/802.1X

* No more EAP packet processing in 802.1X

« Addition of controlled port in Supplicant

 Initial Authenticator request comes from EAP
 Ability for EAP to silently discard frames

* Proposed inclusion of EAP machines in 802.1X Annex
 EAPOL-Key exchange sequenced before EAP-Success

* Propose to include generic key machine interface within
802.1X
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EAP / 802.1X Interface

(excluding key exchange)

Supplicant/Peer Authenticator
EAP EAP
Method Method
_~ EAP Layer EAP Layer \
/ eapReq N \
eapResp eapSuccess eapFail
eapNoResp eapFail eapSuccess
""""""""""""""""""""""""""" eapNoReqg : 4 |
eapRcvd eapResp | eapRestart
802.1x 802.1x
port enabled/disabled port enabled/disabled
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Key Interface with EAP
802.1X & 802.11

EAP  EAP
~ Method ~ Method
EAP Layer EAP Layer
\ /
keyAval Iable] [ keyAvailable
theyEnabIed-é 802.1X_Key 802.1X_Key 4-— txKeyEnabled
| Machine Machine |
portValid keyRun1 1keyDone keyRun1 1keyDone portValid
pr— PR
802.1X 802.1X
Link Secure (physical or Link Secure (physical or
crypto) crypto)
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EAP / EAP Method Interface

EAP . EAP
- Method- Method-state
Method Q state ~ Method \
rxMethodReq intCheck Startmethod IntCheck
lintCheck rcvRsp/NAK lintCheck
EAP Layer EAP Layer |~
802.1x 802.1x

March 2003 IEEE 802 Plenary, Dallas TX 9



Supplicant Front-End

(userLogoff && !logoffSent) &&
I(initialize || 'portEnabled)

Initialize || 'portEnabled

LO:OFF [ l ] J.

txLogoff;

logoffSent = TRUE;
portStatus = Unauthorized;
keyRun = FALSE

eapSuccess &&
portValid

¥ v

v
DISCONNECTED
startCount = 0;
logoffSent = FALSE;
portStatus = Unauthorized;
suppAbort = TRUE;
keyRun = FALSE;

luserLogoff

W —

HELD
heldWhile = heldPeriod;
portStatus = Unauthorized;
keyRun = FALSE;

heldWhile == 0 |eapRcvd

AUTHENTICATED
portStatus = Authorized:;

IportValid

eapRevd &&
portValid

—

lUTC
Y

CONNECTING
startWhen = startPeriod;
startCount = startCount + 1;
eapRcvd = FALSE;
txStart;

(((startWhen == 0) &&
(startCount >= maxStart))
11 eapSuccess) && portValid

— eapRcvd

\ 4 A

(startWhen == 0) &&
(startCount < maxStart)

|

(((startWhen == 0) &&
(startCount >= maxStart)) && !portValid)
|| eapFail

AUTHENTICATING
startCount = 0;
eapSuccess = FALSE;
easFail = FALSE;
suppTimeout = FALSE;
suppStart = TRUE;
eapRcvd = FALSE;

|

suppTimeout

|eapFaH ‘




Supplicant Back-End

(portControl! = Auto) || 1 '

Initialize || suppAbort REQUEST
J' authWhile = 0;
N getSuppRsp;
INITIALIZE
| eapResp

previousld = 256;
abortSupp;
suppAbort = FALSE; eapNoResp RESPONSE

txsuppRsp(receivedld, previousld);
previousld = receivedlId,;

uTc eapResp = FALSE;

l UTC

RECEIVE

authWhile = authPeriod;
eapRcvd = FALSE;
eapNoResp = FALSE;

i authWhile ==
eapRcvd eapFail eapSuccess !
START_KEY TIMEOUT
keyRun = TRUE; suppTimeout = TRUE
uTC |
uTC
IDLE

suppStart = FALSE;
suppStart |




EAP Peer (v6)

IportEnabled

INITIALIZE

methodState = SUCC

DISABLED discCount =0

successCondition =

portEnabled currentld = NONE
eapsuccess = FALSE
eaplail = FALSE SJailureCondition =
UCcT
Policy.isSatisfied() && -
altSuceess IDLE
capRevd = FALSE
timeout = FALSE
eapResp = FALSE
eaplgnore = FALSE
eapRevd UCT UCT UcT
SUCCESS
NAK ACTIVE DISCARD
capsuccess = TRUE timeout - - -
buildNak{ currentMeth) buildMethodResp(currentld) increment{ discCount)
altFail eapResp = TRUE capResp = TRUE eaplgnore = TRUE
rxMethodReq && rxMethodReq &&
FAILURE currentld != lastld && currentld = lastld
'Policy.allow({currentMethod)
eaplail = TRUE DIALOG
riMethodReq = FALSE else T
rasuccess = FALSE
SailureCondition rxlailure = FALSE
successCondition parseReceivedMessage()
rxMethodReq &&
currentld = lastld && intCheck lintCheck
Policy allowicurrentMethod)

METHOD

intCheck = dolntegrityCheck()
keyAvail = isKeyAvailable()
methodState = | SUCC | CON_SUCC | FAIL | CONT |

updatePolicy()

rxSuceess &&
Policy.isSatisfied() &&
{methodState SUCC

methodState == CON_SUCC |}
rxFailure &&

methodState 1= CON_SUCC




((portControl==auto) &&
(portMode != portControl)) ||
Initialize || 'portEnabled

\ 4

INITIALIZE
portMode=auto;
eapRestart=TRUE;

Authenticator Front-End

luct

<+

eapolLogoff ||
IportValid

portStatus=Unauthorized

DISCONNECTED

eapolLogoff=FALSE;
keyRun = FALSE;

keyDone = FALSE;

ucT

eapolStart ||

reAuthenticate

HELD
portSatus=Unauthorized
quietWhile=quietPeriod;

eapolLogoff=FALSE;
keyRun = FALSE;
key Done = FALSE;

(quietWhile == 0) |

v L 4 v v

eapolLogoff &&
lauthAbort

eapolLogoff

CONNECTING
eapolStart=FALSE;
reAuthenticate=FALSE

(eapReq || eapSuccess || eapFail) &&

leapolLogoff &&
lauthAbort

I

authFail ||

A\ 4

AUTHENTICATED
portStatus=Authorized

1

|

(eapRestart == FALSE)

authSuccess
&& portValid

ABORTING
authAbort=TRUE;
eapRestart=TRUE;
keyRun = FALSE;
keyDone = FALSE;

(keyDone && !portValid)

AUTHENTICATING
authSuccess=FALSE;
authFail=FALSE;
authTimeout=FALSE;
authStart=TRUE;

reAuthenticate ||
eapolStart ||
eapolLogoff ||

authTimeout

|




Authenticator Backend

(portControl!=Auto)||

(aWhileReq==0) Initialize || authAbort
&& —_
‘ l J (reqCount != maxReq)
) REQUEST INITIALIZE
(aWhileReq == 0) txReq(); abortAuth;
&& aWhileReq=suppTimeout; eapNoRequest=FALSE;
(reqCount != maxReq) inc(reqCount); authAbort=FALSE;
l } 1
1eapResp ¥ —_—
eapRequest eapResp
RESPONSE _l
eapRequest=eapSuccess=FALSE;
authTimeout=FALSE; IGNORE '
eapResp=eapFail=FALSE; eapNoReques (aWhileReq==0)
eapNoRequest=FALSE; t=FPALSE, &&
aWhile=serverTimeout; L (reqCount>=maxReq)
AuthStart reqCount=0;
&& sendRespT_oServer(); (aWhileReq==0)
eapRequest y l. &
eapSuccess | eapNoRequ  (regCount>=maxReq)

eapFail
v 1 l aWhile== { .

y
SUCCESS TIMEOUT
txReq(); FAIL _ authTimeout=TRUE;
authSuccess=TRUE; thgsleq'I%UE
- . authFail= ;
AuthStart keyRun = TRUE; et uUcT
&& ' l l
eapFail L v ucT
IDLE
authStart=FALSE;
reqCount=0;
AuthStart && eapSuccess I




EAP Authenticator (v6)

INITIALIZE

- - diseCount = 0
_ DISABLED portEnabled c:l.'rn;:ﬂ[d ini'..i;]'.[d _ .
'portEnabled ——= capSuccess = FALSE F=— capRestarting

eapFail = FALSE

ucT

GET METHOD

SUCCESS o policySat = Policy.isSatisfied() ipolicySat &d& FAILURE
policySat if ('policySat) | currentMethod == NONE _ | buildFailure()

buildSuccess()

currentMethod = Policy. getNextMethod() TRUE

methodState = INIT

eapSuccess = TRUE

clse

intCheck && | methodState SucCc
methodState CON_SUCC
methodState FAIL |

METHOD
intCheck = dolntegrityCheckd()
keyAvail = isKeyAvailable()
if (intCheck) |
UcT buildMethodReq()
methodState = | CONT | CON_SUCC
FAIL | SUCC | FIRST |

lintCheck && ~L-:I.‘;u
;:nc111‘:_1:r15t:{1_u_': : i'i{-\"T“__ ACTIVE rxMethodResp &&
methodState FIRST | respld currentld &&
retransCount = 0 g . b
Te respMethod == currentMethod
DISCARD buildEAPReq(currentld) :
diseCount-++ updateCurrentld()
eaplgnore = TRUE eapReq = TRUE
l' UCT 1'1,{"['
LS IDLE oot RETRANSMIT retransCount >
resetCurrentMethod() else capRsp = FALSE retransCount-+4 T MaxRetrans
timeout = FALSE else capReq = TRUE
;} capRsp

RECEIVED

rxMak = FALSE
rxMvlethodResp = FALSE

parseReceiveMessage()

rxMak




Key Interface with EAP

802.1X

& 802.11

EAP EAP
Method Method
EAP Layer EAP Layer |
\ /
keyAval Iable] [ keyAvailable
txKeyEnabled = 802.1X Key 802.1X Key 4,
Machine Machine |
portValid keyRun1 1keyD0ne keyRun1 1keyDone
—
802.1X 802.1X

Link Secure (physical or

crypto)

— txKeyEnabled

portValid
—

Link Secure (physical or

crypto)



Key Interface

keyAvailable:

— indicates to the key machine that key material is available to send. No
change from previous versions. Set by someone external (e.g. EAP) and
cleared by the key machine after the info has been sent. The 4-way
machines may or maynot use this variable. It isn't tested by the
authenticator machines.

txKeyEnable:

— Indicates we are using keys. An external management configuration
value. No change from previous versions.

keyRun:

— A new variable that signals to the key machine to fire-up. It is set true by
the authenticator machines after the EAP-Success has been sent and it is
cleared by the authenticator machines if it gets reset or abort.

keyDone:

— A new variable that signals back from the key machines that keys have
been installed or the 4-way handshake has completed successfully and it is
ok to test portValid.

portValid:

— indicates that keys have been installed and a secured port is now in
operation. Set by someone external. No change from previous versions.
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Authenticator Key Tx Machine

Initialize || (portControl = Auto)

| |

NO_KEY_TRANSMIT

keyTxEnable && keyAvailable && keyRun

\ 4

KEY_TRANSMIT

txKey;
keyAvailable = FALSE

||

keyAvailable

IkeyTxEnable || 'keyRun
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Supplicant Key Tx Machine

March 2003

Initialize

| |

NO_SUPP_KEY_TRANSMIT

keyTxEnable && suppKeyAvailable && keyRun

A

SUPP_KEY_TRANSMIT

txSuppKey;
suppKeyAuvailable = FALSE;
keyDone = TRUE;

suppKeyAvailable IkeyTxEnable || 'keyRun
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