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1 Scope

Optional amendment to IEEE 802.1D for real time applications.

Annex A 
(normative)
IEEE 802.1D Extensions

Table 0Figure 0
A.1 General

This normative Annex A specifies the necessary extensions to the existing IEEE 802.1D. This extension is an optional enhancement to network components to perform real time applications.

A.2 IEEE 802.1D Extensions

A.2.1 General

This annex describes the enhancements to the IEEE 802.1D:2003 standard for RTE bridged networks. 

A.2.2 The forwarding procedure

RTE traffic requires predictable transfer-rates. Ethernet has a best effort principle that allows using the bandwidth without configuration. Priorities help to forward an urgent frame more quickly but it helps only when there are several frames queued. A low priority frame which just started will be completed and may block forwarding. In a system with large cascades of bridges a non-tolerable delay is possible. Especially for cyclic services a means to avoid conflicts with industrial Ethernet services shall be applied. This could be achieved by a scheduling which disables industrial Ethernet traffic at specific time periods.

The introduction of RTE scheduling divides the time on the Ethernet into two phases:

 a) The green phase, as defined in IEEE 802 and 

 b) An additional red phase, the RTE phase.

The available network bandwidth is divided into time slices or cycles. Each cycle is divided into the red and the green phase. This is shown in Figure A.1.
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Figure A.1 — Green and Red Phases and Phase transitions 
Schedule-based forwarding is a method to switch direct ways through a bridge. Frames used for this method do not use MAC-addresses for forwarding but a schedule loaded in advance. The way for loading this schedule is beyond the scope of this specification. The Frames are identified by their arrival time at the bridge and their frame ID. 

A.2.3 The green phase

The forwarding of frames in the green phase shall be done as described in IEEE 802.1D. This mechanism may use priorities.

It shall be assured that a bridge does not send portions of an industrial Ethernet frame in the red phase. No industrial Ethernet frame shall cross the green/red border.

Industrial Ethernet frames are Ethernet frames as specified in IEEE 802.1 and shall be forwarded as specified there. If a sending port is in the red phase, no industrial Ethernet frames shall be processed. The industrial Ethernet frames shall be stored until the end of red phase and then be processed normally. 

A.2.4 Preconditions for the use of RTE

Both address-based as well as schedule-based forwarding need a precise clock present on every bridge. This is necessary to synchronize the transmission cycles. The allowed clock jitter is application specific and shall be less than a microsecond for class 2 RTE.

A.2.4.1 Synchronized bridges

The clocks on the bridges shall be synchronized, so that it is possible to use a distributed database, residing a part of it on every bridge, to configure the bridge's scheduling in the appropriate way.

A.2.4.2 Synchronizing mechanisms

For the synchronization of the clocks, the Precision Time Protocol (PTP) according IEEE 1588 and the enhancements of the actual work shall be used. If full clock synchronization is not needed, an optimized method may be used.

A.2.4.3 Macrocycle

There are two reasons to keep the red phase short

· minimize buffer space for industrial Ethernet frames arriving during the red phase

· optimize reaction time for different nodes

A macrocycle is a set of cycles with the property that these cycles are replicated periodically. 

There may be multiple macrocycles in a system. An RTE-node has to support at least macrocycles of length of 2, 4, 8, 16, 32, and 64, 128. Additional macrocycles are 5, 10, 20, 25, and 50, 100. A macrocycle is always a multiple of the basic period. Therefore it has no unit.  

It is assumed that a configuration tool allocates the available bandwidth among the cycles.

A.2.4.4 Initial Synchronization

Every bridge first shall be synchronized, before it may start a red phase. After being synchronized, a bridge may start its red phase at the next main synchronization point. That means the macro cycle time of the red phase should be an integer divisor of the main synchronization interval.

The clock master shall provide a means to signal the start of all macro-cycles as a synchronization point. 

A.2.5 Forwarding principles

A.2.5.1 Address-based forwarding

There are two different principles of forwarding frames, depending on the real-time requirements, address-based and schedule-based forwarding, see A.2.5.2.

This works as described in IEEE 802.1D with the enhancements described in this clause.

For the real-time behavior of the RTE frames, there shall be reserved a part of the red phase in each cycle. In this phase, called the orange phase, there may no other frames be sent. Each bridge shall take care that it has already finished the transmission of industrial Ethernet frames, before the orange phase starts.

The orange phase shall start at the same time in an RTE-subsystem. This shall be achieved by the clock synchronization.

The end of the orange phase may either be preconfigured or be indicated by an idle state on the link for a certain time. If the latter possibility is chosen, it should be ensured, that there is no gap in the orange phase seen by bridges, otherwise the end of the orange phase is not at the same time for all bridges. Different end times of the orange phase may lead to some bridges sending industrial Ethernet frames while other bridges are still in the orange phase.

Due to the delay of industrial Ethernet frames on bridges, when the orange phase begins, it is necessary that there are different queues or buffers for industrial Ethernet and RTE frames, so that the RTE frames can pass the industrial Ethernet frames, or in other words, a RTE frame which has arrived after an industrial Ethernet frame may be sent before that industrial Ethernet frame, if the involved ports are in the orange phase now.

Industrial Ethernet frames received during the orange phase shall be stored until the orange phase is over and then be treated further.

The bridges do not have special configuration data for the RTE frames, but the buffer memory needed for the reception during the longest possible RTE time shall be reserved.

Forwarding in orange phase may depend on frame type or priority.

A.2.5.2 Schedule-based forwarding

Class 2 RTE uses schedule-based forwarding.

In principle, schedule-based forwarding works in the way that each bridge has a list for each of its reception ports, which frame ID shall arrive next and to which of the send port it shall be switched. 

Each bridge needs information about each of its ports, the sequence of arrival at that port and where a frame shall be switched to. The term "be switched to" means that the frame is not received, queued and address-decoded before being sent, but been sent directly by passing from the reception port to the send port with a cut-through mechanism.

The cut-through mechanism works in the way, that a bridge assumes at a certain moment, that a frame is arriving on a reception port, because it is configured in the database of the bridge. This frame is directly transmitted bit-by-bit to the send port and sent; so, the cut-through mechanism does not need a queuing mechanism.

This shall be ensured by a preconfiguring of the bridge with a database and the use of a precise clock.

In the database there shall be entries, at which moment the red phase starts. These entries may differ from port to port on a bridge and from bridge to bridge. Due to the propagation delay on the line, the start of the red phase may also be different from port to port or from bridge to bridge.

A single class 2 RTE frame shall traverse a network of several bridges in only one red phase. Therefore, the delay inside the bridge should be limited to a few bit times of the frame. This delay is a configuration parameter.

The red phase need not start at the same moment on all bridges and all ports. On the contrary, it may be useful in a cascade of bridges to start the red phase according to the propagation delay of the sent frame, see also Figure A.2.
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Figure A.2 — Line of bridges with a traversing RTE frame 
A.2.5.2.1 Configuration data for the red phase

Each reception or sending of a class 2 RTE frame shall be configured. 

The actions are split among different macro cycles thus the configuration has to be done for each cycle of each macrocycle. Each cycle of each macrocycle is represented by a list for each port with entries, which contain the following parameters:

· destinationPort: the port, on which the frame shall be sent. Set only on reception ports. There may be more than one destinationPort for a frame.

· local: determines if the frame shall be received locally on the bridge. Frames may be received locally and be forwarded.

· frameId: identifier of the frame. A frame is only valid, if the identifier of the frame has got a higher value than the one in the frame before. Wrap-around shall be considered.

· frameLength: length of the frame, if it shall be received locally.

· macAddress: the MAC address of the destination (for sending if a substitution frame has to be sent).

· time: the time when the frame shall be sent.

· checkSource(optional): the source MAC address to be checked at reception 

A.2.5.2.2 RTE frame format

An RTE frame is an Ethernet frame with additional fields, as described in Figure A.3.
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Figure A.3 — RTE frame structure 
Some fields in Figure A.3 are standard Ethernet frame fields, as defined in IEEE 802.3. These are:

Preamble field

The preamble field is a 7-octet field that is used to allow the PLS circuitry to reach its steady-state synchronization with the received frame’s timing 

Start Frame Delimiter (SFD) field

The SFD field is the sequence 10101011. It immediately follows the preamble pattern and indicates the start of a frame.

Address fields

Each MAC frame shall contain two address fields: the Destination Address field and the Source Address field, in that order. The Destination Address field shall specify the destination addressee(s) for which the frame is intended. The Source Address field shall identify the station from which the frame was initiated.
Length/Type field

This two-octet field takes one of two meanings, depending on its numeric value. For numerical evaluation, the first octet is the most significant octet of this field.
VLAN tag field

This four-octet field takes a type field for this optional field followed by two octets containing VLAN-ID and Priority as defined in IEEE 802.1Q.
Frame Check Sequence (FCS) field

A cyclic redundancy check (CRC) is used by the transmit and receive algorithms to generate a CRC value for the FCS field. The frame check sequence (FCS) field contains a 4-octet (32-bit) cyclic redundancy check (CRC) value. 
Some fields are specific for RTE. These are:

· Frame ID

· Cycle number

· Data state

· Transfer state.

The frame type shall be 0x8892 for all RTE frames.

The frame ID may be out of the scope 0x0080 up to 0xFBFF and serves as differentiation among the different frames.

The cycle number is an unsigned 16-bit number to be used to identify the send cycle of the frame in an application. One increment represents 31,25 µs. It may be used by an application to sort received frames by age. It shall also be used in case of redundant frame reception to discard the older one.

The data state is used for the supervision of the sender. The receiver of this frame may check the validity of the data in that frame by evaluating the data state, see Table A.1.

Table A.1 — The bits in the data state

	Meaning on the sender's side
	Bit No.

Name
	Meaning on the receiver's side

	Software state information
	1..0

State
	reserved

	0: Data set invalid 

1: Data set valid
	2

DataValid
	0: the data of the last received frame were not valid 

1:the data of the last received frame were valid

	Software state information


	7...3

State
	reserved


Data in frames with Data set invalid are not transferred to the application.

The transfer state signals an error condition in the frame. The transfer state may have the values shown in Table A.2. If one of the bits in the transfer state is set, a bridge may have generated a substitute frame. The transfer state is used for schedule-based forwarding only. In case of address-based forwarding and for sending it shall be 0.

Table A.2 — The bits in the transfer state in an RTE frame

	Bit No in

Transfer state
	Name of the error event
	Meaning

	
	
	

	0 
	AlignFCheckError
	0: no FCS and alignment error or no RecBufOvfl.

1: a FCS and alignment error has appeared and no RecBufOvfl

	1 
	WrongLength
	0: no length error or no FCSError or no RecBufOvfl

1: a length error has appeared and no FCSError and no RecBufOvfl

	2
	RecBufOvfl
	0: no receive buffer overflow

1: a receive buffer overflow has appeared

	3 
	IRTError
	0: no RTE error

1: RTE error, i.e. the frame 

· has not been received in time or

· has not had the expected frame type or

· has not had the expected frame ID or

· has not had the expected Source MAC address (this is optionally checked) or 

· in case of an underrun, i.e. the bridge received a header, but the data have not arrived on time 

	other
	none
	reserved


A.2.6 Redundancy issues

Redundant paths in the network should be possible. If redundancy is needed, a ring topology should be supported in the way, the two ports of a bridge are marked as redundant ports. These redundant ports then belong to the ring.

A frame shall be forwarded into the ring at any bridge. At the destination bridge, the frame is removed from the ring and sent to the receiver. The sender and the receiver of such frames are DTEs that are linked to the ring (this link can be a logical link if bridge and DTE are in one node). Figure A.4 shows an example for an RTE frame in a ring.


[image: image4.wmf]2

1

8

4

3

5

6

7

Send RTE frame to

DTE at bridge 6

Reception of

RTE frame

Ring of 8 bridges

Path #1 to

bridge 6

Path #2 to

bridge 6


Figure A.4 — RTE frame in a ring

The evaluation of frames received over ports marked as redundant, is different from the one on non-redundant ports. Every bridge in a ring shall check, if a frame received on a redundant port has as its MAC source address the address of the bridge itself. Such frames have circulated around the ring and shall be discarded.

A DTE may receive frames on two or even more redundant paths. If the DTE recognizes the identity of the frames, except one of them (e.g. the first one received), all may be discarded. 

The forwarding shall be extended as follows:

· if frame is a Redundant RTE frame (RTE dedicated to be transmitted redundant) and
· if forwarding is done at one of the redundant ports

the frame will be sent additionally to the peer redundant port provided this port is not the port of reception. Typical configurations are shown in Figure A.5.
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Figure A.5 — Transparent splitting of RTE frames

Redundant ports shall belong to the same VLAN.

A.2.6.1 Filtering circulating frames

A frame put into a ring coming from a non-redundant port shall not re-circulate if it was received later on a redundant port. This shall be accomplished by dropping frames with a source MAC-address that is already allocated to a non-redundant port and is now received at a redundant port.

At ring entry the MAC source address entry in the bridge address table will be tagged as specific static addresses. According to IEEE 802.1 learning should not destroy static entries. Thus, frames at a ring port with a static address will be not forwarded. The aging should provide means to remove these specific static entries if they are not used for a period of time, which shall be longer than the maximum forwarding time through the ring.

The address shall be marked as unused with the general aging procedures. This procedure is different from other static entries.

A Redundant RTE frame shall not enter the ring if the entry is not marked as specific static entry.

A.2.7 Error cases

The behavior in case of error depends on the error itself. If possible, a substitute frame should be forwarded instead of the erroneous frame in case of schedule-based forwarding.

A substitute frame is a frame with a transfer state ≠ 0. Since it is only possible to determine whether the expected frame has arrived after evaluating the FCS field, the transfer state shall be positioned at the end of the frame immediately before the (newly generated) FCS field to minimize forwarding delay. Substitute frames are formally correct frames that result in a diagnostic entry being made and support the localization of errors. A substitute frame is dropped at final destination.

A.2.7.1 Frame received too early

An RTE frame received too early shall be stored until its forwarding time and then it shall be forwarded regularly.

The buffering capability is a device feature and shall be at least 256 Bytes.
As long as the receive buffer does not overflow and as long as the sequence of scheduling is maintained, an RTE frame can arrive, no matter how early, within the red phase. This type of buffering allows compensation of the timing inaccuracies shown in Figure A.6.  
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Figure A.6 — Possible Time Inaccuracies
This includes: 
· Synchronization error (t: Two neighboring nodes can never be exactly synchronized.
· Send error (s: There is some jitter in the start of frame
· Propagation time error (Lz: The real line delay may vary from the delay calculated.
A.2.7.2 Frame with wrong frameId

RTE frames with a frameId out of order shall be discarded. To react on this, a bridge has two possibilities: 

1) The bridge may look up in the configuration table for that frame ID, if it can be found, the bridge stores the frame and does the action configured for that frame. This may be a very time-consuming search that may cause other timing problems when the next frame is received.

2) The bridge sends a substitute frame instead. The IRTError bit in transfer state shall be set.

A.2.7.3 Frame not received

If a frame dedicated for schedule-based forwarding is not received in time, the bridge shall send a substitute frame instead. The IRTError bit in transfer state shall be set. 

A.2.7.4 Frame received was too short

Frames dedicated for schedule-based forwarding that are too short shall be forwarded, but in the transfer state, the WrongLength bit shall be set. 

A.2.7.5 Frame received has not been found in the configuration list with wrong frameId

Frames dedicated for schedule-based forwarding whose frameID and optional source MAC address do not match with one in the configuration list, shall be discarded on every node.

A.2.7.6 Frame with wrong FCS was received 

Frames dedicated for schedule-based forwarding received with wrong FCS or alignment shall be forwarded with re-calculated FCS and the proper alignment and the bit AlignFCheckError in the transfer state field set.

A.2.7.7 Frame was too long

Frames dedicated for schedule-based forwarding with a length different from their configured length shall be forwarded with the WrongLength bit set in the transfer state field.

A.2.7.8 Frame arrived too late

Frames dedicated for schedule-based forwarding not received on time shall be dealed like frames not received.

A.2.7.9 Frame with out of ring source address

All frames dedicated for address based forwarding with out-of-ring source addresses (i.e. in address table and marked as specific static entry) shall be discarded on every node. Such a reception may happen in ring topologies. In this case, the ring has been passed completely by the frame and the frame shall not pass the ring a second time. 
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