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1 Introduction

1.1 Document Purpose

The scope of the IEEE 802.11u amendment is defined in the IEEE 802.11 TGu PAR as:

“This document amends the IEEE 802.11 MAC and PHY to support interworking with external networks.”

IEEE 802.11 TGu expects to issue a call for proposals in the near future, in order to address this scope.  To give guidance to proposers, TGu has agreed the following requirements for proposals, which it believes to be necessary in order for the scope to be completely addressed.
Note that these requirements apply to the returned proposals, not to the amendment itself.  The requirements for the amendment are completely specified in the PAR and Five Criteria submissions for the task group.
1.2 Definition of Requirement Classes

Each of the requirements has been allocated to one of the following requirement classes by the TG:

	Requirement Class
	Definition

	Required
	A requirement that the TG expects to be addressed by a proposal or proposals in TGu.

	Not Required - Out of Scope
	A requirement that the TG expects not to be addressed by a proposal or proposals in TGu, because it does not fall within the scope of TGu or is undesirable.

	Not Required - Complete
	A requirement that is believed to be addressed by existing technology, or by another requirement.  A note will be made of how it is addressed.

	Not Required – Optional
	A requirement that the TG believes to be desirable, but is too ambitious to place as a mandatory requirement on all proposals.


1.3 Liaisons 
It is planned that this document will be sent to the following organizations for review:
	Organization
	Web Site

	Wi-Fi Alliance
	http://www.wi-fi.org

	3GPP SA1, SA2, SA3, CT1, CT4
	http://www.3GPP.org

	3GPP2 TSG-X, TSG-S
	http://www.3GPP2.org

	IRAP
	http://www.irap.nl 

	IETF (NSIS, EAP, MOBOPTS, DNA, MIPSHOP, CAPWAP)
	http://www.ietf.org 

	GSMA
	http://www.gsmworld.com/index.shtml

	802.1
	http://www.ieee802.org/1/

	802.16
	http://www.ieee802.org/16/

	802.21
	http://www.ieee802.org/21/

	FMCA
	http://www.thefmca.com

	WiMAX
	http://www.wimaxforum.org


1.4 Requirement Reference Numbers

Requirements in this document are given a reference number of the form:


RXAY
where:

R
is the letter “R” (which is an abbreviation of the name of this document)

X
is the draft number of the document (the number that follows the “r” in the document number)

A
is a varying letter used to group sets of requirements that address similar areas

Y
is the unique (within this draft of the document) identifying number for the requirement

Subsequent drafts of this document will attempt to retain the same identifying number for requirements that are unchanged, or have only changed slightly, but the draft number part of the reference number will be updated so that the exact version of the requirement may be identified.

1.5 Acronyms

The following acronyms are used in this document:

3G



Third Generation

3GPP



3G Partnership Project

3GPP2



3G Partnership Project 2

AN



Access Network

AP



Access Point

BSS



Basic Service Set

BSSID   


Basic Service Set Identifier

ESS        


Extended Service Set

DS



Distribution System

DSS



Distribution System Services

ESS



Extended Service Set

IEEE



Institute of Electrical and Electronics Engineers

MAC



Medium Access Control

PHY            


Physical Layer

QoS



Quality of Service

SAP             


Service Access Point

STA



Station
TSPEC



Traffic Specification

WLAN



Wireless Local Area Network

1.6 Core Terms & Definitions

The following core terms are used to describe IEEE 802.11u basic concepts.
Accounting : The act of collecting information on resource usage for the purpose of trend analysis, auditing, billing, or cost allocation [1].

Authentication : The act of verifying a claimed identity, in the form of a pre-existing label from a mutually known name space, as the originator of a message (message authentication) or as the end-point of a channel (entity authentication) [1].

Authorization : The act of determining if a particular right, such as access to some resource, can be granted to the presenter of a particular credential.

Authorization Information:

This specifies the access authorization information only.

· Policy that should be applied to user’s traffic in terms of routing provision.

· User Profile Information : Specifies the set of services that the user can access and what policy should be applied to their user data.  This includes:

· basic connectivity service they are authorized to use in the local network, e.g. what QoS they are allowed.

· what accounting policy should be applied by the local network.

· what TOE services the users are allowed to access within which destination network.

Destination Network: the destination/source network for the user plane traffic traveling to and from the STA.  TOEs reside in the destination network.
IEEE 802.11 AN : DS with IEEE 802.11 Access Points.  The WLAN system includes the distribution system (DS), access point (AP) and portal entities. It is also the logical location of distribution and integration service functions of an extended service set (ESS). A WLAN system contains one or more APs and zero or more portals in addition to the DS [2].

Illegal AP: An AP that is not part of the IEEE 802.11 AN.  An illegal AP can be an AP that is improperly provisioned or an AP that is not connected to the correct IEEE 802.11 AN.  There are several different types of illegal APs: free agent, rogue, evil twin and castaway.

All types of illegal APs can cause network support issues and prevent users from accessing the intended network services, e.g. through Denial of Service (DoS)

Local Network : Network that interconnects IEEE 802.11 ANs and provides AAA Proxy and User Plane Gateway functionality.

Roaming: IEEE 802.11 TGu uses “roam” to describe a STA moving from one AP to another, within the same network.  In a cellular environment this would normally be called handover.

Subscription Service Provider (SSP): an organization (operator) offering connection to network services, usually for a fee.  The user has a contractual relationship with the service provider.

Subscription Service Provider Network (SSPN): the network with which a STA has an established relationship with an SSP.  The network maintains user subscription information, and is always the same for a given user identity, or indeed multiple identities.

“The Other End” (TOE): the termination point for a user data exchanged by the STA and another entity in the network.  Examples include web servers, destination nodes, the other end of a VoIP exchange etc.

1.7 References

[1]
B. Aboba et al, “RFC 2989 - Criteria for Evaluating AAA Protocols for Network Access”, RFC 2989

[2]
P802.11REV-ma-D4.0.pdf

2 Requirements
The following requirements are organised into clusters.  It is expected that a proposal would address all requirements in a cluster.  A proposal may address more than one cluster, but in that case all requirements associated with the clusters addressed in the proposal must be satisfied.
2.1 Online Enrolment Cluster
	Reference
	Requirement
	Notes (informative)
	Requirement Class

	R3E1
	Define functionality by which the STA is able to determine what online enrolment (also called online subscription) methods are supported by the network.
	Some networks allow users to enroll “over the air” – for example, the Wi-Fi alliance has defined such functionality based on browser capture, as part of the Universal Access Method – (UAM) concept.  The idea is to allow a STA to determine whether a network supports such functionality (and if so which one).  If the network does not support enrolment, then the user must already be in possession of security credentials (e.g. as determined by the EAP method in use) unless the network provides open access.
	Required

	R3E2
	Define functionality for online enrolment.
	The only current widely adopted common online enrolment mechanism is the Wi-Fi Alliance’s Universal Access Mechanism (UAM) and this has many problems.  For example it requires the user to start-up a browser (and users who are restricted to VLAN connections may be unable to do so), plus the initial connection must be unprotected, which makes it more difficult to switch on protection later.
This requirement has been marked as optional as it is expected that a solution may be outside the scope of this task group.
	Not Required - Optional

	R3E4
	Functionality shall be provided by which APs can advertise (before connection) the charges that will be made for use of the network if a user enrolls with it.
	While in principle most people would like this to be possible, there are a significant number of people who doubt that a practical and consistent mechanism can be defined.  For this reason the group has marked it as optional – they are open to proposals in this area.
	Not Required - Optional


2.2 Network Selection Cluster
	Reference
	Requirement
	Notes (informative)
	Requirement Class

	R3N1
	Define functionality by which a STA can determine whether its subscription to an SSPN would allow it to access a particular 802.11AN before actually joining a BSS within that 802.11 AN. Proposals must describe their consideration of scalability.
	It’s not acceptable for a STA to be required to attempt IEEE 802.1X authentication with all available networks until it finds one that works.  Equally a solution is not practical if it requires every possible credential supplier to be listed in a beacon (due to scalability problems).
	Required

	R3N2
	The mechanism described in requirement R3N1 must allow a STA that has multiple credentials with an SSPN to select the correct credentials when authenticating with a Local Network.
	This requirement considers the case where a user has more than one set of credentials associated with a single SSPN user identity.  It is assumed that the AP will be able to provide some piece of information that allows the mechanism of requirement R3N1 to provide this to the STA, and for the STA to then use it to select the correct credentials to use.  There has been a fair amount of debate about whether this is a realistic scenario, but all a proposal has to do is describe how the information (if existing) would be delivered to the STA.
	Required

	R3N3
	Define functionality to support authentication with multiple SSPNs through a single AP.
	It’s not acceptable to require a separate “virtual” AP for each SSPN. Note that this is not a requirement that a STA be able to use multiple SSPNs simultaneously – that comes later. This is just saying that a single AP can have a population of STAs where some are using one SSPN, and some another one.
	Required

	R3N4
	Define functionality by which a STA can determine which interworking services are available before joining a BSS.
	A classic example is whether internet access is provided (some open networks might exist only to give access to a local server) but the style of interworking may also be significant – is tight or loose coupling provided?  Is access to IMS in the SSPN provided?  See 11-05/1595r0 for more on this subject.
	Required

	R3N5
	Functionality shall be provided by which APs can advertise (before connection) the charges that will be made for use of the network if connection is authorized based on an SSPN subscription.
	This is thought to probably be impractical, but the group is willing to listen to proposals.
	Not Required - Optional

	R3N6
	Functionality shall be provided by which during the connection process a STA can be informed of the actual charges to be applied to this session.
	Such information is probably better supplied at a higher layer (as a higher layer connection is possible at this point).
	Not Required – Out of Scope

	R3N7
	It should be possible to inform a STA about unbroadcasted SSIDs without causing the STA to probe for each preferred SSID.
	This is viewed as specifying the details of one possible response to R3N1.  Not all proposals may use this mechanism, so it is inappropriate to place in a requirement.
	Not Required - Complete


2.3 Protection Cluster
	Reference
	Requirement
	Notes (informative)
	Requirement Class

	R3P1
	Define STA behavior when it is in possession of suitable credentials to use an 802.11 AN, but a candidate AP that claims to be part of that 802.11 AN does not have security enabled.
	This requires a definition of STA policy that is outside the scope of 802.11.  Even if it were in scope for 802.11, it’s not a new problem for External Networks, so it would still be out of scope for this TG.
	Not Required – Out of Scope

	R3P2
	Define functionality to prevent hijack of MAC addresses.
	TGi does not require an 802.1X authentication to include the MAC address (some authentication mechanisms are intended to allow a user to use any machine) and so are open to a session being hijacked by an authentication through a different AP with the same MAC address.  This is a much more serious problem in this environment where the user does not have any relationship with other users of the network, and so is much less willing to trust them.
	Required

	R3P3
	Provide functionality for MAC Address Anonymity.
	It’s a standard feature of modern cellular networks that observers can not determine the real identity of a phone, and so the phone can not be used to track a person (without legal intervention!).  The same level of protection should be extended to 802.11.
	Required

	R3P4
	Provide functionality so that illegal APs can not masquerade as real ones.
	This is a problem for all APs, whether they are used to access an External Network or not.  It would appear to be fair and square in the middle of TGw’s scope.  We’ll continue to liaise with them when we have clearer requirements in this area (i.e. when we have an accepted proposal).
	Not Required – Out of Scope

	R3P5
	Define the way in which the mechanism as defined in REQ R3N1 can be secured, so that an AN can not pretend to provide access to a SSPN.
	It’s difficult to see how this would be done in advance of 802.1X authentication (which should so this for all sensible EAP methods), but if anyone can come up with a method we’ll listen to it.
	Not required - Optional


2.4 Authentication Cluster
	Reference
	Requirement
	Notes (informative)
	Requirement Class

	R3A1
	A STA shall be able to authenticate with different SSPNs simultaneously, in order to gain simultaneous access to multiple Destination Networks.
	None.
	Required


2.5 SSPN Interface Cluster
	Reference
	Requirement
	Notes (informative)
	Requirement Class

	R3S1
	Define the Authorization Information (originated from the SSPN) that shall be provided to the MAC and associated functionality.
	This is the information about the user that gets passed down from the SSPN when authentication is successful.

An example of functionality that would satisfy this requirement is a set of MIB objects within the AP that could be configured by an unknown mechanism.  This example is not meant to constrain proposals.
Remember that we are a layer 2 organization, and so the Authorization Information refers only to layer 2 services.

Note that the “and associated functionality” binds with “MAC”, not with “Authorization Information”
	Required

	R3S2
	Define how the information defined in R3S1 will be used.
	
	Required

	R3S3
	Define functionality by which the information defined in R3S1 can be modified (by the SSPN).
	If the information defined in R3S1 is provided at the end of the authentication stage, then it’s possible to imagine a desire to be able to change the information without requiring the STA to reauthenticate.  It is expected that any proposal that addresses this requirement would also give a use case explaining why such a facility would be useful…
	Not Required - Optional

	R3S4
	Make accessible accounting information for transfer to the SSPN.  This shall include information about accepted TSPECs, their duration, and about actual traffic flows.
	802.11 has traditionally supplied statistics, but not accounting information.  However it would seem that this sort of information would not be useful to 802.11u, in which case TGv is probably a more logical home for it, given their responsibility for network management.
	Not Required – Out of Scope


2.6 User Plane Cluster
	Reference
	Requirement
	Notes (informative)
	Requirement Class

	R3U1
	Proposals shall allow a STA (subscription permitting) to access multiple Destination Networks at the same time.
	It’s possible that a STA may need to access multiple networks at the same time based on a single subscription.  One example would be a device that needs to access the Internet directly through the Local network, but also needs a tunnel back to its home network.

One possibility is to use layer 3 concepts to achieve this – for example a layer 3 tunnel to a gateway to the home network.  Such a solution would be outside the scope of TGu.

However, another possible solution might be to use layer 2 segmentation (i.e. VLANs) in which case some additional signaling will probably be required.  Obviously we don’t want to preclude a requirement at this stage, but any proposal that needs layer 2 changes would need to justify why layer 3 alone could not be used.
	Not Required - Optional

	R3U2
	Functionality shall be provided by which traffic destined for a particular Destination Network can be segregated from traffic destined for other Destination Networks.
	Traffic segmentation would happen in the DS, and hence is outside the scope of TGu.
	Not Required – Out of Scope

	R3U3
	Provide mapping from external QoS information, e.g. DSCP, to IEEE 802.11 specific parameters.
	This would probably have to be an informative annex, due to the problem of 802.11 scope.
	Required


2.7 Miscellaneous
	Reference
	Requirement
	Notes (informative)
	Requirement Class

	R3M1
	All proposals (whichever requirements they address) shall describe how they minimize battery consumption for mobile devices.
	This is an important issue, and we want to ensure that all proposals have at least considered it.
	Required

	R3M2
	Define functionality by which APs can provide information which will enable a STA to determine whether or not roaming to a candidate AP would require re-configuration (automatic or manual) of layer 3 networking.
	[Note that we use “roam” to describe moving from one AP to another within the same network – in a cellular environment this would normally be called handover.]

This is felt to be a handover requirement, and as such, however desirable it may be, it isn’t really in our scope.  It will be forwarded to TGr (who have already shown interest in this area) and 802.21.
	Not Required – Out of Scope

	R3M3
	All proposals (whichever requirements they address) shall describe the security impact of the functions they propose.
	This is an important issue, and we want to ensure that all proposals have at least considered it.
	Required

	R3M4
	Define IEEE 802.11TM functionality which would be required to support an Emergency Call (e.g. E911) service as part of an overall, multi-layer solution. Specifically:

Capability Advertisement

Authentication issues
	Note that location information is not included in this requirement.  It is believed that TGk and possible TGv are working on this.

“Multi-layer” indicates the expectation that any E911 solution will not be achieved solely at layer 2 – co-operation with other groups will be required.
	Required
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Abstract


IEEE 802.11 TGu (Interworking with External Networks) task group is about to issue a call for proposals.  This document specifies the requirements that have been placed on those proposals.
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