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1. Abstract


This document specifies an Implementation Agreement (IA) for MEF User to Network Interface (UNI) Type 2.  This Implementation Agreement adds new functionalities to MEF UNI Type 1 [MEF13], such as E-LMI based on [MEF16], Link OAM based on clause 57 of [802.3], Service OAM based on [Y.1731], Protection based on clause 43 of [802.3], and Link Security based on [802.1AE]. 

2. Terminology


		Term

		Definition



		AIS

		Alarm Indication Signal



		BW

		Bandwidth



		CCM

		Connectivity Check Message



		CE

		Customer Equipment



		CE-VLAN ID

		 The identifier derivable from the content of a Service Frame that allows the Service Frame to be associated with an EVC at the UNI.



		Controlled port

		An Ethernet port that is controlled by MAC Security (802.1AE)



		CoS 

		Class of Service 



		Customer-ME

		Customer Maintenance Entity



		DTE

		Data Terminal Equipment



		Dual-ended

		One-way



		E-LMI

		Ethernet Link management Interface



		ETH-LM

		Ethernet Loss Measurement



		E-Tree

		A type of Ethernet services that is P2MP.



		EVC

		Ethernet Virtual Connection, and association between two or more UNIs for the purpose of delivering Ethernet services.



		IA

		Implementation Agreement



		LAG

		Link Aggregation Group



		LBM

		Loopback Message



		LBR

		Loopback Reply



		Leaf 

		A leaf node of an E-Tree EVC



		Link OAM

		OAM specific to a single link as per 802.3 clause 57



		LTM

		Link Trace Message



		LTR

		Link Trace Reply



		ME

		Maintenance Entity



		ME-Level

		Maintenance Entity Level



		MEP

		Maintenance Entity End Point



		MIP

		Maintenance Entity Intermediate Point



		MTU

		Maximum Transfer Unit



		OAM

		Operation and Management



		PE

		Provider Equipment



		RDI

		Reverse Defect Identification



		Root

		A Root node of an E-Tree EVC



		Service OAM

		OAM based on Y.1731



		Single-ended

		Two-way



		SLS

		Service Level Specification



		Subscriber

		The organization purchasing and/or using Ethernet Services.



		Subscriber-ME

		Subscriber Maintenance Entity



		Uncontrolled port

		A port that has no MAC SEC security (generally used for control and management)



		UNI

		User Network Interface, The physical demarcation point between the responsibility of the Service Provider and the responsibility of the Subscriber



		UNI-C

		Part of the UNI that is located at Customer Equipment



		UNI-ME

		UNI Maintenance Entity



		UNI-N

		Part of the UNI that is located at Service Provider Equipment





3. Scope


3.1 Purpose


The purpose of this document is an Implementation Agreement that defines the requirements for UNI Type 2. UNI Type 2 is based on UNI Type 1 [MEF13], with added functionalities. The new functionalities include capability for UNI-C to retrieve EVC status and configuration information including associated service attributes from UNI-N; capability for customer and service provider to check the UNI connectivity as well as verify Service Level Specification (SLS), and capability to protect UNI against failure and possible tampering or misuse.

3.2 UNI Types


[MEF 11] introduces 3 types of UNIs: UNI Type 1, UNI Type 2, and UNI Type 3. The UNI Type determines the CE’s ability to negotiate and/or retrieve EVC status and attributes from a PE.

 The following section describes the main operational aspects of these three UNI types:


3.2.1 UNI Type 1 


The MEF UNI Type 1 operates in manual configuration mode in which the Service


Provider and Subscriber will have to manually configure the UNI-N and UNI-C for services. UNI Type 1 is described in [MEF13].


3.2.2 UNI Type 2 


The UNI Type 2 mode of operation allows UNI-C to retrieve EVC status and configuration information from UNI-N. In addition UNI Type 2 adds management, protection and security functionalities beyond those specified in UNI Type1. UNI Type 2 is the subject of this IA. 





3.2.3 UNI Type 3 


The UNI Type 3 Mode of operation allows the CE to request, signal and negotiate EVCs and its associated Service Attributes to the UNI-N. UNI Type 3 is out of the scope of this Implementation Agreement and is for further study.


4. Compliance Levels


The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC 2119.  All key words must be use upper case, bold text.


5. Backward Compatibility




5.1 Supporting UNI Type 1

[R1] A UNI-N Type 2 MUST support all the mandatory requirements of UNI-N Type 1.1 and UNI-N Type 1.2 as per [MEF13]


[R2] A UNI-N Type 2 SHOULD support all the optional requirements of UNI-N Type 1.1 and UNI-N Type 1.2 as per [MEF13]

[R3] A UNI-C Type 2 MUST support all the mandatory requirements of UNI-C Type 1.1 and UNI-C Type 1.2 as per [MEF13]

[R4] A UNI-C Type 2 SHOULD support all the optional requirements of UNI-C Type 1.1 and UNI-C Type 1.2 as per [MEF13]

5.2 Supporting UNI Type 2


[R5] A UNI-N Type 2 MUST support ALL the following UNI-N functionalities:

1) E-LMI, as per section 6

2) Link OAM, as per section 7.1

3) Service OAM, as per section 7.2

4) Protection, as per section 8

5) Security, as per section 9

6) Enhanced UNI Attributes, as per section 10

[R6] A UNI-C Type 2 MUST support ALL the following UNI-C functionalities:

1) E-LMI, as per section 6

2) Link OAM, as per section 7.1

3) Service OAM, as per section 7.2

4) Protection, as per section 8

5) Security, as per section 9

6) Enhanced UNI Attributes, as per section 10

5.3 Supporting Subsets of UNI Type 2


[R7] A UNI-N Type 2, after determining that its peer UNI-C does not support all UNI-C Type 2 functionalities (as specified in R6), MUST interoperate with those UNI-C Type 2 functionalities supported by UNI-C.


Note: A UNI-N Type 2 is not required to interoperate with the UNI-C Type 2 functionalities that are partially supported by UNI-C.

[R8] A UNI-C Type 2, after determining that its peer UNI-N does not support all UNI-N Type 2 functionalities (as specified in R5), MUST interoperate with those UNI-N Type 2 functionalities supported by UNI-N.


Note: A UNI-C Type 2 is not required to interoperate with the UNI-N Type 2 functionalities that are partially supported by UNI-N.

 







[R9] A UNI-N Type 2 SHALL use the procedures outlined in section 5.6.11.2 of [MEF16] to determine the UNI-C support of E-LMI. 

[R10] A UNI-C Type 2 SHALL use the procedures outlined in section 5.6.11.1 of [MEF16] to determine the UNI-N support of E-LMI.

[R11] A UNI-N Type 2 SHALL use the Link OAM discovery process as outlined in clause 57.3.2.1 of  [IEEE 802.3] to determine the peer UNI-C support of Link OAM. 

[R12] A UNI-C Type 2 SHALL use the Link OAM discovery process as outlined in clause 57.3.2.1 of  [IEEE 802.3] to determine the UNI-N support of Link OAM. 

[R13] A UNI-N Type 2 SHALL use the procedures in clause 57.3.2.1 of [IEEE 802.3] to determine the UNI-C support of Link Aggregation.

[R14]  A UNI-C Type 2 SHALL use the procedures in clause 57.3.2.1 of [IEEE 802.3] to determine the UNI-N support of Link Aggregation.

[R15] A UNI-N Type 2 SHALL use the procedures in section 7.2.3 of this document to determine the UNI-C support of Service OAM for UNI-ME.


[R16] A UNI-C Type 2 SHALL use the procedures in section 7.2.3 of this document to determine the UNI-N support of Service OAM for UNI-ME.

[R17] 









[R18] 

[R19] 

[R20] 

[R21] A UNI-C Type 2 SHALL use the procedures in section 7.2.3 of this document to determine the UNI-N support of Service OAM for Customer-ME.


6. Supporting E-LMI


[R22] A UNI-N Type 2 MUST support all mandatory UNI-N aspects of E-LMI as specified in [MEF 16].


[R23] A UNI-N Type 2 SHOULD support all optional UNI-N aspects of E-LMI as specified in [MEF 16] with the exception that it MAY disable the Polling Verification Timer.


[R24] A UNI-C Type 2 MUST support all mandatory UNI-C aspects of E-LMI as specified in [MEF 16].

[R25] A UNI-C Type 2 SHOULD support all optional UNI-C aspects of E-LMI as specified in [MEF 16].







7. Supporting Ethernet OAM


7.1 Link OAM


Link OAM is based on clause 57 of [IEEE 802.3]. Link OAM monitors UNI s operation and health and improves fault isolation. Link OAM frames run between UNI-C and UNI-N. This section lists the Link OAM requirements for UNI-N and UNI-C.

[R26] 

[R27] A UNI-N Type 2 MUST support Active DTE mode capabilities as specified in clause 57.2.9 of [IEEE 802.3] and summarized in Table 1 of this IA.


[R28] A UNI-C Type 2 MUST support Passive DTE mode capabilities as specified in clause 57.2.9 of [IEEE 802.3] and summarized in Table 1 of this IA.

[R29] 

[R30] 

[R31] 

[R32] 

[R33] 

[R34] 

[R35] A UNI-C Type 2 MAY support Active DTE mode capabilities as specified in clause 57.2.9 of [IEEE 802.3] and summarized in Table 1 of this IA.


[R36] A UNI-N Type 2 SHOULD support unidirectional OAM operation as per clause 57.2.12 of [IEEE 802.3], when the UNI is one of the physical layers specified in clause 66 of [IEEE 802.3]. 

[R37] A UNI-C Type 2 SHOULD support unidirectional OAM operation as per clause 57.2.12 of [IEEE 802.3], when the UNI is one of the physical layers specified in clause 66 of [IEEE 802.3].

[R38] A UNI-N and UNI-C Type 2 MUST be able to turn off the 802.3x (PAUSE) frame generation to enable proper Link OAM operation over the UNI as per clause 57.1.5.3 of [IEEE 802.3].





[R39] 

Table 1 – UNI-N and UNI-C Link OAM Capabilities Summary

		Capability

		UNI-N

		UNI-C



		Initiates OAM Discovery process

		MUST

		MAY



		Reacts to OAM Discovery process initiation

		MUST

		MUST



		Required to send Information OAMPDUs

		MUST

		MUST



		Permitted to send Event Notification OAMPDUs

		MUST

		MUST



		Permitted to send Variable Request OAMPDUs

		MUST

		MAY



		Permitted to send Variable Response OAMPDUs

		MUST

		MUST



		Permitted to send Loopback Control OAMPDUs

		MUST

		MAY



		Reacts to Loopback Control OAMPDUs

		MUST

		MUST



		Permitted to send Organization Specific OAMPDUs

		MUST

		MUST



		Support Unidirectional OAM operation 

		SHOULD

		SHOULD



		Support turning off PAUSE frame generation

		MUST

		MUST







7.2 Service OAM


The service OAM is based on [Y.1731]. This documents specifies the requirements for the UNI-N and UNI-C in order to support the UNI Maintenance Entity (UNI-ME) that spans between UNI-C and UNI-N, and to support Customer Maintenance Entities that span between two UNI-Cs. It is assumed that the UNI-ME has 1:N relationship with Subscriber-MEs.


 UNI-ME support is required especially for cases where UNI-N is not directly connected to UNI-C (e.g., when a demarcation device is between UNI-N and UNI-C).

7.2.1 





7.2.2 UNI-ME Support

This section lists the UNI-C and UNI-N requirements for supporting a UNI Maintenance Entity (UNI-ME) between UNI-N and UNI-C.


[R40] A UNI-N Type 2 MUST support a MEP for UNI-ME. 

[R41] 

[R42] A UNI-N Type 2 MUST support a configurable ME-level for UNI-N MEP corresponding to UNI-ME, from the permitted Operator ME-levels as specified in section 5.6 of [Y.1731]. The default value MUST be set to “0”.

[R43] A UNI-C Type 2 MUST support a MEP for UNI-ME.

[R44] A UNI-C Type 2 MUST support a configurable ME-level for UNI-C MEP corresponding to UNI-ME, from the permitted Operator ME-levels as specified in section 5.6 of [Y.1731]. The default value MUST be set to “0”.

7.2.3 Subscriber-ME Support



[R45] A UNI-N Type 2 MUST support a MIP for a Subscriber-ME.


[R46] A UNI-N Type 2 MUST support a minimum number of  UNI-N MIPs corresponding to subscriber-MEs, which is  greater than or equal to the minimum number of EVCs supported on that UNI as per section 6.2.1 of [MEF 13], so that at least one MIP could be associated with each EVC.

[R47] A UNI-N Type 2 MUST support a configurable ME-level for each UNI-N MIP corresponding to a Subscriber-ME, from the permitted Customer-ME levels as specified in section 5.6 of [Y.1731]. The default value MUST be set to “1”.






[R48] A UNI-N Type 2 SHOULD have the capability to rate limit selected OAM flows that are received from UNI-C, by specifying either the bit rate in granularity of Kilo-bits per second or the frame rate with granularity of 1 frame per second.

Note 1: Complete drop of a particular OAM flow is considered rate limiting to 0 Kb/s or 0 frame/s.


Note 2: This requirement is meant to improve security and prevent DoS attacks.


7.2.3.1 

[R49] 

[R50] 



7.2.4 Fault Management Support



[R51] A UNI-N Type 2  MUST be able to generate CCM toward UNI-C on UNI-ME with configurable rate as specified in [Y.1731]. 

[R52] A UNI-N Type 2 MUST be able to process received CCM from UNI-C on UNI-ME with configurable rate as specified in [Y.1731].











[R53] A UNI-N Type 2 MUST be able to generate LBM toward UN-C on UNI-ME, as specified in [Y.1731].

[R54] A UNI-N Type 2 MUST be able to process received LBM from UNI-C on UNI-ME and generate LBR on UNI-ME, as specified in [Y.1731].

[R55] A UNI-N Type 2 MUST be able to generate LTM toward UNI-C on UNI-ME, as specified in [Y.1731].


[R56] A UNI-N Type 2 MUST be able to process received LTM from UNI-C on UNI-ME and generate LTR on UNI-ME, as specified in [Y.1731].

[R57] A UNI-N Type 2, upon detection of a fault in UNI ME, MUST be able to generate AIS on Subscriber-MEs, as specified in [Y.1731].

[R58] A UNI-N Type 2, upon detection of a fault in UNI ME, MUST be able to generate RDI toward UNI-C on UNI-ME, as specified in [Y.1731].

[R59] A UNI-C Type 2 MUST be able to generate CCM toward UNI-N on UNI-ME with configurable rate as specified in [Y.1731]. 


[R60] A UNI-C Type 2 MUST be able to process received CCM from UNI-N on UNI-ME with configurable rate as specified in [Y.1731].


[R61] A UNI-C Type 2 MUST be able to generate LBM toward UN-N on UNI-ME, as specified in [Y.1731].


[R62] A UNI-C Type 2 MUST be able to process received LBM from UNI-N on UNI-ME and generate LBR on UNI-ME, as specified in [Y.1731].


[R63] A UNI-C Type 2 MUST be able to generate LTM toward UNI-N on UNI-ME, as specified in [Y.1731].


[R64] A UNI-C Type 2 MUST be able to process received LTM from UNI-N on UNI-ME and generate LTR on UNI-ME, as specified in [Y.1731].


[R65] A UNI-C Type 2, upon detection of a fault in UNI ME, MUST be able to generate AIS on Subscriber-MEs, as specified in [Y.1731].


[R66] A UNI-C Type 2, upon detection of a fault in UNI ME, MUST be able to generate RDI toward UNI-N on UNI-ME, as specified in [Y.1731].



[R67] 





[R68] 

[R69] 

[R70] 



7.2.4.1 



[R71] 



[R72] 



[R73] 

[R74] 

7.2.4.2 



[R75] 

[R76] 

7.2.5 Performance Management Support

Since the delay and delay variation across UNI negligible, there is no requirement for UNI-C and UNI-N to support any delay or delay variation measurement in this version of the IA.

7.2.5.1 Single-ended Frame Loss




[R77] A UNI-N Type 2 MUST be able to generate LMM toward UNI-C and processes received LMR from UNI-C on UNI-ME and calculate single-ended UNI frame loss as specified in [Y.1731]. 

[R78] A UNI-N Type 2 MUST be able to process received LMM from UNI-C and generate LMR on UNI-ME, as specified in [Y.1731].

[R79] A UNI-C Type 2 SHOULD be able to generate LMM toward UNI-N and processes received LMR from UNI-N on UNI-ME and calculate single-ended UNI frame loss as specified in [Y.1731]. 


[R80] A UNI-C Type 2 MUST be able to process received LMM from UNI-N and generate LMR on UNI-ME, as specified in [Y.1731].

7.2.5.2 Dual-ended Frame Loss

[R81] A UNI-N Type 2 MUST be able to generate dual-ended ETH-LM CCM toward UNI-C on UNI-ME, as specified in [Y.1731]. 


[R82] A UNI-N Type 2 MUST be able to process received dual-ended ETH-LM CCM from UNI-C on UNI-ME and calculate dual-ended UNI frame loss as specified in [Y.1731].


[R83] A UNI-C Type 2 SHOULD be able to generate dual-ended ETH-LM CCM toward UNI-N on UNI-ME, as specified in [Y.1731]. 


[R84] A UNI-C Type 2 SHOULD be able to process received dual-ended ETH-LM CCM from UNI-N on UNI-ME and calculate dual-ended UNI frame loss as specified in [Y.1731].




[R85] 

[R86] 

8. 







9. Supporting Protection


This section specifies requirements for UNI-N and UNI-C to enable protecting the UNI, in case of a failure.


[R87] A UNI-N and UNI-C Type 2 SHALL support Link Aggregation as specified in clause 43 of [IEEE 802.3], for UNI protection.


[R88] A UNI-N and UNI-C Type 2 MUST support two (2) links in the Link Aggregation group (LAG). They MAY support four (4) or eight (8) links. The speeds of links MUST be identical.



[R89] 

[R90] 

[R91] A UNI-N and UNI-C Type 2 SHOULD map the frames belonging to the same EVC to the same link in the LAG. 

[R92] A UNI-N and UNI-C Type 2 MAY map the frames with the same CE-VLAN ID to the same link in the LAG.

10. Supporting Security 

[R93] A UNI-N and UNI-C Type 2 MUST support controlled and uncontrolled ports as specified in [802.1AE]

[R94] A UNI-N and UNI-C Type 2 MUST support Data Origin Authenticity as specified in [802.1AE].

[R95] A UNI-N and UNI-C Type 2 MUST Integrity Protection as specified in [802.1AE].

[R96] A UNI-N and UNI-C Type 2 MAY support Confidentiality Protection as specified in [802.1AE].



11. Supporting Enhanced UNI Attributes


[R97] A UNI-N Type 2 MUST support Per-UNI, Per-EVC and Per-CoS Egress BW profiling as specified in [ESA2].


[R98] A UNI-N Type 2 MUST support an MTU that is greater than or equal to the UNI MTU Attribute as specified in section 7.4 of  [ESA2].


[R99] A UNI-C Type 2 MUST support an MTU that is greater than or equal to the UNI MTU Attribute as specified in section 7.4 of  [ESA2].


[R100] A UNI-N Type 2 MUST support both Root and Leaf functions of E-Tree service type, as specified in [ESA2]


[R101] A UNI-C Type 2 MUST support both Root and Leaf functions of E-Tree service type, as specified in [ESA2]

[R102] A UNI-N and UNI-C Type 2 MUST support Auto-negotiation for 10/100 and 10/100/1000 UNI rates.
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