To: MEF
From: 802.1

Thank you for your liaison of 2nd November 2006 (L00038) concerning the UNI Type 2 Implementation Agreement Version 3.0.

We are please to see the inclusion of Service OAM and MAC Security capabilities within the IA and have these specific comments at this time:

Service OAM (Section 7.2)
With regard to IEEE P802.1ag Connectivity Fault Management, the UNI Type 2 v3 document makes no reference to that project.  However, ITU-T Y.1731 and CFM are compatible in operation, but one observation can be made:

The MEF should be aware that, if it is the intention of R34 to require that a UNI-N support a different configurable ME level for each UNI-N MIP corresponding to a Subscriber-ME, it generates a requirement for a significant amount of configuration information (4094 services times 3 bits) per UNI-N port.
MAC Security (Section 9 of the IA)

Data origin authentication, as called out in the IA, is not a separate implementable options, but a consequence of the way in which MACsec is used. In general implementation agreements should refer not to concepts discussed in the introductory material of the standard, but to the items called out for claims of conformance and the related selectable options within the conformance clause (Clause 5 of IEEE Std 802.1AE). By referencing our standard in this way it should be clear to users of the IA.
While we welcome the decision to include IEEE Std 802.1AE within the IA, we should note that support of 802.1AE by key agreement protocol is required for those capabilities to be used. The appropriate key agreement mechanisms are being standardized within P802.1af Key Agreement for MAC Security. We believe the current IA to be most useful in indicating to implementors that the necessary hardware will be required at the UNI to support MAC Security at the point where P802.1af reaches stability, which is anticipated to be within the coming year.

In addition to specifying use of Controlled and Uncontrolled Ports, any implementation agreement for MAC Security will  (of necessity) specify where MACsec is to be positioned within interoperable protocol stacks. See Clause 11 of IEEE Std 802.1AE-2006, and clause 11.7 and Figure 11-12 in particular. We believe that you intend that MACsec be used to protect the communication labeled as ‘(c)’ in the figure, and that this will entail the use of the MACsec Key Agreement protocol (MKA) (and possibly other EAPOL frames) with the Provider Bridge Group addresses (see clause 9.1 ‘EAPOL PDU transmission, addressing, and protocol identification’).
