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DSL Forum Liaison to:

Mark Townsley, Area Director, IETF Internet Area, townsley@cisco.com 

Jari Arkko, Area Director, IETF Internet Area, Jari Arkko <jari.arkko@piuha.net>
Mr. Tony Jeffree, Chair IEEE 802.1, E-mail: tony@jeffree.co.uk

From:

Gavin Young, DSL Forum Technical Committee Chair 
gyoung@dslforum.org
Liaison Communicated By :

Date: May 25th, 2007
Subject: Subscriber Authentication in DSL Networks
Gentlemen:
In 2006 the DSL Forum initiated a work item on "IP Sessions" with the intention of bringing some of the attributes of PPP to purely IP access scenarios. In particular IP over Ethernet over DSL in the context of our technical report TR-101.

In the course of this work we have developed and agreed upon a set of requirements for subscriber authentication (summarized on the following page).

We are not currently aware of a solution specified in the industry that meets our requirements. Can you advise us if you have a specified solution or whether a suitable solution is under your consideration.

Our next meeting is in Nashville, August 27-30th, 2007.
Sincerely,

Gavin Young

DSL Forum Technical Chair

Attachments: TR101
	Req #
	Description

	IPAuth-1
	Authentication must not depend on the use of any given application, eg web browser. 

	IPAuth-2
	Must re-use existing SP Authentication infrastructure (use Radius Database)  and allow mixed mode operation (eg PPP and IP) on the same L3 edge device

	IPAuth-3
	Must offer L3 edge device (BRAS) subscriber policy enforcement via pull and push methods, ie L3 edge must be aware of authentication status and any subscriber credentials

	IPAuth-4
	Must allow for authorization purposes the use of any additional identifiers that may be available, eg MAC address, Option82 circuit-id.

	IPAuth-5
	Should allow for subscriber nomadicity and support tracking of changes to location.

	IPAuth-6
	Must fit into TR-101 operational model

	IPAuth-7
	 Must support revoking authentication

	IPAuth-8
	Must handle L3 CPE device authentication and end-device (PC) user based authentication (likely with L2 CPEs in the latter case)

	IPAuth-9
	Should be simple to implement on client (PC or CPE)

	IPAuth-10
	Must be independent of medium type (eg Fixed Ethernet, Legacy ATM, PON, WiFi, WiMax, etc)

	IPAuth-11
	Must not require major re-work for IPv6. None ideally.

	IPAuth-12
	Must be resilient to attacks on the subscriber, eg against brute-force challenge attacks, or  spoofing of an authenticator edge device

	IPAuth-13
	Must offer authenticator edge device resiliency, eg not be prone to DOS authentication attacks 

	IPAuth-14
	Must allow for authentication and download of  subscriber service profile before service IP address is assigned

	IPAuth-15
	Must offer an option to re-authenticate periodically or on demand.

	IPAuth-16
	At an absolute minimum, must provide equivalent or better security than PPP CHAP/MD5 does today. Must include the ability to move to more secure authentication methods over time.

	IPAuth-17
	Should  offer authentication fail/success reason message to subscriber from authenticator . 

	IPAuth-18
	Must allow for multiple authenticated subscribers on same physical or logical interface.

	IPAuth-19
	Must  offer scalable subscriber management, eg not rely on subscriber credentials configured on the authenticator Edge

	IPAuth-20
	Must have a logical path towards standardization

	IPAuth-21
	Must scale to 10000s of  subscribers per L3 edge device (ie must be conservative in use of resources)


