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4. Abbreviations

6.22 PDU and protocol discrimination and media

As described more fully in Clause 9 of IEEE Std 802-2014 [B6], there-are-two-methodsthatecan
be-used-te-identify-the format of the data parameter passed to or from a specific MAC
procedure (see Figure 6-1 and 6.7) is identified, using the first few octets of the data

parameterMSDU ,:

by either source and destination LLC addresses or a two-octet EtherType.

Length/Type mediate.g+EEE802.3) networks have a Length/Type field in the first two octets of
the dataparameterMSDU (e.g., IEEE Std 802.3). Depending on the value of the Length/Type

field (see IEEE Std 802.1AC), the Length/Type field is either an EtherType-{i-e—ERD}; oris a
Length followed immediately by the LSAPs and Control octets-{-e-a-+tength-and-LRD).

Networks that do not use a Length/Type field in the MSDU (e.g., some applications of IEEE Std
802.11) can implement a Media Access Method Dependent Convergence Function to perform




any necessary translations from Length/Type-encoded protocol identifiers. See Clause 13 of
IEEE Std 802.1AC-2016 [B9].

NOTE—The encoding of tagged frames-ertLC-media,e-gmany-instancesofantEEESEd-80211
frame-containing o VAN Tag {Clause 9}, hasbeenis clarified from-previousrevisions-of lEEE Std
802-1Q-Seein G.3.

C.3.3.1 MSRPDU Encapsulation/De-encapsulation

In order to preserve the priority of an MSRPDU when traversing through an IEEE 802.11 LRD
network not using a Length/Type field in the MSDU, the priority shall be encapsulated while
the MSRPDU is in the IEEE 802.11 network and shall be de-encapsulated as it exits. See |IEEE Std
802.11 for additional information.

NOTE—For example, if the priority of the MSRPDU is 4, DEI=0 and VID = 1893, the equivalent
VLAN tag field (32 bits) is 81-00-87-65. When the frame enters the IEEE 802.11 LPB-network,
the encapsulated 802.11 LLC header is AA-AA-03-00-00-00-81-00-87-65-08-00, where AA-AA-
03-00-00-00-81-00-87-65 is the SNAP encoded VLAN header. When the frame exits the IEEE
802.11 LtRB-network, a de-encapsulation operation is performed and the resulting VLAN tag
field is 81-00-87-65.



G.3 Tag insertion and removal for LLC media

In IEEE Std 802.1Q-2014 and all previous revisions of l-EE%t—el—SOQ—l—D—a-nel—lEEE Std 802.1Q, the
method of msertlng and deletlng tags

mdependent of whether a Length/Type field te—dﬁtmguﬁh-bet-m&aq—I:P-D—and—Etheﬁpre

protocel-discrimination{ERD)-e-g+EEE-8023is used for protocol identifier encoding.—Fhatisha
eitherease-the The tag is-was inserted into or deleted from the first octets of the

mac_service_data_unit and the remainder of the mac_service_data_unit is-was unchanged.

The This deletion/insertion method abeve-deesdid not provide for easy-interoperability
between VLAN-aware end stations stations-enrtEEE-802 11 LRD-mediaand- VEAN-aware-end
stations-onEEE-802 3 -mediawhere only one used a Length/Type field to encode protocol
identifiers. It specifieds that,-enartEEE-80211LPD-end-station,theLRDB/ the station on the LLC
media used a SNAP encoded VLAN tag is-followed by an LRB/SNAP encoded data unit, whereas
on the IEEE-802 3 end-statiennetwork using Length/Type, the ERB-VLAN tag is-was followed by
an ERB-EtherType data-unitprotocol identifier. These multiple encodings required a bridge to
translate both the VLAN tag and the dataunitfollowing protocol identifierbetweentPB-and

o ween-the-me dia, along with any other tags defined te
dafee—e#m—the—ﬁu!eu-reprewouslv or subsequentlv Fhis-notonhyrequiresadditionalprocessing by
a-Bridge,butsheutd-Translation of the second and any subsequent protocol identifiers is
impossible if the contents of the frame be-are protected against modification or rendered
confidential, as in the caseof a frame t—ransm-l-t-ted—grotected by the-MAC Securlty Enic-r-t-y—(IEEE

To avoid this problem, revisions of IEEE Std 802.1Q subsequent to 2014, and IEEE Std 802.1AC

subsequent to 2012, specify that thelSSand-ElSS-invariablyuse-following the first protocol
identifier, all subsequent protocol |dent|f|ers (if anv) use Length/Type encodlng Ihe—Med—ra

The net result efthisehange-is-was that the expected format for a tagged frame en-LLC
mediawithout an initial Length/Type field has-changed. For example, on LLC media, the first 18

octets of a VLAN-tagged SNAP-encoded tRPB-frame-MSDU carrying an EtherType of 08-00




(hexadecimal) for the user data, priority O, VLAN 123, was, in previeus-revisions previous to |IEEE
Std 802.1Q-2018:

AA-AA-03-00-00-00-81-00-01-23-AA-AA-03-00-00-00-08-00

and rewsubsequently, is:
AA-AA-03-00-00-00-81-00-01-23-08-00

The underlined octets are no longer present. That is, on ar-LLC medivmmedia, enrly-thefirsttag;

orthe userdata-ifthereareno-tagsusesthe LPDencoding-Aall subseguenttags and protocol
identifiers after the flrst —and—the—user—da%a—ﬁ—the#e—s—at—least—ene—tag—lsare Length/Type

encoded.




