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Disclaimer

* This is a work in progress. The material here is for discussion purposes
and may contain errors.



Changes to YANG from work after 2nd Task
Group

* Ongoing work has updated the MAC privacy counters. This is a roll up
of the current counters using yanglint.

* This is for discussion only to help decide if we have the right counters.



Yang statistics

(no errors)
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Figure 10-2—SecY architecture and operation

if:type = 'ianaift:ethernetCsmacd' or
if:type = 'ianaift:ilan' or
if:type = 'ianaift:macSecControlledIF' or
if:type = 'ianaift:ptm' or
if:type = 'ianaift:bridge'
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Where are these
counters in the YANG Model ?
See next pages.



Current YANG

spawn yanglint

> Joad jana-if- tyge

> Joad 1eee802-dotlg-bridge

> Joad jeee802-dotlq-pb

> Joad jeee802-dotlx

> Joad jeee802-dotlae

> load 1eee802-dotlae-pry

? ata -t data -f json basic-vlan-bridge-with-pry-new.xml

"ieee802- doth bridge:bridges": {
'bE1d : [
'name"

"bri el
address "18—10—10 10-10-10"
Tbr1gge typs": "Teee802-dotlg-bridge:customer-vlan-bridge",
up-time": O,

id":
type": 'ieee802-dotlg-bridge:c-vlan-component”
capab111t1es :
tended- f11ter1ng false,
r ffic-classes"; false,
static-entry- individualZport": false,
1v1—capab en: true,
svl-capable": fa Tsé
"hybrid- caBab1e ; false

" ontigurabie d-tagging": false,
1oca1931an caggg1e g$1 ge
15 idge-vlan

overr1de def§u1t pvid": false

"name": "cv2",

12,
type"; 1eee802 dotlg-bridge:c-vlian-component"
"capabilities”:

tended- f11ter1ng fa]se

affic-classes”
"static- entry—1nd1v1dua1 ‘port": false,
"ivl-capablel: true,
"svl-capable": false
"hybrid-capabie"; false,
"configurable- pvid- tag$1ng false,
"Tocal-vlan-capable" 15e

15 idge-vlan": {
"override- defau]t pvid": false
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[ETF Interface Counters

"ietf- 1nterfaces interfaces": {
"interface": [

: "eth0
e": "iana- 1f type:bridge",
woper-status”: yp 9

d1scont1nu1ty time"
in-octets’ 13 12
in-unicast-pkts

"in-broadcast- pkts
rin-multicast- pkt
"in-discards”

20-12-18718:59:
"

B
EN
v
N

min- unknown= prgto
"out-octets 12
"out- unicast-pkts
"out-broadcast-pk
out-multicast- pk
out—d1scards H
"out-errors’

anl—l

)
s"
3
ts
t

hy 1eee802-dotlqg;bridge:bridge-port”: {
"bridge-name": "bridgel™,
"com onen shame": "cvl
por Ee "Jeée802-dotlq-bridge:c-vlan-bridge-port"
}
"name!: "ethl",
e": "fana- 1f type ethernetCsmacd",
"oper- status :
S atistic
d1scont1nu1ty time": "2020-12-18T118:59:00-05:00"
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Current YANG

spawn ganghnt "generation:
Teee

02-dotlae: .?_lecd { b 1 "max-transmit- ﬁhanne]s6 16,
B MACsec Counters maserangm keys, 16
alidate- 'Frames str1ct", ralways- 1nc'|ude sci': true,
rep'Iay protect “true, "use-es": true,
1 "use- sch”: tru

e,
u%er priority- tc': [
'user-priority": 0,

p sa"t mtraffic- c'Iass": 0,
pkts-no-sa- error raccess-class-deQ; 0,
pkts-overrun” i "access-class-del": 0
octets- vahdated‘:: %,
oc\tlgtgcdecrlfypted "user-priorityn: 1
"Prarficiclasdn 1’
"sci: "1475", %,
created time™: "202
starteg E'lme %8% "user- pr1?r1tyd 2, )
"stopped-time": raccess-class-deQ ,
recg'lpvmg e "access-class-del": 2
in-pkts-ok™: 3420 %,
1n—pkts unchecked
ainpkes-delayed., ngserzpriorityl: %
"in-pkts-invalid": "access-class-deQ": 3,
"in-pkts- not valid": "0", "access-class-del": 3
r%cewe sa [ ] }
"rxa": 1, tEansmit—sc"' [
sci": "1476",

"created-time”:
"started-time!
wstopped-time'’:
transm1tt1ng
"en cod1ng—sa 1,
"out-pkts- protected"
nout-pkts- encry ted
tEansm'lt sa 'E

} wpxa': 1,
in-yse™: true,
} "sscit: 123,'
1 ‘next-pn 23423
3, "created-time”
started time!
opped-time"
"conﬁdent'la'l'lt
key-identifier™

9/21/2021 IEEE 802.1 Security



Current YANG

"controlled-interface”: {
"provided- 1nterface 1,
"mac-enabled": tru
"mac-operational”; true,

"o per-point-to-point-mac" true,
dm1n ?o1nt to-point-mac"”

contro Ted pgrt enabled™: “true,
2345235,
DnTcsst pkea T"1232m,
n-broadcast-pkts": "Q",
n-multicast-pkts o",
"in- 1scards 0,
"in-errors": 0

"out-octets”: "12341; '
"out-unicast-pkts 231
"out-broadcast- pkts o
"out-multicast- pkts 0
"out- d1scards 0,
"out-errors’

kuncontro]]ed 1nterface {
wprovided-interface™: 1,
"mac-enabled”: true,
"mac- operational”; true,
"oper-point-to-point- mac" true,
"admin-point-to-point- mac”
n-octets": 23 45235"

n-unicast- gk " gég",
in-broadcas pkts ror,
1n multicast-pkts' o",
1n—d1scards : 0,

"in-errors’ Oh
"out- octets”:
"out-unicast-pkts 23
"out-broadcast- pkts HEN(]
"out-multicast- pkts 0
"out- d1scards : 0,
"out-errors’

common port": {
‘common- port 1 "
n-octets": "2345235",
n-unicast-pkts": "1232",
n-broadcast-pkts
win-multicast-pkts":
win-discards":"0,
"in-errors’

"out- octets”: 12341
"out-unicast- gk :
"out-broadcas pkts
"out-multicast- pkts
"out- d1scards 0,
"out-errors’
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MAC SEC Counters (Interface)

"ieee802-dotlae-pry: pry
recept10n

max peers 'y

"peer-src-add

{
6
ess"i |

1
-aadres
"11-22-33-44-5
"11-22-33-44-5
"11-22-33-44-5
"11-22-33-44-5
"11-22-33-44-5
"11-22-33-44-5

5 SQnddainin

fragment-ordering": "ieee802-dotlae-pry:default-strict-ordered”
rerept1on stats": é
n-user-protected-frames": "1000"
win-user-protected-octets" "140000"

n-mppdus™: "900" N .
n-encapsuiated-frames" »80Q
n-user-express- fragments
n-user-preemptable= fragments
n-express-discard-fragments™: "Q",
n-preemptable-djscard- fragments":’"0",
n-pad-octets": ;49; »
n-unknown- mppc1s
n-errored-mppdus": " owenn
n-user-express- frames 60
n-user-preemptable-frame
n-user-unprotected-frame
n-user-unprotected-octets":

" 0",
ngn
0

MAC Privacy Counters (inbound)
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Current YAN

MAC Privacy Counters (outbound)

"transmissjon”: { o "channel": [
privacy-protection': true X .
"pry-source-address": "11-22-33-44-55-65", "channel-id": "ieee802-dotlae-pry:express-channel”,
"use-mka-group-address’: false " "enabled": true,
"mppdu-dest-address™: "aa-22-33-44-55-66", raccess-priority": 2,
fragment-enable™: true, user-data-frame-size": 1518
"user-priority-to-pry": [ "User-data-burst-size": 10000
{ o "requested-bit-rate”: "10000000000"
"user-priority": 7, " "channel-frame-size!: 1520
privacy-type”: "ieee802-dotlae-pry:frame", channel-burst-size 10000
»frame-access-priority”;: 6, "actual-bit-rate": "9705882352"
frame-reveal-de": "visible", }
"frame-privacy-padding”: "to-16" ]
% L channel-stats": {
ruser-priority": 6, "out-user-protected-frames"
"privacy-type”: "ieee802-dotlae-pry:frame", "out-user-protected-octets
"frame-access-priority": 6, "out-encapsulated-frames’
"frame-reveal-de": "hidden", "out-express-fragments”:
frame-privacy-padding”: "to-64 "out-preemptable-fragments":
y out-pad-octets”: "64000

"user-priority":
privacy-type”: [ T
y nout-encapsulated-frames": "On,

out-user-protected-octets": "0

%,
jeee802-dotlae-pry:none" kframe—stats“: {

% "user-priority": 4, s

"privacy-type”: "ieee802-dotlae-pry:preemptable-channel” ‘unprotected-frame-stats": {

, "out-user-frames": "0,
out-user-octets": "0

" Lo,
user-priority" .“_?,

D

"privacy-type”: eee802-dotlae-pry:preemptable-channel”
, P y-typ pry:p P }'1' ee802-dotlq-bridge:bridge-port": {
ridge-name": "brjdgel™;

ruser-priority": 2, component-name": "cv2", . A
"privacy-type”: "ieee802-dotlae-pry:preemptable-channel” "por_'d;tyEe": "ieee802-dotlqg-bridge:c-vlan-bridge-port",
, vid":
"user-priority": 1, k?eeesoz—dotlx:pae”: {
"privacy-type™: "ieee802-dotlae-pry:express-channel” } "pae-system": "pael
"user-priority": 0, " 1
privacy-type”: "ieee802-dotlae-pry:express-channel T
} 1etf-system:system": {
1 "contact": "test",
frame": { - "ieee802-dotlx:pae-system": {
user-data-frame-size": 1518 name": "pael",
3}, 3 "system-access-control": "enabled"
}
> quit
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Comments?
Thank You



